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Abstract This paper surveys some typical approaches to migration models used in Mobile
Agent System(MAS) and describes the migration mechanism in MAS which is designed and

implemented by authors. Focused on the issues about the agent’s dynamic routing and
migration-related security changing, an extended migration mechanism of agent is proposed
and an application example is given.
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R ER IR HMEANRIBER, REAHEE, MEEHEXR, LHE Java, C++
EEHATBRARRSHTE, 7 IBM 8 Aglets 24518+ % FH H G IK3h a7 XL BIE R R ITER

EBEE, BAFEAEBAR, EAWIMT A8, U EAFHEIIRERET, EBEER
fa & R RS Y, ﬁ%hﬁfé’]iﬁﬁ‘iﬁm”ﬁ%ﬁ’ﬁﬁ%T%ﬂtﬂ?{ﬂ” AN RIEBILRET, XTI
EBAE BB R AR, Bl FATTUM IS LSRR REREE,
XHEIBAEE ﬁ?@miz*ﬁ%ﬁiﬂfUE%?ﬁ"rﬁﬂ B AT LUTEXT G AR LB AL 2 B S 25 i1 ALHE
HIATA.

EFH B RE RS, RATREEE 7T XM MLEBERIEH, FEHT XL
HI X B EE AR I BB T W — W MR . EHE P, WATRHESME 25
MREAR, R T —MEMAETBIH. REEFSRE: (1) #l TAEVRZER R (Agent

Access Control List, AACL) {FLAEHI B R ML e; (2) AJFARFEEE.

2 MAS B4l HAY3CE

MAS B#I1EFFB BB AL, EXA Javal® 55 H %, £TF RMIP (Remote
Method Invocation) #IRHLAH], KHEEE L. $FEEL RKITRINE AR ERABEE N G
R4, EX—EoRITETSIZRE RIS L.

2.1 IBEIHALE

£ MAS &, (REREEHmEEN Java 155 %A R RMI ML £330y, RMI feE(ES 1F'
A E I ﬁﬁﬂﬂiﬁ BT B — L LAY Java X5, KR ER UL, SEMRERSSE, |
FHERX R WA LB S — B RBRSHAXNZE . 2P0 DUEE A A< X 5 — 14, mzﬁ
W&, XFOTAAN Java BIFA A AR TR HEI S Java BIUL (Java Virtual

Machine, JVM) L, FH{@ESHRXIFETH Java REASEH LEE M N 4GSR,

RMI GEHRAEXT G BRI REEAE, B BB Se BRI XTH N —A ik 2= (6] &= B S —Honk 23 [d]
SZRCA A E AT LA B FES4LF1 RMIClassLoader 538, & Fi740P BT Java gy A / il

K, AVFENMEEREEE Java X5, ZP B Java THABISINEEAREERE L. X5H
174648 (Object serialization packet) B TIEEEIE: K Java STHRPTBRR (BEXTRFViHR) 1T
B BITALEERR, SN ERXEEIER, EERVL EEASRIRGEXSR. B, X587
PR AT R, — DX ] AERTE g W, 29378, Fm, EERVL EEHLSFN
BRI CERE T, XMRFEIEEIREER ATV, R)o#Ed TCP/IP &, RMI{#
F 3% 0 5 KT 1024 B{EE N
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2 I B XT 5 I RUIR 525 L/ 5E4.

FA Java 155 89 RMI ML 3 10T AR 7 fE i se B #5 3h. £ MAS 2, Br A sy MAE(Mobile
Agent Environment) L ETEIE EULA RMI MRS #Ei7EMN. REEAFUMLERE
HLiEK MAE X%, FEXNE5IHE, B2 HHE receiveAgent fil returnAgent 77, BURETR

B A B REE.
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(1) & Itinerary SEH,

(2) $F—1F] FHaY B Aruat

i=0
find: try{MAE=Naming.Lookup(itinerary.get(i)/MAE)
}catch(RemoteException ex) -
{i++;
if (i<=itinerary.length) goto find}
if (i>itinerary.length) exit #45H#E/R: “Can’t Execute Task!”

(3) Fi#A§H% 4 MAgent . _

(4) A MAE A9 receiveAgent( ) A¥:: receiveAgent J7E: 4.
receiveAgent(SignedObject obj, Itinerary itinerary, String lastAccessAddress) .

(5) WIEB &2 MAgent . M lastAccessAddress SRy Fl R 2 FAEIE, FATR] IEE
1] 24 B0 AT IE S PESR B XT M. A SH A8 AT DA A 48 /8 IR BE 1.

(6) 24T MAgent.run( ) EHUTHESF, B itinerary FRic AN VIR, FATHEHA T
setAccessed( ) , IAL bk 2 ¥ EH I EE B BHrCyI B E. HEEN.
itinerary.setAccessed( ){ #&4EnYE InetAddress.getHost( ).getHostAddress( )} .

(7) ST — 10 AR A EN.: NextEnv:Naming.Lookup(itinerary.get(i) /MAE) ,

(8) HFEHZ 4 MAgent .,

( ) ua : Fi] ] m%g% receweAgent(““ ” & nn) ]

MBEAFEAHN T —6 EN, TJRERFEEELRIT, BT -6 2V EPIT 5 RUT.

(10) #&1E.
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FEET MEEBEFIHIE (Security Socket Layer, SSL) i) RMI #iE e, BAVE 25 IEE
fEfREMNDME MEAZLMNIREE, B6 EVFHE itinerary length-1 4~ stub , XE A&
AYEhr, FEFRINYEVEEGBEEILESSEVNIE, RAXLREHRETITH,
ARSI BHRA N EBHFEAR, XHERTZAETENLZL T, ROTTLHRE 186D
REH, H—MREEHE, NEHESHNRMAREVGEE, FoiZEaR VU CE
ERXE A, BRITE X — M HERHERIFE—TE, HFWEIHER—-BHR (24, &
4), BETEMAEIBNHE, WA 2 Fx.




% 12 Ethkfe%:. MAS REFEIBIHHTFRS LA 2009

fem | DAL Ll skt (oo B duht n |>J‘£n

(a) FFSHBTRE

TR BERBIE A |

3 P WhhE 3 V2R 1] [T’ ] A E) A U ) bt X

—_ M il

il

i

B! e

(b) BIEHHIRE

A1 BERE

mRAREN A B C, WA, #EVH ek, mRAENAZD, EAYAMDA
HEFHR, FUEER N SR ZEEATT U, MEFELHMR. yTAAZF D, #&
it RE#F B, BHA A f1 B HF 1 AR, BREWRLHN, FE B WE T

2, BEM D ILEE 2 E’J%"‘Eﬂ% FrUAREEIPA%H B R D 7. XF B XA ENBZIIFR A
17 FE ML (Domain border host) |,

$HL b, RO TBRECM T EHaNE, M7 —4 A8 AR R 2 2 1 285 35
Pila], XEERRAT AR B Ui ZhEE T .

3 — AN R IET LS

BATRE—2 TR RAB M CEERILH. ROIHEREN B KB a 8 =150
RIG. FEES. PUTE. RBHBHRESER, FRENBIIEIFESRTE. BESHED
BRI, BAEFHEEANR—Hr, MSXNRER, BHEERERT,
BRAEREI T HFREALL (I BRICHFSRBIRET) . ZRFTURBUZEHEENTTN, EX

SEEMBHPEEINEERLER RS, RITBEIAS, PITSESERIIR, —1%
F Java BZE BV BB R A B RIFLEBLET R, SAREREHMBERHS80U53) JVM 1'}’1’1"?
RE., T EoERNR BT RACEIT B LH .

118 X—1T 8B seik (Entity) , ER—P"J04: {TaskPart, CtrlPart} H+ TaskPart

= MAgent i CtrlPart AT EH# 4, CtriPart HHCHENSKH, THHMRME 1 Br

35
=, _
it R R S AT X AACL PLipDRZ R AR hME e, AACL B&T IP pyiH]

Poib ms, SAFORT IR P TE SRR AR B AR, AT X TRV BH &4, W
x 2 Fi.

o1

#z 1 CtrilPart HNEMES
Itinerary ¥R LM B R EARE
AccessControlStructure R R ESHE T AN EVLEE T L S%E
ResultRelated SRR, BTULERRFESFLELSRE
DataStoreStructure ExecRelated | $hiT#i3k, A TREDITHEEEUETERE
A— ALK EERR IFRYIETT




- 2010 mOF 5 & B % K 5 26 %
#2 AACL &5 RiHH
AR B FI ¥ B
set route BEBRMTR, W7 EN SR
seq (i) BEREEMBHTR, YUFEHNH—&EH R

WEMS

default (%)
priority-based (FETF#5E#)
method-base (#TF k)
set priority < 0 — 255 >
set if <<condition>>

then <<method>> | exit

lelse gonext |exit

F. RETARHEHRETA, BTRLT
AREREEHRCPHETHR B X, REFH

THA AR YT 2R 3

EPLILSERUY 5,

set priority EREETRENNWIEE THR.
BT Ra b P R AR B B i H AR, &
U EE B EA-SRE I E88 E{EEH U
F—ERITHMREPIT AL ER Y.

Bl

allow|deny network|host
<< ipaddress>> << mask >>

FE ] Ay — S ik 5 B B B 5%

i S

2]\ AACL R{EfR T RBERHEREES,
TR S A T LAXS B P A 22 22 SR B AT
FIE R IR Ry, #an,

BE, tHXtH, 1

i rﬁﬂﬁ IEJ]E
PARIS BRI BR.

B— &, BE
HEFEERR—RE
JURRAREHE NEE.
%F%?Eﬁ ZRYE, A TRIMTRESER
RE—-BERET—62

, IXHE

debug route

i i

]

ﬂ?ﬁ BREMNTRRERIEE

. BUTS IR E

R MES

JVM HIZRE, FrLATESERR A
R FIPATHEE, BITE

AR, *hFRRHNE, FF

TS MHEIT RIS,
AT EE, BIIBIMNERES
MAgent %

TR ES, MAgent #

AL

LAY

AACL ZER B3 CH
pIpre YRy Sy L A

HEE.

PN T RS L4
WE, M FE AT
E— T RAREMZIFENIRL T,
E— P ARERFFE T,

A LA,
JI F- 7 =) 7] 66 B8 DNFERT, e

R LBR R BE B 5 Sl R ERHEE B ARG E RS
REREET, KEFEE]LUR B —EH 58

RAGIN— R

W B, BTRA—A-8,

=
==

SEBT AR ZE

T ExecRelated F

%ﬁ%ﬁﬁ%

N EET UTF-8, FRLIXAR

EHMFEET CtrlPart fJ&AF
S E 3 TR,

iR 2 B, oM EEE Sy, RIEBAHE R RPN E T4,

o B EG E B Lay, mEPMLERRABI RN ERE

ﬁﬁﬁ ﬁﬂ%~

1F4F

2L FEARGFW AT

R & &

SEPL, IRToKE

TR BRVE R ES
R EIEHARE, I MAS

H, ML HEE
R ORI, L R 5
107 Ta] w5 = LA
i IFy |
IR X B 1 1l iy & Bl %
TR R A XESE B .
E:';E#J?E-ﬂﬂt{ E
H
ﬁﬁ%b ResultRelated ﬁ%i’*ﬁﬂ
= H1, JX?Fr:EJE"Iu{%ﬁmIHﬁM?cﬁ% HREHERE, WRRULE
HAPABERALERFFEZERT, FFUERNFE
CBLHY, %%U%&ﬂ‘]ﬁi’ﬁﬁﬁ
e PITE R L BET
TRIE T R TIE RS, FEDCHR

AT
. —AReEl
AR A

I

BT RESE R, XERBEI LR
LR, AT ASEE A

[4] X Fh 24T T

FRFIAL I B MAgent

1

& 1514 F

it H R
il B A S
¥

/

¢

v

FERE AR

Kt N\
fmrs L
/x schitkas | RE
iR
\A' SHLE i 4o
T EFX

3

P RYARETLE MAS

=+ 2 IE I &N

28




5 12 #] Emfe%: MAS REHPIBYIHHOHTSLHR 2011
BN a8 MIE Y A BN BB HEM L, R — LT XA ERAESMER T EayEME,
T —HRE, KAEREFBEUEEHIE.
4 [y FISEHI459h
FATE MAS RGEEM EHET MM ARSBENARF. RERINEFEEILIERRT
ARG Bl H SR |AE, flm, WBMEERMABIE. RITEERAEPMAFMALTME, SF
KX, XEARESEEARE Y ENE AR AFDTHBIES MBS R, BIHRK
ZREREE., BEBEWME 3 Fn, ORI IFEEE 7R & 4.
#3 FrEEIR
A ACH. =/
% P 10.10.9.1/MAS
HE 1 10.10.9.2/MAS Rl ML
HE 2 10.10.9.3/MAS A E A
HE 3 10.10.9.4/MAS ] BT
H#IE 4 10.10.9.5/MAS Ve B 4L
AT XA LR T — 2L, PR—8FE EV. F—S=8FEV.. AREK G EL.
& Rl — & AR A =6 A RBAE AR ARBRImE 4 gL, S agEe
MM RZE2WER — M EAERIANR.
FAT B R E LB BTG [a) sLfr B3 T —A 4y, DB ERE2EREZ N H P20
AR/ RT, HAREARN A BT T AE.
K4 MARBARERE
iR 4 (Test case) BF[E] (ms)
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