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B/ 75T, T2 B4R H G B MR 56 FE N gk
AT EERLENL, IR OR ik & 28 75 AN 7] 73 7 22 e
RS, BT kK, MM mE T E N

{ M N
0, u=—,v=—

O(u,v) = 2 2 (5)

0(u,v), HAth

N T B ERE F DS [ AT ik o AL ) B e
B Sl , A SCLE IR A AT S B A3k AT T AT
AR . wE3(b)frw, FDPSR A ff i ER a
fil R SRS, SRS TR XIS AR R, 1% 07k
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V] ) e S RN B
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ZHLE RGN BRI AR TR 7, DRl R 28 7E— B
BRG T 2GR A J IR FE AR SCRAEZ H AN
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(4) B3 17T o ENZREE Do T BEVLRAE LA
HNpHIT4, G b A e fih & 2% ¢ 9 B8 AR
TR 9 B A2y, TR REEOREAEE Dpoison -
R NZREE D = Dejean U Dipoison 28 B 52 F5 2 ML
Yk, WiiH AT AL 08 . S R LT
Fio ZERENGEE DRI T FDPSHISL K
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Zi LATIA, FDPSHESLIE i 34N BB (1) A HLER
31, AT MRJE B B m s S Z AR B
TREER R . R 2 )G 4R N HR XS €2 38 3 1 (1) J
FBEAL, TR BN TU AR 7 R PN TG A L Bk (S T .
ATUIERAR A7 45 2 R L BE 2 ME ORI, ZEABEIR
A2 JR T 2R oy A AT B T 58 A A R 4 1) 45 R A R
N, B T RIS R R . e, @ik
LPTP S 575 1 AL i) A 2 - RE AR I 28 [ 3E 4718 X
BEHE, HERATREGI NN R FEAR . X3P
RIRHHD, Rl NBIEIESE . REE 0 BCRE L—3K
PR3N 5 AL [F A BT T BT 22 5 5 AL s P B e
BebE, MEZ 4 EORE T FDPSHH: A Al & A
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3.1 SLIMERE
AR SLIGIAEE A64 bit Ubuntu 20.048:4F &2 4;,

fEHPytorch® JHEZ4E . B RA S ANVIDIA
GeForce RTX 3090, 47 K/NA24576 MiB.
3.2 BYMESHERIERE

NARIESE G m] B, A SO BT FDPSHE
I OB S HEAT T RGN . SR I
M ResNet 184 1) (torchvision fE Py & ) Al
RepVGGHA P (timm A &), BRI, %35
N0.001, SEMRACE N Adam, Fik KA Cross-
EntropyLoss, epoch’¥200, batch sizeN256, 74
0.05.
3.3 HiEE

NAT A FDPS VA A Rtk 5z LRE 77,
AW I 3 BUER 7 AT B A AT 5558 . CL-
FARIOHE £ d N Kbt L pr kA, B8
60,0007k32x 32 0 E1ME, BI04 T WL, R
LM L0 A (IR 4E50,0005K, IHR4E
10,0005k ), & THE AU S8R T 72 A8 FH 1A e
Ffkz —. GTSRBHEHESE Ik [ 4[5 22 8 br & 17
RFEAE, WREEA3RT @R E, H51,8395K HSLER L
BUE (I1£539,2095K, Mik12,6305K), MG R ~FAR
TR WEERCREMALE, FilEaRR s
IR SRAEARRLRE . LA N BRI S oS R
EME. CINIC10%#E 4 * HCIFAR10 5 ImageNet
RGNS, E231270,0005K B (125 /58 AIE /i
K %90,0005K), FKul4i5CIFARIO—3, HT
N E PR (R 5 NE S ESR), NIFE
PRI FE 0 0 1 B Al PR 58 () R AR AL T B LB
PEFIIRE &
3.4 BEZ&HES5HhIERR

AT EE A AT, AW FEEEL 7B MARK M
[TY T iEAE 3, BHiBadNets, WaNet,
Blend, Ftrojand DUBAPRY, H: 1 BadNetst A
Ja 1B AU RO T ik, o A0k R 7 F 1)
FHETT R . WaNet 5Blend & [ 1¥# i+ F T 78 25 [A) 4,
B = BE BRI J5 T TR 248, 1T Ftrojan U A FH 4
SRR SE BB UR 1180t . DUBASE — R i 5%
TR G — 5 18 vk, i R e 1)
B Sk SE I RV . Bad Nets By % a7 8
2x 2 AN TAE MR 35 o R R SEI6 A P 5 AT
TOE, ARG B 7 1R A T IRRS S AR
HEFE S HOHEAT SE I

VRl B A R, AR SCR P ASRAE v
fabr. ASRARTR S filh & 23 14 AN AE @ B J5 AR
hie A Hbrd i Ee . Beah, AR RMEREA
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H, D RINBFBUIFEAES, D RRTIHHERE
By B BARRZE, y Rom H AL

VAL B R BR e, AR SCR A Je B A A
ZAEA PR AIE R SSIMAILPIPS, X4k
5 AT A A EE 32 TS G G 2 TR ) R G =
S, NI I il R 2 BREUSCR MR %5 . Hork, LPIPS
TE I EL A T 0 PP 24 2 BP9 PR R 3R s ok i JRK
SABACLRE o A LPTP S AR 2% B 8 1y 1 IR e AH AL FE
B B 0 Sl . SSIMUR T 72 . Mo bb AN 45
K5 235 B R i = 4 i AR R AR ALLBE . SSIM
AR B v 2 B AR LA R A, B fl oA S o ik 258 SR AR A
HitH AN

Hob, g My, 20 5 R B AR Fly (1) 3 58
o2 Mo RARATM TG 2, CLRIC, 2 W R BB Ao e 1k
/N AL
3.5 SLINERE D
3.5.1 IEHMREITML

MELREIR T FDPS 5 4R 3 J5 [ 1B 77 v AE
CIFAR10, GTSRB 5 CINIC104E34 $#5 45 1y
ASREBAXf LR . LI K M, FDPSTEAH [FAC
BT SEME A S ECE R S e, B
S, FDPSTEATA Wikt ASRIE L
99.11%, 5BlendfBadNetskb T [F—&%, 74>
BOUE T Hofphok - H ARG FR e . [FRS, FDPSIK
o F R TR 1 RE ZE R /N, BASFH8 T PR IE A T
2%, HATRIG AT AN 2 A 7 IE 5 A8 FH I e
il % o
3.5.2 IR

TR T fb R B ENTT i G B 5% B
GEHL, SEIGLEHLREY, FDPS/ERARERE 5
wEMP . FELPIPSTEPs ., FDPSTE3FE#E 4 I

SSIM(z,y) = 52“””‘3”01)(22"19*;02) (8)  HMSERUEMEEE (0.0052-0.0112) , HFtrojan
(12 + p2 + C1) (02 + 02 + Ca) FHIBIES3.1%, HWaNetBe1£93.7%, Sox i
* 1 TRELSEEINBIRE LSRR (ASR)F R ISR AERRR (BA)XTEL (%)
- - CIFAR10 GTSRB CINIC10
BA ASR BA ASR BA ASR
Clean 95.00 99.20 88.02
BadNets 94.02 99.42 99.13 99.52 85.77 99.26
Blend 94.26 99.87 99.02 99.77 85.82 99.89
ResNet18 WaNet 94.22 99.74 99.10 99.73 84.87 89.61
Ftrojan 94.10 99.26 99.01 98.90 85.90 99.70
DUBA 94.55 99.68 99.17 99.92 87.85 99.24
FDPS 94.02 99.33 99.15 99.12 86.11 99.13
Clean 91.20 99.40 87.24
BadNets 91.07 99.10 99.34 99.67 86.78 99.19
Blend 91.10 98.74 99.13 99.36 85.76 98.02
RepVGG WaNet 91.07 97.95 99.13 99.38 86.16 88.76
Ftrojan 90.08 99.14 99.29 99.26 85.82 97.84
DUBA 91.18 99.78 99.34 99.78 87.01 99.02
FDPS 91.00 99.19 99.30 99.35 86.22 99.11
& 2 SMUEIIBE S AESMEIESE EASSIMS LPIPS T LL
N BadNets Blend WaNet Ftrojan DUBA FDPS
YRR SSIM  LPIPS SSIM LPIPS SSIM LPIPS SSIM  LPIPS SSIM  LPIPS SSIM  LPIPS
CIFARI0 0972  0.0093  0.864  0.1319  0.953  0.0099 0954  0.0125 0977  0.0081  0.972  0.0058
CGTSRB 0.968  0.0347  0.879  0.1569  0.950  0.0528  0.912  0.0598 0972  0.0201  0.975  0.0112
CINICI0  0.978  0.0065  0.887  0.1832  0.941  0.0951 0971  0.0754 0968  0.0072 0972  0.0052
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Abstract:

Objective The proliferation of Deep Neural Networks (DNNs) in safety-critical domains such as autonomous
driving and biomedical diagnostics has raised serious concerns about their vulnerability to adversarial threats,
particularly backdoor attacks. In these attacks, hidden triggers are embedded during training, causing models
to behave normally on clean inputs while producing malicious outputs when specific triggers are present.
Existing backdoor methods mainly operate in either the spatial domain or the frequency domain, but they face
a fundamental tradeoff between Attack Success Rate (ASR) and stealth. Spatial triggers often introduce visible
artifacts, whereas frequency-domain amplitude perturbations disrupt spectral energy distributions and can
therefore be detected by advanced defenses such as spectral anomaly detection. This study addresses the need
for a backdoor paradigm that simultaneously achieves high attack performance, minimal perceptual distortion,
and robustness against state-of-the-art defense methods. The objective is to develop a frequency-domain
backdoor attack based on phase manipulation, which is better aligned with human visual perception and
structural consistency, thereby overcoming the limitations of existing methods.

Methods FDPS integrates frequency-domain phase manipulation, perceptual similarity screening, and
standard data poisoning. The method first converts input images from RGB to Y'CbCr color space. This
conversion isolates the chrominance channels while preserving the luminance component. Discrete Fourier
Transform (DFT) is then applied to the chrominance components to obtain complex frequency spectra. Phase
information is computed with the atan2 function, and selected high-frequency components are shifted to embed
the trigger. Image reconstruction is performed through Inverse Discrete Fourier Transform (IDFT). The
framework further incorporates Learned Perceptual Image Patch Similarity (LPIPS) filtering. This filter
removes generated samples that do not satisfy the similarity threshold. The screening process ensures that all
retained triggers remain visually imperceptible. The accepted poisoned samples are assigned the target class
labels and then combined with the clean training data according to standard protocols.

Results and Discussions FDPS achieves near-perfect ASR, reaching 99%, while maintaining Benign Accuracy
(BA) across three datasets and two network architectures (Table 1). The method embeds triggers by
manipulating phase information in the Cb and Cr chrominance channels through Fourier transforms, and
LPIPS filtering helps preserve visual stealth. Experimental results show that poisoned images retain semantic
focus, as confirmed by Grad-CAM visualizations that remain aligned with the clean-image patterns (Fig. 4).
The method also shows strong resistance to defense mechanisms. Under Neural Cleanse, FDPS yields an
anomaly index of 1.73, which is below the detection threshold of 2 (Figs. 3-5). Under STRIP, the entropy
distribution of poisoned samples substantially overlaps with that of clean samples. Additional analysis shows
that high-frequency phase perturbation achieves strong attack performance with limited poisoning. In
particular, on the GTSRB dataset, FDPS achieves 99% ASR with only 2% poisoned training samples, while
minimizing the effect on model utility (Fig. 6; Table 3).

Conclusions An end-to-end frequency-domain strategy is proposed to embed covert triggers into image
classification models while preserving fidelity on clean samples. By shifting selected high-frequency phase
components in the chrominance channels and applying LPIPS-based filtering, FDPS achieves 99% ASR with
negligible BA loss and minimal visible artifacts. It also evades representative detection methods, including
Grad-CAM, Neural Cleanse, Adversarial Neuron Pruning (ANP), and STRIP. These findings indicate that
high-frequency phase perturbation constitutes an effective and stealthy backdoor mechanism. Future work
should extend this strategy to broader modalities and develop dedicated frequency-domain anomaly detectors as
principled countermeasures.

Key words: Backdoor attacks; Deep Neural Networks (DNN); Image classification; Frequency domain
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