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Dynamic State Estimation of Distribution Network by Integrating

High-degree Cubature Kalman Filter and Long Short-Term Memory

Under False Data Injection Attack
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Abstract:
Objective Dynamic state estimation of distribution networks is presented as a core technique for maintaining
secure and stable operation in cyber-physical power systems. Its practical performance is limited by strong
system nonlinearity, high-dimensional state characteristics, and the threat posed by False Data Injection Attack
(FDIA). A method that integrates High-degree Cubature Kalman Filter (HCKF) with Long Short-Term
Memory network (LSTM) is proposed. HCKF is applied to enhance estimation precision in nonlinear high-
dimensional scenarios. The estimation outputs from HCKF and Weighted Least Squares (WLS) are combined
for rapid FDIA identification using residual-based analysis. The LSTM model is then employed to reconstruct
measurement data of compromised nodes and refine state estimation results. The approach is validated on the
IEEE 33-bus distribution system, demonstrating reliable accuracy enhancement and effective attack resilience.
Methods The strong nonlinearity of distribution networks limits the estimation accuracy of dynamic methods
based on the Cubature Kalman Filter (CKF). A hybrid measurement state estimation model that combines
data from Phasor Measurement Unit (PMU) and Supervisory Control And Data Acquisition (SCADA) is
established. HCKF is applied to enhance estimation performance in nonlinear, high-dimensional scenarios by
generating higher-order cubature points. Under FDIA, the estimation outputs from WLS and HCKF are jointly
assessed, allowing rapid intrusion detection through residual evaluation and state consistency checking. Once an
attack is identified, an LSTM model performs time-series prediction to reconstruct the measurement data of
compromised nodes. The reconstructed data replace abnormal values, enabling correction of the final state
estimation.
Results and Discussions Experiments on the IEEE 33-bus distribution system show that without FDIA,
HCKF achieves higher estimation accuracy for voltage magnitude and phase angle than CKF. The Average
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voltage Relative Error (ARE) of voltage magnitude decreases by 57.9%, and the corresponding phase-angle
error decreases by 28.9%, confirming the superiority of the method for strongly nonlinear and high-dimensional
state estimation. Under FDIA, residual-based detection effectively identifies cyber attacks and avoids false
alarms and missed detections. The prediction error of LSTM for the measurement data of compromised nodes
and their associated branches remains on the order of 107% indicating high reconstruction fidelity. The
combined HCKF and LSTM maintains stable state tracking after intrusion, and its performance exceeds that of
WLS and adaptive Unscented Kalman Filter.

Conclusions The dynamic state estimation method that integrates HCKF and LSTM enhances adaptability to
strong nonlinearity and high-dimensional characteristics of distribution networks. Rapid and accurate FDIA
identification is achieved through residual evaluation, and LSTM reconstructs the measurement data of
compromised nodes with high reliability. The method maintains high estimation accuracy under normal
operation and preserves stability and precision under cyber intrusion. It offers technical support for secure and
stable operation of distribution networks in the presence of malicious attacks.

Key words: Dynamic state estimation; Distribution network; High-degree Cubature Kalman filter; False Data
Injection Attack (FDIA)
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