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Abstract:

Objective Globalization has driven growing demand for ubiquitous communication. However, traditional
terrestrial networks face limitations in areas with poor infrastructure, such as deserts, oceans, and airspace.
Satellite communication, with its flexibility, wide frequency coverage, and high capacity, offers a viable
alternative for these environments. Yet, due to the open nature of satellite channels and long-distance
transmission, signals remain vulnerable to interception, posing serious security challenges. Conventional wireless
security measures, including physical-layer techniques and encryption, are limited by assumptions about
computational hardness and the statistical structure of intercepted ciphertexts. Covert communication aims to
reduce the probability of signal detection by eavesdroppers, providing an alternative layer of security. In Low
Earth Orbit (LEO) satellite systems, high mobility leads to dynamic channel variations and misalignment of
transmission beams, further complicating covert communication. To mitigate these challenges, Integrated
Sensing And Communication (ISAC) technology can be embedded in satellite systems. By detecting the
approximate location of potential eavesdroppers and directing radar beams to degrade their detection
capability, ISAC improves communication covertness. This study proposes a covert communication strategy
tailored for LEO satellite ISAC systems, offering enhanced security in satellite-based infrastructure.

Methods This paper investigates a covert communication scheme in LEO satellite ISAC systems. First, the
system model of the LEO satellite ISAC system is proposed, and the covertness constraints within the system
are analyzed. Based on this, an optimization problem is formulated with the objective of maximizing the total
covert communication rate for multiple users, subject to constraints including satellite power limits, radar
power limits, sensing performance thresholds, and covertness requirements. This optimization problem is non-
convex and highly coupled in variables, making it intractable to solve directly. To address this, relaxation

variables are introduced to simplify the objective function into a solvable form. Subsequently, an alternating
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optimization algorithm is employed to decompose the original problem into two subproblems. One subproblem
is transformed into an equivalent convex problem using methods like SemiDefinite Relaxation (SDR) and
Successive Convex Approximation (SCA), which is then solved iteratively. The obtained solution from this
subproblem is then used to solve the other subproblem. Once the solutions to both subproblems are determined,
the original problem is effectively solved.

Results and Discussions This paper validates the performance of the proposed covert communication
transmission scheme through numerical simulations. To demonstrate the effectiveness of the proposed scheme, a
comparison with a system lacking ISAC technology is introduced. First, the convergence of the proposed
algorithm is verified (Fig. 2). The algorithm achieves rapid convergence under different resource allocation
configurations in the system (converging at the 7th iteration). Additionally, higher covertness requirements lead
to lower covert communication rates, as stricter covertness constraints reduce the allowable upper limit oft the
satellite transmit power. Increasing the upper limit of the radar power causes a slight decline in the covert rate
because Bob is subjected to minor interference from the radar beam. However, since the primary radar beam is
focused on Eve, the interference level remains limited. Second, a higher number of satellite antennas improves
the system’s covert communication rate (Fig. 3). This is attributed to the increased spatial dimensions available
for optimizing signal transmission and reception. More antennas enable additional independent signal paths,
enhancing transmission performance and flexibility. When the satellite is equipped with 81 antennas and the
covertness requirement is 0.1, the total covert rate reaches 17.18 bit/(s-Hz). Compared to the system without
ISAC technology, the proposed system demonstrates superior resistance to detection (Fig. 4). The radar beam
introduces interference to eavesdroppers, and higher upper limit of the radar power degrades the eavesdropper’s
detection performance. Finally, increasing the upper limit of the satellite transmit power improves the covert
communication rate (Fig. 5). In the system without ISAC, the upper limit of the satellite power cannot be
arbitrarily increased due to covertness constraints. However, the ISAC-enabled system leverages radar
integration to grant the satellite greater flexibility in power allocation, thereby enhancing the covert rate.
Notably, raising the lower bound of sensing performance slightly reduces the covert rate, as higher sensing
demands require increased upper limit of the radar power, which introduces additional interference to Bob’s
signal reception.

Conclusions This paper investigates a covert communication transmission scheme in an LEO satellite-enabled
ISAC system. An optimization problem is formulated to maximize the sum of multi-user covert communication
rates, subject to constraints including covertness requirements, minimum sensing performance, the upper limit
of the radar power budget, and the upper limit of the satellite power budget. The alternating optimization
algorithm and SCA algorithm are jointly employed to design the radar and satellite beamforming, as well as the
radar receiver filter. Simulation results demonstrate that, compared to a system without radar beam
interference, the proposed system with radar beam interference significantly reduces the detectability of
communication between Alice and Bob. Furthermore, the integration of radar enhances the satellite’s flexibility
to increase transmit power, thereby improving the overall covert communication rate of the system.

Key words: Satellite communication; Integrated Sensing And Communication (ISAC); Covert communication;

Successive Convex Approximation (SCA)
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