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KIL, SMLPHE A L MLP LAY ZE 44K 6 b7 F
PR A 508 £ R D e T BE . SMIL P AU %)
CICIDS201 75 535 AL 5 1A I A ) 22 AH LE ML P AR
RIRT 13.24%, KEHHRIET 74.85%, Ko R$5E
F172.99%, Fl-scoreift 13.93%. *FCICIDS2018
o SRR A I, SMLPRS AL ) #E i 26 4H L MLP
BIREEF 172.06%, FEWHEIEH 75.89%, Kz
T 171.67%, Fl-scorefift 1 3.81%. XIE T A
SCIR 25 G RS AT 451 2 R SMILPASE B A 2412k o

(4) CICIDS2017 EARI et ik EE L : A3
P T B 38 B A 5 SOt AR AR I 24 25 A 11 X 4% 9
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FHE B A AP RN RE A 1) 8 R BT 4 5 vk
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SR K. SR, LIO-IDS T B £ il Zhbt A AT
R o ASCT7 v L A 3AN R I 77 v B A FE
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LIO-IDSX}CICIDS2017H () & & B o 28 78 43 2
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ST e UG N, RS IR RER 22 . T G M B
T8 R 5 e R A T 29 5 B TR Y 4% I R AR
T R RENS T MR AR A B RO A B, R AR IR
R I VR 2. FEREE . A H R AIF 1-scored i
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Fr 2 77 VA b AR 3R 7 v, A AR 2R L R T
. R, Flscore/M il 21T 15.19%, 9.81%,
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Ao TOMEBF E I N3 5 iodh 2R A 9 25 45 4 1 R 245
T A I T VR AE CICTDS 2017 EAX A /b B
AT, W N99.80%, Hiffi ~99.90%,
K % 99.61%, Fl-score§99.75%. %77 1554k
P B8 -5 HoAth S0 BE ORI 7 v T ELH R B s S
BURAK, RO B B IE R 5 Ok 28 A ) 28 25
Hr B 2 R R E S T B R R
mE R AT

RE— B BGAE AT 7 R I M e SR T B A
Giit X, ACAECICIDS201 7dE 4 FXt A [E J7
TR BRI P BEREAT SR SIS Rl R M RE AR AR, AR
FIH t-test kil 77 ¥ETH R AR R T7 15 5 R iR T iR
A VEAL FE bR 0 B K, g RuRe R .

AHERIL, HNN5 BT 77 5 7ECICIDS201 744 45
I PR O A R T T ) G R 2 K TR L 0.05,
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H#% ., Fl-scorer w2 171.03%, 2.63%,
1.32%, 1.96%. JoHa B 3 & N AL 5 ohodh 28 A X 2%
GG I 285 I B S RS I 7 v RS WU M R AR AR X v
T HAh3FP T

PRI PGEE 3R T 0 AN TR B 0 X i 2 4 A
R R A R, WRSHIR . TCIE H & N A

& 5 FTR75 A5 CICIDS2017 LAY STt /5 A MM BE RO XT EE

Jiik [E R RN HETZ(%) FETZE(%) o 2(%) Fl-score(%)
VFBLS ZHHET LIRS 21942 97.39 96.90 97.60 97.25
HNN CNN/LSTM+DNN 225745 99.84 99.98 99.13 99.55
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Eb H A 3R g B d v o X Bot MUk (RIS I RS % R
W& T FL-1IDS, {HANAH%0.32%. BT 5920 g
P2 Infiltration R IR, 1K J& FH T35 Wil Al
FAAE S SO A — S B R R SRR B 5 IR
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Trik:

KT ICVAE-BSM DSSTE+ miniVGGNeT FL-1IDS Jhrdedri%
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A Network Traffic Anomaly Detection Method Integrating
Unsupervised Adaptive Sampling with
Enhanced Siamese Network
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®(Inf0rmation Technology Institute, Information Engineering University, Zhengzhou 450001, China)
®(Key Laboratory of Cyberspace Security, Ministry of Education of China, Zhengzhou 450001, China)

Abstract:
Objective The increasing complexity of network architectures and the rising frequency of cyberattacks have
heightened the demand for effective network traffic anomaly detection. While machine learning and deep
learning approaches have been widely applied, their effectiveness is often limited by the class imbalance
commonly observed in network traffic data. To address this limitation, this study proposes a network traffic
anomaly detection method integrating unsupervised adaptive sampling with enhanced Siamese network. An
adaptive sampling algorithm is developed to balance the distribution of normal and anomalous traffic,
improving the representativeness of training data. A Siamese Multi-Layer Perceptron (SMLP) model is then
trained using a robust loss function to capture both similarities and differences in traffic patterns. This
architecture enhances the model’s ability to identify anomalies, particularly under class-imbalance conditions.
The proposed framework provides a scalable and data-efficient approach for improving the accuracy of network
anomaly detection and reinforcing cybersecurity.

Methods

K-medoids clustering to group traffic data within each category based on feature distributions, forming multiple

The proposed K-medoids-based Adaptive Few-shot Sampling (KAFS) algorithm applies unsupervised

subclasses. From these, a small number of representative samples are adaptively selected to construct a
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balanced few-shot training set. This approach maintains a proportionate representation of normal and attack
traffic, reducing model bias toward the dominant normal class and ensuring more effective learning across
categories. Sample quality is further improved by prioritizing representativeness during selection. For the
constructed training set, a traffic anomaly detection model based on a SMLP is designed. The model’s loss
function combines encoding loss from the MLP with a prediction loss defined by the distance between anchor
samples and corresponding normal or malicious samples. This structure enables the model to distinguish both
similarities and subtle differences in traffic behavior, thereby enhancing the accuracy of attack traffic detection.

Results and Discussions The proposed network traffic anomaly detection method, which integrates
unsupervised adaptive sampling with an enhanced Siamese network, demonstrates strong performance on the
CICIDS2017 and CICIDS2018 datasets. As shown in Fig. 8, the SMLP model trained using traffic samples
generated by the KAFS sampling algorithm achieves superior detection performance, confirming the
effectiveness of the KAFS approach. In Fig. 9, detection accuracies of 99.80% and 98.26% are achieved for
attack-class traffic in the CICIDS2017 and CICIDS2018 datasets, respectively. Evaluation metrics presented in
Fig. 9 and Fig. 10 show that the proposed method consistently outperforms other Siamese network
architectures and loss functions in terms of accuracy, precision, Detection Rate (DR), and Fl-score, further
supporting the validity of the SMLP design. As shown in Tables 4 and 6, the method attains detection
performance comparable to that of state-of-the-art algorithms while using substantially fewer samples,
highlighting its suitability for practical deployment where data availability may be limited. Statistical analysis
of the results (Tables 5 and 8) confirms that the performance gains achieved by the proposed method are
statistically significant. Fig. 11 and Fig. 12 further illustrate that the method delivers notable improvements
over existing approaches in detecting unknown attack types, demonstrating its adaptability and robustness
under evolving threat conditions.

Conclusions This study addresses the challenges of sparse attack traffic and class imbalance in network traffic
anomaly detection by proposing a method that combines unsupervised adaptive sampling with an enhanced
Siamese network. A KAFS algorithm is designed to dynamically select representative training sets using
unsupervised clustering. To enable accurate detection with limited input samples, an SMLP is developed to
compute distances between traffic samples. A robust loss function is introduced, incorporating both encoding
loss from the MLP and prediction loss based on the distance between anchor, normal, and malicious samples,
thereby improving training efficiency. Experimental validation using the CICIDS2017 and CICIDS2018 datasets
confirm the method’s effectiveness in detecting attack traffic with few samples. Future work will focus on
further enhancing few-shot intrusion detection techniques to improve detection accuracy in real-world network
environments.

Key words: Network traffic anomaly detection; Class imbalance; Adaptive sampling; Siamese Multi-Layer
Perceptron (SMLP)
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