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Abstract:
Objective

The application of deep neural networks to signal detection has raised concerns regarding their

vulnerability to adversarial example attacks. In black-box attack scenarios, where internal model information is
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inaccessible, this paper proposes a black-box query adversarial attack method based on sparse subspace
sampling. The method offers an approach to evaluate the robustness of signal detection networks under black-
box conditions, providing theoretical support and practical guidance for improving the reliability and
robustness of these networks.

Methods This study combines the characteristics of signal detection networks with the attack objective of
reducing the recall rate of signal targets. The disappearance ratio of detected signal targets is used as the
constraint for determining attack success, forming an adversarial attack model for signal detection networks.
Based on the HopSkipJumpAttack (HSJA) algorithm, a black-box query adversarial attack method for signal
detection networks is designed, which generates adversarial examples by approaching the model’s decision
boundary. To further improve query efficiency, a sparse subspace query adversarial attack method is proposed.
This approach constructs sparse subspace sampling based on the characteristics of signal adversarial
perturbations. Specifically, during the generation of adversarial examples, signal components with large
amplitudes are selected in proportion, and only these components are perturbed.

Results and Discussions Experimental results show that under a decision boundary condition with a signal
target disappearance ratio of 0.3, the proposed sparse subspace sampling black-box adversarial attack method
reduces the mean Average Precision (mAP) by 43.6% and the recall rate by 41.2%. Under the same number of
queries, all performance metrics for the sparse subspace sampling method exceed those of the full-space
sampling approach, demonstrating improved attack effectiveness, with the success rate increasing by 2.5%
(Table 2). In terms of signal perturbation intensity, the proposed method effectively reduces perturbation
intensity through iterative optimization under both sampling spaces. At the beginning of the iterations, the
perturbation energies for the two spaces are similar. As the number of query rounds increases, the perturbation
energy required for sparse subspace sampling becomes slightly lower than that of full-space sampling, and the
difference continues to widen. The average adversarial perturbation energy ratio for full-space sampling is
5.18%, whereas sparse subspace sampling achieves 5.00%, reflecting a 3.47% reduction relative to full-space
sampling (Fig. 4). For waveform perturbations, both sampling strategies proposed in this study can generate
effective adversarial examples while preserving the primary waveform characteristics of the original signal.
Specifically, the full-space query method applies perturbations to every sampling point, whereas the sparse
subspace query method selectively perturbs only the large-amplitude signal components, leaving other
components unchanged (Fig. 5). This selective approach provides the sparse subspace method with a notable 10-
norm control property for adversarial perturbations, minimizing the number of perturbed components without
compromising attack performance. In contrast, the full-space sampling method focuses on optimizing the 12-
norm of perturbations, without achieving this selective control.

Conclusions This study proposes a black-box query adversarial attack method for signal detection networks
based on sparse subspace sampling. The disappearance ratio of detected signal targets is used as the success
criterion for attacks, and an adversarial example generation model for signal detection networks is established.
Drawing on the HSJA algorithm, a decision-boundary-based black-box query attack method is designed to
generate adversarial signal examples. To further enhance query efficiency, a sparse subspace sampling strategy
is constructed based on the characteristics of signal adversarial perturbations. Experimental results show that
under a decision boundary with a target disappearance ratio of 0.3, the proposed sparse subspace sampling
black-box attack method reduces the mAP of the signal detection network by 43.6% and the recall rate by
41.2%. Compared with full-space sampling, sparse subspace sampling increases the attack success rate by 2.5%
and reduces the average perturbation energy ratio by 3.47%. The sparse subspace method significantly degrades
signal detection network performance while achieving superior attack efficiency and lower perturbation intensity
relative to full-space sampling. Furthermore, the full-space query method introduces perturbations at all
sampling points, whereas the sparse subspace method selectively perturbs only the high-amplitude signal
components, leaving other components unchanged. This approach enforces lj-norm sparsity constraints,
minimizing the number of perturbed components without compromising attack effectiveness. The proposed
method provides a practical solution for evaluating the robustness of signal detection networks under black-box
conditions and offers theoretical support for improving the reliability of these networks against adversarial
threats.

Key words: Signal detection network; Signal adversarial examples; Black-box query attack; Sparse subspace

sampling



	1 引言
	2 基于稀疏子空间采样的信号检测网络黑盒查询对抗攻击方法
	2.1 信号检测网络对抗攻击模型
	2.1.1 信号检测网络结构及检测结果
	2.1.2 信号检测网络对抗攻击模型

	2.2 基于决策边界的信号检测网络黑盒查询对抗攻击方法：
	2.2.1 信号检测网络对抗攻击决策边界及优化问题：
	2.2.2 信号检测网络黑盒查询对抗攻击方法流程：

	2.3 基于稀疏子空间采样的信号检测网络黑盒查询对抗攻击方法

	3 实验结果
	3.1 实验设置
	3.2 对抗样本攻击结果
	3.3 对抗扰动能量比例分布及迭代下降过程
	3.4 信号样本波形图对比

	4 结论
	参考文献

