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Abstract:

Objective Membership Inference Attacks (MIAs) against machine learning models represent a significant
threat to the privacy of training data. The primary goal of MIAs is to determine whether specific data samples
are part of a target model’s training set. MIAs reveal potential privacy vulnerabilities in artificial intelligence
models, making them a critical area of research in Al security. Investigating MIAs not only helps security
researchers assess model vulnerabilities to such attacks but also provides a theoretical foundation for
establishing guidelines for the use of sensitive data and developing strategies to improve model security. In
recent years, Graph Neural Network (GNN) models have become a key focus in MIAs research. However, GNN
models often exhibit under-confidence in their predictions, marked by cautious probability distributions in
model outputs. This issue prevents existing MIAs methods from fully utilizing posterior probability information,
resulting in reduced attack accuracy and higher false negative rates. These challenges significantly limit the
effectiveness and applicability of current attack methods. Therefore, addressing the under-confidence problem in
GNN predictions and developing enhanced MIA approaches to improve attack performance has become both
necessary and urgent.

Methods Given that GNN models are often characterized by under-confidence in their predictions, which
hampers the implementation of MIAs and resulting in high false negative rates, an MIAs method based on
GNN Model Calibration (MIAs-MC) is proposed (Fig. 1). First, a GNN model calibration method based on
causal inference is designed and applied. This approach involves extracting causal graphs using an attention
mechanism, decoupling causal and non-causal graphs, applying a backdoor adjustment strategy, and generating
causal association graphs, which are then used to train the GNN model (Fig. 2). Next, a shadow GNN model is
constructed using shadow causal association graphs that share the same data distribution as the target causal
association graph, enabling the shadow models to mimic the performance of the target GNN model. Finally,
posterior probabilities from the shadow GNN model are used to create an attack dataset, which is employed to
train an attack model. This attack model is then used to infer whether a target node is part of the training data
of the target GNN model, based on the posterior probabilities generated by the target GNN model.

Results and Discussions To assess the feasibility and effectiveness of the proposed attack method, two attack
modes are implemented in the experiment, and MIAs are conducted under both modes. The experimental
results demonstrate that the proposed method consistently outperforms the baseline attack method across
various metrics. In Attack Mode 1, the proposed method is evaluated on the Cora, CiteSeer, PubMed, and
Flickr datasets, with comparative results presented against the baseline method (Table 2 and Table 3).
Compared to the baseline attack method, the proposed method achieves improvements in attack accuracy and
attack precision for GCN, GAT, GraphSAGE, and SGC models, ranging from 3.4% to 35.0% and 1.2% to
34.6%, respectively. Furthermore, the results indicate that after GNN model calibration, the shadow model
more effectively mimics the prediction behavior of the target model, contributing to an increased success rate of
MIAs on the target model (Table 4 and Table 5). Notably, the GAT model exhibits high robustness against
MIAs, both for the proposed and baseline methods. In Attack Mode 2, the attack performance of the proposed
method is compared with the baseline method across the same datasets (Cora, CiteSeer, PubMed, and Flickr)
(Fig. 4, Fig. 5, and Fig. 6). The proposed method improves attack accuracy by 0.4% to 32.1%, attack precision
by 0.3% to 31.8%, and reduces the average attack false negative rate by 31.2%, compared to the baseline
methods. Overall, the results from both attack modes indicate that calibrating the GNN model and training the
attack model with the calibrated GNN posterior probabilities significantly enhances the performance of MIAs.
However, the attack performance varies across different datasets and model architectures. Analysis of the
experimental results reveals that the effectiveness of the proposed method is influenced by the structural
characteristics of the graph datasets and the specific configurations of the GNN architectures.

Conclusions The proposed MIAs method, based on GNN model calibration, constructs a causal association
graph using a calibration technique rooted in causal inference. This causal association graph is subsequently
used to build shadow GNN models and attack models, facilitating MIAs on target GNN models. The results
verify that GNN model calibration enhances the effectiveness of MIAs.

Key words: Graph Neural Network (GNN); Membership Inference Attacks (MIAs); Model calibration; Causal

inference; Privacy risk
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