5 4675 55 9 W BT 5 fF B % ik Vol. 46No. 9
202449 H Journal of Electronics & Information Technology Sept. 2024

BT3B 7 52 2 R B AV A2 E R AT UERA R £ ZFEXMIAIEHTY

2eaY  F owY  BEEY aAE®
Dk kit bl T%% K 4100150)
Ottt 5 EBWRMHEELTHRE KV 410015)

8 E. FBM(IoVs) ZH TR MAE MR GG R, FR X5 BRI EA MG E P kT 550, BTl
HERI SR I B R 2 — B IE P GE IR B N R 2 4. o, AE R MRS A i 7k, ERET
ZEIGK I 1 5 U5 52 BRI IR USRS R A5, AR VUE T B — e MOV FERUE IR W SE B ARTTT, IR 7 R 5 1832 )
B PRE AL, RIR AT B S AE S AT AR . 1SR — R T A R T 5 R (P UF) 1 4=
H W Rl B e ANE T 560 BT T R P B R I P B AS ] o o R BT D 2R 6 0 S A (R B AT R IE, R
AR SR B AL RS s . R R S IR AER, FEL AT BN (TA) VAIE #4576 (RSU) | 58 A
EESE, KR T TARTEEE J1, FEK bk S (CRPs) (1 5307 5 FH 2R 4% (ki S8 v, R4 S AN e
RECR P [T )t RETE S5 i B B B B ZE A S 0 o 7SR BRI s RIS Bt v, @i 5 e 7 AT e, R
7 RN A R

KIR: ZEHAMY: AIEVRG BRRAORA s MIEEAR BRI AL FEER S PIE

FESHES: TNI15.08; TN9IS.4 HEAARIRED: A NEHS: 1009-5896(2024)09-3788-09
DOIL: 10.11999/JEIT240141

A Lightweight and Provably Secure Authentication Protocol for
Internet of Vehicles Using Physical Unclonable Function

XIA Zhuoqun®  SU Chao® XU Zisang®  LONG Kejun®
@(School of Computer and Communication Engineering, Changsha University of Science and Technology
Changsha, Changsha 410015, China)
Hunan Key Laboratory of Smart Roadway and Cooperative Vehicle-Infrastructure Systems,

Changsha 410014, China)

2

Abstract: The Internet of Vehicles (IoVs) is widely used to obtain information about vehicles and road
conditions, which is transmitted in public channels. Hence, the most important requirement is the data
security. Because of characters of IoVs, we need to make it keep in a strict delay. Authentication is a common
method to solve it. Due to limited resources and delay sensitivity of IoVs, vehicles must complete
authentication within appropriate resources cost and delay. However, existing schemes are prone to physical,
forgery and collusion attacks, and moreover, they are computationally heavy. Therefore, a lightweight security
identity authentication scheme for vehicle-road collaboration is proposed in this paper, which utilizes
lightweight Physical Unclonable Function (PUF) as the trust root of entities to resist physical and collusion
attacks; Besides, most of computations are offloaded to Road Side Units (RSUs) certified by Trusted Authority
(TA) through the vehicle-road-cloud collaboration architecture; In addition, vehicular pseudonym construction
and update include Challenge-Response Pairs (CRPs), which are utilized to protect identity and trajectory
privacy and expose malicious vehicular identities in identity tracking phase. Furthermore, there are formal and
informal security analyses to prove our scheme is secure. Finally, the simulation experiment shows our scheme

is more secure and efficient than other schemes in real scenarios.
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