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Abstract: The navigation signal authentication service is in the initial stage. The coverage multiple numbers of
the authentication signal to ground can not meet the requirement of independent positioning and timing. The
existing research has paid little attention to the deception detection method based on partially trusted signals
at this stage. Aiming at the status quo, according to the principle of spoofing attack, a spoofing detection
method is proposed based on the pseudo-distance residual of the authentication signal, and the spoofing
detection model is established in this scenario, and the factors that affect the detection performance of the
proposed method are analyzed. After simulation, the average deception detection probability of the algorithm
can reach 0.96 when the positioning deviation is 100 m, the positioning accuracy is about 10 m, and the number
of trusted satellites is 3. In addition, the blind area of the algorithm is analyzed, and it is proved that the
algorithm is effective for most of the deception positions.
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