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Abstract: In view of the problem of synchronous authentication of wireless target identification in the
application environment of one-to-many notification relationship entity authentication and key agreement, a
double key combination verification theorem is designed. The theorem of interactive dynamic authentication
and working key synchronization uopdate is proposed and proved. Based on the dynamic key matching rule of
trusted identity, a combinatorial verification authentication model of key synchronization update is constructed.
A kind of key synchronous updating combinatorial verification authentication method is proposed. The design
criteria of wireless target identification protocol, such as double key combination verification, moderate message
retransmission, reasonable simulation of analog channel signal-to-noise ratio, are given. It breaks through the
key technology of synchronization authentication in the wireless target identification protocol. The problem of
dynamic authentication of entity identity and synchronous updating of working key in entity authentication
and key agreement is solved. Taking a class of wireless target identification protocols as an example, the
application of this kind of methods is analyzed and illustrated. The formal proof of the protocol is given by a
class of constructive attack methods based on strand space theory, and the actual security of the protocol is
analyzed by conventional attack methods. Compared with other design methods of synchronous authentication
for interactive cryptographic protocols, this method has dynamic authentication. The synchronous
authentication scheme designed by this method has the advantages of high security, less computation and only
one iteration, which can be applied to wireless target identification in large-scale and complex environment.
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