a5t 12
202312 H

BT 5 B R ¥

Journal of Electronics & Information Technology

E T BRI EBEREE 5 7E

P wRE AAR4E
(R FHFIAEETAERFE  FM 450001)

X # T

O 2000 TR R RS R A A R R, BT S AR A SR A B P TR B SRR RS
BRI, %7 R D BB 55— A6 2K (8] 77 22 (NTCV) 75 300 A 719 () v 18] BB R A b i A

Vol. 45No. 12
Dec. 2023

IR E SRR PR IR IR T 0L, i s R P A R Bt e, SCBL 1R ) R v S A
AR o % 3C LA Saber 5% K HLAR AR RIS $2 ) 77 1:4E ChipWhispererf- & _EHEAT T H0HIE, ZREW, %

Wi 773 AT LA 3 Ji 3 B B B 2 S A 2

B, AE Tl PR BA 75900 2% AE 5 R AT 58 B ABE AR FA A

i, L 32k B BN e BB T B RS . AEARIGINE ML (SNR) 56 4F T, TH BIRE %L $166.7%, AL

GEERRLAAT, HERE NI RIE$98.43%

REEIR: MRS BERIMER, BRI EOCIEMARE; Saberfik

hE4SES: TNIIS; TP309
DOL: 10.11999/JEIT221164

SCRRFRIRAD: A

XEHRS: 1009-5896(2023)12-4530-09

A Lattice Cipher Template Attack Method Based on
Recurrent Cryptography

YAN Yingjian CHANG Yajing ZHU Chunsheng LIU Yanjiang
(PLA Information Engineering University, Zhengzhou 450001, China)

Abstract: The energy leakage in the decapsulation process of lattice-based cryptography is analyzed and a
message recovery method targeting the message decoding with profiling and ciphertexts rotation is proposed in
this paper. The templates are constructed using Hamming weight model as well as Normalized Inter-Class
Variance (NICV) for the intermediate state of decoded bytes. The special ciphertexts are built by rotating the
original ciphertexts. Combining the energy leakage generated during the calculations, the secret messages and
shared keys are recovered. Experiments and tests are carried out with Saber and its variants on the
ChipWhisperer-STM32F303 board and the results indicate that the proposed method can successfully recover
the secret message and shared key of the encapsulation stage. It only needs 900 energy traces to complete the
construction for templates and a total of 32 power traces in recovering the secret message. The success rate of
message recovery reaches 66.7% under the condition of no increasing the Signal-to-Noise Ratio (SNR), and
98.43% under the condition of sufficient SNR.
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E %3 Saber POLmsg2BS

(1) void POLmsg2BS(uint8_t bytesSABER_KEYBYTES],
const poly *data) {

(2) size_t t, 4, j;

3) for (= 0; j < SABER_KEYBYTES; j++) {

4) bytes[j] = 0;

(5) for (i =0; i < 8 i++) {

(6) t = (data->coeffs[j x 8 + i & 0x01);

(7) bytes[j] |= t << i
(8) }

@}

(10) }

( flsxi+i M
1) Mol A1 /8= [ 12) ()
(2) sl 12, 13, #3 // 12 =3x8 (8xy)
() 1 [, 49 7753 = lfp - 8) (AR )
(4) add  13,12,13 // 13 =12 + 13 (8Xj+1)

/* data->coeffs[8xj + i */
(5) sl r3, 13, #1
(6) ldr 2, [fp, #-28]
(7) add  r3,1r2,r3
(8) ldrh 13, [r3]

/* t = data->coeffs[8xj + 7] & 0x01 */
(9) and r2, 13, #1 // r2 =13 & 0x01
/¥ bytes]]] |=t << i */
) ldr 13, [fp, #-8]
) Isl r2, 12, r3

0 // 3 = [fp - 8] (IN#K i)
1

2) ldrsb 13, [fp, #12]

3

/] 2 =12 <<13
// v3 = [fp - 12] (hn#k 5)

) orr 3, 12, 13 // 13 =13|12
/* AEfiE */
\_(14) strb 13, [fp, #-24] )
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PLEB 1AM B 3 m [0 B 22 ], Il
Welch t4 56 S B EAG I o B oo M a Wi 2 25 55
INBENLEE LI CHECT MCT,, HAhCT 1
MHEFTm[0] = 0, HRHEFETm]i]MHLE
#, CTHEIMNHEFZTM0] =1, HRBELEF
Fm[i|FEHLIERE, (€[1,31]. XHE T E MG
H, XV €[0,7], CTEBAmM[0, 5]=0, MCT N
Wi 2m[0, j]l=1. IXAH1F7E8AN H [a] {8 56 B K1 B
W, GRZE L bitZEn, XA 22 0] A& R
it &5 R ) B A R A

(1) REREEMLZ . £ XCTMCT,, &K%
TWHIFRRREIZ, DANERRAT T, F4
T=TyUT::

(2) feR ML — . BB HRNEEREX
th2t; B & 1 E 7 RN R s, B
th=t;—t;, Kt €T; i€1,1-1], j€{0,1};

(3) M A MR . R ()T EW

HIMELEFTVLAME, X TVLAZE KT B
Thy B, RERIEZAHANELFHEZER

(4) R e & . ARETHE B TVLAE R
m [O] (9 508 47 G I T LA X 433 2 it 2 F B )
H, W, Hiji€(0,7].

4.1.2 HEIRIDE

FET 5374 Single Bit_ Updateiitt #5113 1)
0T, ASCRANH EERA, DHW(mi, j]) 85
FARUERI RN, IR i, 5] A =Rk
Hm [ MME . BT m[i] 75 &I Gh W1 46 4k M0,
BRI Tm [ (5 1A P B m [4,0 T HW (mi, 0]) =
mi]o, FMIm[e] B H A AFm 4] ;77 BLH 2 (3)
(RO R HE T Hi K

, 0, HW(mli, j]) = HW(ml[i, j—1])

hb:{LHWWWJDZHWWWJFH+U($
M = OB, mldi, j)AATRENO0EL, KHIEHW
(mli, OB RAPIA AT REME (08K1) . TAEZ )55
UGB, HW (mli, j]) BT BEME 0 H RIS AR E
hnt, fEsjE—UaEd (5 = 7), HW(mli, j)H
ONFTREME, BEVHW (mli, 5]) €[0,8]. HILIERERIE
R, HW(ml[i, j))A (5 + 2) T EeE

DLHW (m[0, 1) 9 i B RS AR AL g i 7, o
JE0,7), BAADEIT:

(1) EFEm[0]3H L HW (m[0, j]) = k%
CT( ;) HAT MBI REHAE, HPEE(0,+1]. XL
SCAEREm[0) /M R AT BN LE RS, R RE
BEHZRTNTE ) s

(2) FIFINICVIX AR FHW (m[0, j]), Jik
PR . R QAT THHENICY, R
8] & VW NIC VAR K T B Y RONME SR KUP g )5

(3) M4 Py, MR R IR TS, WEHTE
(P2 EAL el 5 T IME IR — A2 2K 10
BT, AL AE 28 IR AR 227 A (5 + 2)/MEEAR
4.2 1R CEC B

T 5 R B SCAE B R T R O R E B S et
Kot/ IR B R Re s it 42, JF I IX L B & i 45
55 TRUAL R B SE AR AT VLI o 3K 8RS
BARR TR, Epeikimnt s 2w, =
RIBSE & EFATRERIE, SReE i i)
& T T RetE.

4.2.1 BXETFE

KZ KB 5 & 7% L 2 & TLWEN
RO AR PR R ) . IR ound 559 B AR R 7
fEH 2 MR, =2,/(x" —1) Lis8H K, Hf
(ant! — )R A2, BT — KA
=, 20k c R, 5% L2 R g, () = 2P HHTEH
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/i ayli] = Rotr(a, p)[i], Rnall i RENEH
eFEp ML E, HARotr(-) e XanX(4) fis
. an—p+1i,0<7<p
Rotr(a, p)li] = {a{z —y, | p<i<n1 W
MKyber, Saber% &% /& 75 & 3 2 0 A PR
R, =1Z,/(z" + 1) LisH1), Hrh(a" + 1) &AL
Z i, Hittee R, Hg, (z) = 2P IR Na,[i] =
Anti_Rotr(a, p)[i], FnalZFiN RELCLRIEHRH
e p M E, HeAnti Rotr()E LN
—aln—p+i], 0<i < p
ali — p), p<i<n-1
(5)
it 4 #rSaber [JPOLmsg2BS i £ (WL 5H14:3)
ATLAR I, R TH Bm A 5ME W B 2 B R
ali| G K. ZIR a2 B % AT H siz
Ay, el 2 B m e M2 WA, K
BT R . T Saber 52 /2& A2 IR T ok, Rtk
BT B2 $ A 5 v Ji it (6] B A L SR ST . Xy,
(RS AR ] BAR R R A
mo =F(a[0]) = F(v[0] + hy — 2777 - ¢, [0])
=F®'[0] - s + ho — 2777 - ¢, [0]) (6)
Hrh, F()RREESLIE R P RS E . Btk
A A& % 3 ¢; = (emy, b)) s HH e = Anti Rotr
(Cm,i), bl = Anti_Rotr(b',i). HIHAT PATHE I
SRAGIRFE 2 S5 Im) N
mg =F(a; [0]) = F(v; [0] + ho — 27777 - ¢, [0])
=F(b;[0] - s+ hy — 2777 . ¢,,,; [0])
=F(=b'[k] - s+ hy +2°77°T - ¢, [E])
=F(—v[k] + hy + 277757 - ¢ [K]) = F(a [k]) =my
(7)
H, k= (n—1) mod n. hye—HEHZ A,
T sEMizEEN, BRisFE SRy, M
T PR UESE IS 505 1 R EUS 0y IR 88, DRI AR 5 S
g e, R R A R AT 5 B SO RIS AL
4.2.2 RIRITE
EH T S R 5 Y JEL PR B B T BB A
B, DRI AR AR DT BC B B AN 75 2248 5 Tl b 2
B BOAH R ARV o 45-64.2. 1775 I 55 SCOE R
R 3 3 3T, FER 4. 175 o g A ASEAROS b ¥ U ik
TR, HARERET
(1) X T5E€[0,7], X4 E % Lt B AT AR B 2%,
FEREENT ML RE R Hh Zetr, AR PR A E i A% 56 B xS
trff) 4k, FFRRIE P 5 @AL R i 2t ;
(2) ﬁ‘ﬁtr}'—ﬁ%ﬁj\%@ﬂfm‘%mrt(o ])Z.IEU§1EE‘J¥
J7F1(Sum Of Squared Difference, SOSD), i NI*

Anti_Rotr(a, p)[i]= {

k= (trj'— OJ)) (tr; rthy; ) (8)

R4 8 RN HIBTHW (m 0, 5]), Mok
[, ot L 43 KRN HW (m[0, 5]) = &, FFARYE
KB HEF Him;

(3) I JH 25 SCAG R X 28 58 1A R0 et it
ATH K, 13 BIAN R A 5 ety (1€ [1,31)) 0
HEDBR)AELIR?2), F2HW(m]i, j]) T H
mli].

AR R A B i e R R N B4
FiR, i Recover (-) R 20 (3) 40 3 2 LR 1
fH. EREMZHEE, BIn@EdSaber KEM3
PRI E SR

5 %hhﬁEﬁﬁ

5.1 SLIEFEAE

LI TS AIEPC, LeCroyas ik 22 AR 1% %
ChipWhisperer . R &, HAH. —HEd T
ARM Cortex-M4%#% 6 &5 KISTM32F 3 H Arii

HE4 S Saber BIERHBIRE /5K

AL FR Y B

(1) for jfrom 0 by 1 to 7 do

(2) for kfrom 0 by 1 to j+1 do

Tf; ;) = SaberKEM.Dec(CT(; )

end for

©1To,1))

P(o,j) = NICV(W;, T(g, o,

for k from 0 by 1 to j+1 do

®3)

(4)

(5) W, = TVLA(T?
(©) LT3
(7)

® Tl =T (Poa)

9) Tk = average(Tﬁ;’j))

(10)  end for

(11) end for

EOTUNIEY

(12) for 4 from 0 by 1 to -1 do

(13
(14
(1

ct; = HIEE L (ct, 1)
tr; =Saber KEM.Dec(ct;)

(52}

16
17

tr(; 5y = tri(Po,5)

)

)

) for jfrom 0 by 1 to 7 do

)

) for k from 0 by 1 to j+1 do

Nt

(
(
(18 F@” = SOSD(tr’(i’j),rég)
(19) end for

(20) HW(ml[i, j]) = min(I ;)

(21) mli]; = Recover(HW(ml[i, 1), HW (m[i, j] — 1))
(2

2) end for
(23) end for
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CW308 UFO#:# . ChipWhisperer-Lite X84,
WEBATR. PCRIEFBEIA% L, ChipWhisperer-
Lited il HArtR 5 PCZ B @[5, [F 7~ 385 %
£ HARBUB AT R FE A = A O TR il 2R - ARAT . S0
K H ) A pgmd ) FR 45 Cortex-MAGKEE H1] 2% 3E4T 48
G, FHARM T H B BT 1%, JikH
g AL -03, TONTEARAL G5 T,
G 138 I 11 500k d M 38 ok S T8 T B AT B
STM32F3 H ARt LL7.39 MHzIZ 4T, REEREE N
44.34 MHz/s, FFTE Hbr$AE Rl a8 nfd & 5 5k
H R IhFE 26 .

5.2 jitt5E s A

strbfg & it A X B RMENE R,
DRl b 98 SR B (R 28 125 2 ) 5 N A7 il BT o
SRR N ) g B AR AE . 42 Saber KEMfi# ) 24
BRI Re e, b AR QDB H bR R 2L
POLmsg2BS, HBK & 1aE =z W K5 FR .

F HR A1 7T A e A I 2P R X Saber KEM
1T SR, S TVLASE R & 6 o ih 28
Fiom. W LAE B8 H I TVLA #2845 84N B 2 1)
RUE, AR B3R 5 HT ] KN IX 8 AN SR S Fm [0 1) 77
fitr= A, 7E BRI A L TR ) % b TR S T A A R

TERAR B (b) Wi 12 ]
Kl 3 eI B A K

140
105
70
= 35
g o
¢ 35
E((
-105
-140
-175 P )
0 1900 3800 5700 7 600
I (ps)
® BS2POLq; @ NTT_forward _32;
® BS2POLp; @ NTT forward 32;

® NTT _mul_32; ® 7?21(@“@):
@ =2(D~O); NTT inv_32;
© BS2POLT; Rounding;

@ POLmsg2BS

[ 4 Saber KEMf# 3 2% i 72 58 7 R &L 105

B& HW,, HHje(0,7]. FEXCT, (m[0] = 0)
FICT, (m[0] = 2)IX P 2H % SCAEHAT 7 AH IR A it 5
R, kg BanEe s i Lk s . AT LUE BX
P TVLAG RA T BRI, 564
AR EEE D W R g, X A& T CT FCT X 4
AR RS I AR P A TEM[0, 0] = 0X ANl
2, DRIGLE B8 1AM G0 o JE AN Be K 380 P 4 %5 S g is
IR R
5.3 IR SR

TEU R ORI M 3 5, ARSCIERE T
9N R T IR NCT, 205l £RHW (m]0, j])=k,
Hrhj€(0,7], kE1[0,8] o [F] A 1 2 54 XF M. 1K 0
EHEm G Emy = 0Mm, = 2m;, +1 (k€
[1,8]), FEXFp 75 T AT LAR D 1) 6 12325 56 BUAS
PR g . TR B SCEE 7 R AR T 1005k Re it
F£900%% At =328 B AT 58 5 K & m [0] T 75 AR 10 440
. R4 2T R HW (m[0, §)) B TR, 7
HNHW (m|0, j]) & 7R ENICVIE 73 A El, AT L
B EITHREAT B S RIES M ATAEW, . EFENICV
B T0.20) s/ E il R A, FEARYEA. 127 R R ATEAR
P45 P FH B SO PR MG % 30, FEAR R 4.2. 277
ITRR LD, 73244 R .
54 LILER

TEREE T Bt , {51 L (Signal-to-Noise
Ratio, SNR)&Z M Ui il D R M B E N 2, &
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