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Abstract: With the widely spread of virtualization technology, the security problems of virtual layer have attracted
the close attention of domestic and foreign researchers at the same time. Existing virtual machine monitor (or
Hypervisor) integrity protection methods mainly focus on code and control data integrity protection, and can not
resist the non-control data attacks; using periodic monitoring can not provide real-time non-control data integrity
protection. According to the deficiencies of the existing methods, Hypervisor non-control data integrity protection
model UCONy,; is proposed based on Usage CONtral (UCON). The model simplifies the UCON model according to
the needs of the non-control data integrity protection, inheriting the continuity and mutability of UCON model to
realize real-time access control of non-control data. The attacker and the attacked object are analyzed to determine
the subjects and objects and reduce the security policies according to the attacking samples, and UCON; security
policies are described based on ECA, which can effectively decide the legality of non-control data access. A
prototype system Xen-UCONy; is designed and implemented based on Xen system, and the effectiveness and
performance overhead of Xen-UCON,; are evaluated by comprehensive experiments. The results show that
Xen-UCONy,; can effectively prevent attacks against Hypervisor with less than 10% performance overhead.
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Attack pd SeE N N X N
Attack_sd VR N v x v
Attack spd LA SR v v x v
Attack ved VMCS W& #ds X v X v
Attack _upd U I 5 ) SR M B3 x v X M
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4.2 TEREMIRK

AT AU UCON,, XF RSP RE S,
SEG P e LMBench 3.0-a9 12 H 43 76k &
A UCON,, ff§ Xen Fifi& UCON,, [f Xen-UCON,,
HEATIAR o WA 2 A 38 /2 10 IR S S50 (1) 2138
i, 10 MR FE P ARIST I RFET, WA —
B, Mg R 4, B 5 s,

ME 4 FTLEH, H1T Xen-UCON,,; A4 null
call fil null I/O #EAERAT IS, HELhALBEZR A2,
WA HY RAT AR FF4Y 5 110 open /close A 1/O #4EFR 4,
Xen-UCON,; I FF0FE T 1/0 #4E, fgkixLed
VER =R E SR sR,  WOX Lo p A 75 2 I [H]
T8 K AR, Xen-UCON,, 1F fork proc, exec
proc Fl sh proc 3 TR FE bR T A HEfET N T H e dq
bR, IXAERAIX 3 WiEbs Ao R v 75 T
PATICAEH) hash {H .

ME 5 1 %1, Xen-UCONy %t F 0k file
create/delete Fl 10k file create/delete #AE A ik
AT H TS, X T Xen-UCON,,; A% A4

10000

» Xen Xen-UCON;

1000

%

= 100

T

=

= 1

0.01 n l l
= 55 8% =T 8 8 %
El S5 % e % g o=
2 = g @ % @ 3 %z &
3

4 LMBench HERENER

Kl 6 25 H T LA Xen AJEZE Xen-UCON,; [ H
TR HAENEAZ A, WEBR E, i UCON, %4
Xen KT —EMRTTRY KTl R 48 MRS
Xen-UCON; 7 5I5INT 1L.75%F 2.42% 1P BE
B, (X PRRE Y TS BN, AR
BEARXT R /N e SO DU 1/0 BAERUENY, Hfy
TREMESEE, BT Xen-UCON,; X5 H4FE it
AT T WP RIALEE, P LASCA 4 DUHT SR 1R T A A O 4
Ko WEIEE BN, gk fh S8 gk
i N IR P IBEE I, T Xen-UCON,; 5l N T ¥R
HRATUE, TG I0E (0 RE P vl il e 2 V5,
PN 27 i N R 3 ThE i PR R ER TN i b
BN Tinux 3 s8I 2 A L LB HLIN AR e BT
TR, A 6 A% Xen-UCON,,; T 5 EE R
W Xen 412 5%. Bk, MEL B o] 41,

RN B BEATATAT A WS P R AL B prot fault 7
PR S A7 R T8, UCON,, Mgzt
1, IR S Bz B AR AL IR IR 25 A E RN 45
page fault $if [ & Bk 00 ¢ o 7 R HF 4, T
Xen-UCON,; W& T CHEER e st i e itk, 4
A AR R, AR, VMM 4b
Mz, W2 JEFIREINZ, Pl page fault
P B RO, HOKT prot fault 14 .
HHE—L VRl UCON, itkgE, FRATRAT 5
Tl FH N R P >R AL RE TS, 43R 3 e

%3 HENREZRAERF

i H JgA Ly
fift e 4 bzip2 1.0.6 tar zxf linux-3.2.43.tar.bz2
FE45 gzip 1.4 tar zcf linux-3.2.43
S DL ep 8.13 cp 1 linux-3.2.43 otherwhere
A% 2 1% 3.2.43 make allnoconfig && make
linux Ji 3l Ubuntu 12.04 Linux boot

= Xen Xen-UCONy;
- 16

INF )45 (s)
=T RSO
—‘
_

ile delete -—
page fault _

10k file delete
prot fault F

0k file delete
10k file create

0k file create

5 LMBench 3CfF & VM R

Xen-UCON,; X RGEGIAKIFHAE 10% AN, X2
—/NATDAZ (MY . 55 Hyperverify ] 4%AH L,
UK TR 5% /4 1538, H2 Xen-UCON,,
SEUL TSN R R B e R, R T
Hyperverify £71F 1] 2[5 & i) @ .

9

i ~

file copy

kernel boot

IBAT I ITAE (%)
- w o
decompression -
compression -
kernel build .
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TR BEE R, IR R AN ST 10% .

& % x o

[1] Garfinkel T and Rosenblum M. A virtual machine
introspection based architecture for intrusion detection[C].
Proceedings of the 10th Network and Distributed System
Symposium, San Diego, USA, 2003: 191-206.

[2] Lanzi A, Sharif M I, and Lee W. K-Tracer: a system for
extracting kernel malware behavior[C]. Proceedings of the
16th Network and Distributed System Security Symposium,
San Diego, USA, 2009: 191-203.

[3] Baliga A, Ganapathy V, and Iftode L. Detecting kernel-level
rootkits using data structure invariants[J]. IEEE
Transactions on Dependable and Secure Computing, 2011,
8(5): 670-684.

(4] ZE RRTE, WM, AR R T VMM FERE RGN 4
KIFRTMEA[I]. AR, 2013, 24(2): 405-420.

Li Bo, Wo Tian-yu, Hu Chun-ming, et al.. Hidden OS objects
correlated detection technology based on VMM[J]. Journal of
Software, 2013, 24(2): 405-420.

[6]  Criswell J, Dautenhahn N, and Adve V. KCoFI: complete
control-flow integrity for commodity operating system
kernels[C]. Proceedings of the 35th IEEE Symposium on
Security and Privacy, Oakland, 2014: 14-29.

(6] JBeH, ER BREAA, Al i) S5 e A4t R A BRI 4 e

BUHI[I]. 515 B2, 2014, 36(1): 15-21.
Yin Bo, Wang Ying, Qiu Xue-song, et al. A resource
provisioning mechanism for service providers in cloud[J].
Journal of Electronics & Information Technology, 2014, 36(1):
15-21.

[7]  Barham P, Dragovic B, Fraser K, et al.. Xen and the art of
virtualization[C]. Proceedings of the 19th ACM Symposium

on Operating Systems Principles, New York, USA, 2003:

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

164-177.

Wojtczuk R. Subverting the xen hypervisor[R]. Black Hat,
USA, 2008.

Rutkowska J and Tereshkin
hypervisor[R]. Black Hat, USA, 2008.

A. Bluepilling the xen

Zovi D D. Hardware virtualization rootkits[R]. Black Hat
Briefings, USA, 2006.

National vulnerability database[OL]. http://nvd.nist.gov/.
2014-09-20.

Klein G, Elphinstone K, Heiser G, et al. SelL4: formal
verification of an OS kernel[C]. Proceedings of the ACM
SIGOPS 22nd Symposium on Operating Systems Principles,
New York, USA, 2009: 207-220.

Barthe G, Betarte G, Campo J D, et al.. Formally verifying
isolation and availability in an idealized model of
virtualization[C]. Proceedings of the 17th International
Symposium on Formal Methods, Limerick, Ireland, 2011:
231-245.

Baumann C, Bormer T, Blasum H, et al. Proving memory
separation in a microkernel by code level verification|[C].
Proceedings of the 14th IEEE International Symposium on/
Object/Component/Service-OrientedReal-Time Distributed
Computing Workshops, Reno, NV, USA, 2011: 25-32.
Shinagawa T, Eiraku H, Tanimoto K, et al.. Bitvisor: a thin
hypervisor for enforcing I/O device security[C]. Proceedings
of the 2009 ACM SIGPLAN/SIGOPS International
Conference on Virtual Execution Environments, New York,
USA, 2009: 121-130.

Steinberg U and Kauer B. NOVA: a microhypervisor-based
secure virtualization architecture[C]. Proceedings of the 5th
European Conference on Computer Systems, New York, USA,
2010: 209-222.

Nguyen A, Raj H, Rayanchu S, et al. Delusional boot:
securing hypervisors without massive re-engineering[C].
Proceedings of the 7th ACM European Conference on
Computer Systems, New York, USA, 2012: 141-154.

Wang Z and Jiang X. HyperSafe: a lightweight approach to
provide lifetime hypervisor control-flow integrity|[C].
Proceedings of the 31st IEEE Symposium on Security and
Privacy, Oakland, USA, 2010: 380-395.

Azab A M, Ning P, Wang Z, et al.. HyperSentry: enabling
stealthy in-context measurement of hypervisor integrity[C].
Proceedings of the 17th ACM Conference on Computer and
Communications Security, Chicago, USA, 2010: 38-49.
Wang J, Stavrou A, and Ghosh A. HyperCheck: a

hardware-assisted integrity monitor[J]. IEEE Transactions on



2516

B 5 AR ¥ M

537 %%

(21]

(22]

23]

24]

[25]

[26]

Dependable and Secure Computing, 2014, 11(4): 332-344.
Ding B, He Y, Wu Y, et al. HyperVerify: a vm-assisted
architecture for monitoring hypervisor non-control data[C].
Proceedings of the IEEE 7th International Conference on
Software Security and Reliability-Companion, Gaithersburg,
MD, USA, 2013: 26-34.

Liu Z, Lee J H, Zeng J, et al.. CPU transparent protection of
OS kernel and hypervisor integrity with programmable
DRAM][C]. Proceedings of the 40th Annual International

Symposium on Computer Architecture, Tel-Aviv, Israel, 2013:

392-403.

Chen S, Xu J, Sezer E C, et al.. Non-control-data attacks are
realistic threats[C]. Proceedings of the 14th Usenix Security
Symposium, Baltimore, MD, USA, 2005: 177-192.

Ding B, He Y, Wu Y, et al.. Systemic threats to hypervisor
non-control data[J]. IET Information Security, 2013, 7(4):
349-354.

AIREHE, A, R, & R iyt Rk
i, 2013, 41(2): 371-381.

). T

Yu Neng-hai, Hao Zhuo, Xu Jia-jia, et al.. Review of cloud
computing security[J]. Acta Electronica Sinica, 2013, 41(2):
371-381.

Park J and Sandhu R. Towards usage control models: beyond
traditional access control[C]. Proceedings of the 7th ACM

27]

(28]

29]

Wil

il
pui

Symposium on Access Control Models and Technologies, New
York, NY, USA, 2002: 57-64.

fRIEAZ, BRiEIG, sk, 4. T XUZMOMMAZITT Y e s
IR (D). B 54 B 2%, 2015, DOI: 10.11999/
JEIT141255.

Xiong Hou-ren, Chen Xing-yuan, Zhang Bin, et al.. Scalable
model based on double-tier role and

access control

organization[J]. Journal of Electronics & Information
Technology, 2015, DOI: 10.11999/JEIT141255.

Alferes J J, Banti F, and Brogi A. An event-condition-action
logic programming language[C]. Proceedings of the 10th
European Conference on JELIA, Liverpool, 2006: 29-42.
Kivity A, Kamay Y, Laor D, et al.. KVM: the linux virtual
of the 2007 Linux

machine monitor[C]. Proceedings

Symposium, Ottawa, Canada, 2007: 225-230.

» 1986 4, A, WHFUT AR R i e S fE T

i

o

» 1967 A, I, WU E B K a b E v

o A, 1969 R, RIEER, WHOOT AT N (5B

2, 1966 FE, RIS, BT O E SR a S ETE
5.



