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Abstract: The essence of network security is confrontation. In view of at the problem that the existing research
lacks to analyze the relationship between network attack and defense behavior and situation evolution from the
perspective of game, a Network Attack And Defense Game architecture Model (NADGM) is proposed, the
theory of infectious disease dynamics is used to define the network attack and defense situation with the
density of network nodes in different security states, and the network node security state transition path is
analyzed; The network blackmail virus attack and defense game is taken as an example, and NetLogo multi-
agent simulation tools is used to carry out comparative experiments of attack and defense situation evolution
trend in different scenarios, and the conclusion of enhancing network defense effectiveness is obtained. The

experimental results verify the effectiveness and feasibility of the model method.
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