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Abstract: With the development of cloud computing, the security and search performance of ciphertext
retrieval has become the focus of research. In the traditional encryption schemes, most of them only solve the
problem of defending against external keyword guessing attacks but ignore the honest and curious cloud server.
In order to improve the security of ciphertext, an inside keyword attack scheme based on inverted index is
proposed. Firstly, the private key of the data owner is added to resist the keyword attack of the malicious cloud
server when the ciphertext inversion index is built. Secondly, an efficient public key ciphertext search scheme of
parallel encryption index structure is introduced to realize the parallel search task of keywords. Compared with

the traditional public key searchable encryption, the proposed scheme enhances greatly the security and search
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efficiency of the search system.
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