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Abstract: For the problem in the existing Multi-Layer Perceptron (MLP) based DDoS detection model
parameter update method that the old model parameter training dataset knowledge is forgettable and the time
and space complexity are enormous, a novel model parameter UpDate method EWC-UD based on Elastic
Weight Consolidation (EWC) is proposed. Firstly, the cluster center points of the old dataset are calculated as
the calculation samples of Fisher information matrix by the K-Means algorithm. The coverage rates of clusters
and sampling uniformity are raised effectively, which significantly reduces the amount of Fisher Information
Matrix calculation and improves the efficiency of the model parameter updates. Secondly, according to the
calculated Fisher information matrix, a secondary penalty item is added to the loss function, limiting the
important weight and bias parameter changes in the neural network. Maintaining the detection performance of
the old DDoS attack dataset, EWC-UD improves the detection accuracy of the new DDoS attack datasets.
Then based on probability theory, the correctness of EWC-UD is proved, and the time complexity is analyzed.
Experiments show that for the constructed test dataset, the detection accuracy of EWC-UD is 37.05% higher
than the MLP-UD that only trains the new DDoS attack dataset, and compared with the time MLP-UD
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training both new and old DDoS attack datasets, the time and memory costs are reduced by 80.65% and 33.18

respectively.

Key words: Distributed Denail of Service (DDoS); Model parameter update; Elastic Weight Consolidation

(EWC) algorithm; Multi-Layer Perceptron (MLP)
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