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Abstract: To solve the problem of the abnormal performance of multiple service function chains caused by the
failure of the underlying physical node under the 5G end-to-end network slicing scenario, a service function
chain fault diagnosis algorithm based on Deep Dynamic Bayesian Network (DDBN) is proposed in this paper.
This algorithm builds a dependency relationship between faults and symptoms based on a multi-layer
propagation model of faults in a network virtualization environment. This algorithm first builds a dependency
graph model of faults and symptoms based on the multi-layer propagation relationship of faults in a network
virtualization environment, and collects symptoms by monitoring performance data of multiple virtual network
functions on physical nodes. Then, considering the diversity of network symptom observation data based on
Software Defined Network (SDN) and Network Function Virtualization (NFV) architecture and the spatial
correlation between physical nodes and virtual network functions, a deep belief network is introduced to extract
the characteristics of the observation data, and the adaptive learning rate algorithm with momentum is used to
fine-tune the model to accelerate the convergence speed. Finally, dynamic Bayesian network is introduced to
diagnose the root cause of faults in real time by using the temporal correlation between faults. The simulation results
show that the algorithm can effectively diagnose the root cause of faults and has good diagnostic accuracy.
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