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Abstract: Wireless Sensor Network (WSN) has the characteristics of scale-free network, usually works in an
unattended open environment, and is vulnerable to a variety of deliberate attacks. The attack causes the
network to break down, and even causes the whole network to be paralyzed. In this paper, the scale-free
network in complex network is taken as the research object, and a scale-free wireless sensor network model is
constructed. Using the advantages of Fireworks algorithm and Particle Swarm Optimization (PSO) algorithm,
such as search ability and population diversity, the FW-PSO (FireWorks and Particle Swarm Optimization)
algorithm is proposed, which has good performance in global search ability and convergence speed. For the
scale-free network model, FW-PSO algorithm is used to optimize the network topology. Under different attack
strategies, the performance of the network before and after the optimization is analyzed from dynamic and
static invulnerability respectively. Simulation results show that, compared with other similar algorithms, the
dynamic and static invulnerability of wireless sensor network optimized by the proposed algorithm has obvious

advantages.
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