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Abstract: As the key object in the process of template analysis, power traces have the characteristics of high
dimension, less effective dimension and unaligned. Before effective preprocessing, template attack is difficult to
work. Based on the characteristics of energy data, a global alignment method based on manifold learning is
proposed to preserve the changing characteristics of power traces, and then the dimensionality of data is
reduced by linear projection. The method is validated in Panda 2018 challengel standard datasets respectively.
The experimental results show that the feature extraction effect of this method is superior over that of
traditional PCA and LDA methods. Finally, the method of template analysis is used to recover the key, and

the recovery success rates can reach 80% with only two traces.
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67 11.55 12.43 23.58 14.47 15.33 15.07 4.98 17.73 9.50

131 14.04 10.97 56.33 14.96 17.68 15.10 17.73 37.04 20.31

224 9.86 10.21 19.22 12.70 11.98 10.67 9.50 20.31 3.91

# 4 PANDA 2018 Challengel 5{#E&£EPCA-20/MBfF 5 £ (X 10)R(XAEERFE)

Uik 0 1 3 7 15 31 63 127 255
0 33.00 27.97 30.58 29.58 28.96 30.91 29.07 31.04 31.06
1 27.97 13.72 15.97 16.05 15.23 16.10 15.99 20.49 14.26
3 30.58 15.97 13.79 16.97 15.97 17.57 15.58 23.60 16.56
7 29.58 16.05 16.97 17.04 16.70 17.60 17.34 22.65 17.31
15 28.96 15.23 15.97 16.70 14.53 16.83 16.07 21.60 16.43
31 30.91 16.10 17.57 17.60 16.83 16.64 16.65 22.57 17.06
63 29.07 15.99 15.58 17.34 16.07 16.65 15.41 22.27 16.76

127 31.04 20.49 23.60 22.65 21.60 22.57 22.27 24.36 22.35

255 31.06 14.26 16.56 17.31 16.43 17.06 16.76 22.35 13.91

% 5 PANDA 2018 Challengel 5{#E&LDA-20 I8 /5 /5% (x 10Y) R(XBAEERE])

T % 0 1 3 7 15 31 63 127 255
0 0.95 1.21 0.93 0.99 1.07 1.09 1.08 1.12 1.13
1 1.21 1.13 1.07 1.17 1.20 1.11 1.24 1.15 1.20
3 0.93 1.07 0.65 0.90 0.99 0.93 1.00 1.05 1.01
7 0.99 1.17 0.90 0.84 0.97 1.02 1.10 1.09 1.06
15 1.07 1.20 0.99 0.97 0.92 1.08 1.17 1.16 1.11
31 1.09 1.11 0.93 1.02 1.08 0.89 1.10 1.10 1.02
63 1.08 1.24 1.00 1.10 1.17 1.10 1.07 1.18 1.15
127 1.12 1.15 1.05 1.09 1.16 1.10 1.18 0.98 1.15

255 1.13 1.20 1.01 1.06 1.11 1.02 1.15 1.15 0.97
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