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Abstract: As an important confidential attribute, state opacity can characterize the ability of intruders to steal
system privacy information. For the Cyber Physical Systems (CPSs) with unobservable events, an algebraic
state space method based on the Semi-Tensor Product (STP) of matrices is proposed to analyze and verify the
state opacity of CPSs. First, the state evolution of CPSs is modeled by STP of matrices theory, the system
dynamics can be obtained as an algebraic expression, and then the characteristics of STP operation are used to
give the necessary and sufficient algebraic condition to verify the current state opacity. Finally, the validity of
the method is verified by a numerical simulation. The STP of matrices-based method proposed in this paper

provides a new idea and framework for privacy analysis and security control of CPSs.
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