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Abstract: Conditional Proxy Re-Encryption (CPRE) can grant fine-grained authorization to the original
ciphertext according to the conditions. The existing CPRE schemes only check the conditions of the original
ciphertext, but ignore the conditions of the re-encryption key. No effective measures are taken to protect the
conditions in these CPRE schemes, which may lead to privacy disclosure of conditions. A Threshold-Based
Conditional Anonymous Proxy Re-Encryption scheme (TB-CAPRE) is constructed, which can not only verify
the conditions of ciphertext and re-encryption key at the same time, but also make sensitive conditional
information anonymous. The re-encryption processes are completed by multiple agent nodes, so TB-CAPRE
can resist the collusion attacks. The theoretical analysis proves that the new scheme is INDistinguishable
against adaptive Chosen-Ciphertext Attack(simply donoted by IND-CCA) in the random oracle. The analysis

of performance and computation shows that TB-CAPRE does not introduce excessive overhead while increasing
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security and related functions. It is possible that TB-CAPRE is applied to distributed environment.
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HRRH TRBEENE TR, FrERSHEHE
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A ] DUSR 2 % 50, EE N2 T AR AN 2t % B S
IR ALV TS B o AR N 25 vT DASE I B )
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WFFCRCR S 1 (I A B % Ty 5 A A ik
M, ARERIRSS 21T 2 EE 0% %5 40 J5 nl LLRH B
IR A % SO AT AN, 3B ToiEn % AT
YHRLRE RS . Rt Weng % NP2 T 24X
% 77 %€ (Conditional Proxy Re-Encryption, CPRE),
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IRZ TR AT CPRE#EAT THFFE, KZHMCPREJT
R FET XX 10, fy Wt s H AR
ANEr, AT AR T IR FICPRE
FENT20, HIX Ty S A E N A G R B A L AR
IR A, AR T BN E AN AN S
PERE A, FEOEE T LURIEAFE A A E &
FAHRALAR AR S A b AT N R AE, K2
FEACTHAR 55 23 M BV . IR B8 7 R XS B
BHTIRY, 25 518 U S A5 S 8%

T R EAAAREE R S5 2% 50 BCE D 2 R A E A ok
(S AT I B B b ORI B R R R, A SCHR R M T 5%
TR AAREE d s 5 222, HopPatil®E NP24g
(1) 5 SR AT N I A 2 R SR AR % S Ak A, It
H TR BB PR AE B RE =
KAEMEIMNZFZH, FERRKNZERE. FIiZ
T R IR B AUE SRR 5 25 A& T IR & 4%
BEERARIE A, TS 305 R RAGE FHZA
ERG A5 (B A BRI (1) BT A iR 6 25 SCHAFAE %
BIME R e RNK, TRAGIEIERHSCET
AT IX 432 At

AL S AT S5 A AR HE B i PO ] RAR
G P2 L H I — B 1 1T PR 2 AR B A4 AR B
TN %, AR5 RAKEFN L VST, 16 5 sl 72
HH ] IR St 85 SO RN B D 2 B AT ARG A, 6 UK
(RIS AEAE B ATIE A4 AL AL TR, K 28 0 25 3 R 0 A 3
ZAMREET RUCRPAT, FRRE T AR RS T S
WA A R AR BCE IRVEHE B

2 ENMEMNIREHEZRBEME

FRERZEMENX
21 FREX

TE X E A 6F B 1T BR 2% A1 B 40 A D % 7 =
(Threshold-Based Conditional Anonymous Proxy
Re-Encryption scheme, TB-CAPRE)Z: T A [R5
HR BB B, E AR TR 2% AR BE A4 A4 1 TR IR A ke 1
Paul 5 NPT 77 %8 v RR 2 % SO 2615 B 1T 22
W1 BN B A A I R, ELA S AR 1 S
FALRE ST o AP RARE Bt € Z; AT A PR 4
SR N 75 AT E L, W ST N TR] . SRR
M, TRETW T TR

() RAZH A (Setup): FINLZESEN, T
H AT R 42 Hparam;

(2)Z A (KeyGen): FINRGM AT
feparam, 4 H] i A RV (PK;, SK;);

(3) 0% (Encryption): fINRAANITSEHE
param. B APK,. B SCE BEm A& E B,
A2 B J2 B R 46 % S Ci

(4) = In# 2 HAE S 5 K (ReKeyGen& Dist) :
i\ R G~ T S H S param . F R 1)L EHSK
WBRBUE 1 A PAPK A SR AR5 B, An CE I
1 RKio; (2) = (RKY, 24, f (2) RKS) ) u = {1,
2, nt IG5 R EBIA R AR R

(5)E % (Rencryption): ¥IARFATTSHL
Lparam . JRIHE CC; . FH N EHRK S (2,),
Az R N % SO

(6) iR 45 %5 S (55 2)2 % 30) i % (Decryption2):
BWNRG NIT S H Separam | JFIG% 0. RE
FEHSK, LA RCH SO AHAE B, IR [BIW] SOH EmEi e
BFRIR L

(7) F N % SC (512 %50 % (Decryptionl ) :
WANRF AT S Separam . HINE O Hi%
& AEASK ;3R [8] B S Em 80 bR R L
2.2 REMEX

ATy R PAFAE IR ST, R A6 % SORTEE
TN, RIAE 22 A P 8 SUIT 20155 8 R o 5 S
224

TE X1 TCAENE XS 1T PR %A B 4 A X 3 85
J7 Gk B LB N ANAT X 31 (TB-CPAE IN-
Distinguishablity under Chosen Ciphertext Attack,
TB-CAPRE-IND-CCA), L3554 % ik 5%
Yoy T AT X 2014 (Level-2 INDistinguishablity
under Chosen Ciphertext Attack, L2-IND-CCA)
AMVER JIN 8 35 SO St N AN AT IX 70 (Level-1
INDistinguishablity under Chosen Ciphertext Attack,
L1-IND-CCA).

IS T o A 2 2 i R R JER % SR N
PR LB T AT X .

2.2.1 L2- IND- CCAf3%

TR T R TR R 2 S (B 2 )2 %6 30 ) e £ % SCI
i PRI X 1. bk CHUTB-CAPREIZ 4T
W, BT AR SR, Pl R

(1) #Iaatk, Bkl CizqTSetup (A),
ZHparam, Jffparamik [l 45 HFA.

(2) BB, BFEAR AT W N A

(a)SEFH T AFIE WO, () Fay AN THSEH
i, PkikFECiz TKeyGen (i, param) KIRAFH 7 {12
AR (PK;, SKy), IR AHPK, KIR LT TA;

(b) IR H P RVHE O, (1) Hi N SR FH
i, Phik#ECiz1TKeyGen (i, param) IR H 7 I A
AR (PKi, SKi), FER AR (PK;, SKs) K ik g
WA,

(c) BN % BH A ) Onc (PK, PK;, 1) Bk
Ciz 17ReKeyGen&Dist(SK;, PK;, t, param) >k 3k 15 &

RERARG
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I HIRK g (2) = (RK(L, 2, f () RK)),
p=A{12,k}, ¥ RKis; (2,) KIZLETTA;

(d) = hn % 25 ) Ore (PK;, PK;, 8, Ch) s HhEE
C iz 17C; = Rencryption(C;, ReKeyGen &Dist(SK;,
PK;,, param), param) g 35 15 5 0% % 30, JERIA
BETFA;

(e) R 46 % SR % B Oa, (PKG, Ch) . BRARE
C iz 17Decryption2(C;, SK;, t, param), Jf ¥ 25 3 %
R TTA

(f) 50 % 2% S AR 2% B Oq, (PK, Cy): HhlE
Ciz f7Decryptionl(C;, SK;, param), Jf4 45 F Kk ik
EHTFA.

(3)BRik B B, AWM Br14s i e B F Ak b H
PR ABHPKS . 0% &4, KEEARF B S mo, my €
M, FREIFM4ERPKIARE TSNP, WHRPK;
J& T 58 F P W AAS R AT 30 %5 % il
Ow (PK], PK;,t*) o Bkl #C B ML ik € {0, 1},
A Bk ik % S CF = Encryption(PK], my,, t*, param),
IHE CHR IS TET A

(4)ERPTE2, BFAGSET S &P BAE
AR A, HFRMGE: WRPKE T 58 - W&

FARNREREAT N % AW O (PKT, PK;, O, t7); L
F AR BEBEAT H N SO A Oq, (PK;, C));

T AT IR UG % SR % B O0a, (CF, PKY)

(5) RGP B, # T At xFa g e’ . 4o
o =a, WEFARGHR, KERIHE SN
AdVi\Q_IND_CCA = |2Pr[a/ =« — 1],

TR — ANEFALE 2 T (8] P 2805 qu TR S
P AAE WO, g X P VAR 1O, iR
N ZHE W Ou, qe R EINEHE B W Ore, qan X i
U6 55 SR 5 A Oy, qay IR TR 55 55 ST M 25 75 1)
Oa, J5G T8 I 3 1A AV 279 <o) AR
TB-CAPREJ5 i /& Ji U % SR B % s Bt N 1)
AT X ok
2.2.2 L1-IND-CCA5*%

TR RS HIN B S (B )E 5 S0 ik R T
Wik F AT X P o A8 FH 812 % S0 ki &
I, SO R B 22 S (R 4R ) AT AT AE
B TR REU R

(W) WIEatk, Pl CizfTSetup (), K18 R4t
Z4jparam, H¥paramiR [A]Z5EFA.

(2) BB, BT AR A Pk C ik & A A
(5 L2-IND-CCAM A .

(3) Bk I B, #F Afn 2 BUE 1A HIPK],
BRBEE M AAPKS . 500G B DL A KT
B SCYH Bomo, ma € M, PRI A RPKGARE & T 5%

WHF . BhiECRNLIE S a € {0,1}, APk
XCTIRFAIA T TF A,

(4)E W B2, SPARLLIT S AR B
A A, H PR A 1E R BT AN BB R I EE N2 5%
YR E AW O, (PK], CF)

(5)FE M B, BT Afr St a i RE e’ . o it
o =a, MEFARMHR, FRERRHAE A
Advly TINPTCCA —opr[of = o] — 1],

TR — AN & T ALE 22 00 3 18] P 285 qu 0 1K 52
P A Ou, g IR P AVHE O, gndk
I A O, Gre Y N B 1) Ore, iy IR

B SR B B Oy, qay VX EE N3 B SRR A ) O,
J5 B AT AR AR B AV DT O < e, R TB-
CAPREJ7 i & 50245 % SO % 08l N HIAS
Al X g
3 ARMEAFEE

(1) RSEBHUE R (Setup): MINZESHN, &%
BN B e 3R Hg g A2q B 18 BF B G I A BTG
Hi,Hy,Hs, Hy, H5, He & 6 > . [0] W5 Ay pR &L, o
Hy: {0,1}° x {0,1}" — Z¥, Ho: G — {0,1}"°"" Hy:
Gx{0,1} = Z: Hy : G®x {0,1}°™" - Z* H; .
G? — 73, He: G° — Z&, JWHEZMM = {0,1}"°, (k,n)
IR E, il A S Eparam = {q,9,G, Hy,
Hy, Hs, Hy, Hs, Hg, 1y, 11, (k,n)},

(2) B HA B (KeyGen): fii Aparam, FEHLi%
Woxi,xj € Zp 4y BIAE N PRy AL 8 . SK, =
Si,SKj = S;, Xt N A PR = 9%, PK; = g% ,

(3)% (Encryption): % Aparam. jH§ &
me M., il AHPK UL R 45 Bt e 22, i
SRR R

B ALk B w e {0,1}" ) we ZZr = Hy (mw),
T =g, D= (PK;,) """ p— (pK,)“ 1) p_
Hy(g") & (m||lw) , S=wu-Hs(t,T)+r- -Hs(tT)-
H,(D,E,F,T), %itJsus% XC; = (D, E,F,T,S),

(4) % % H A S 7 K (ReKeyGen& Dist) :
i Nparam . FZRCE ALK . IR B 0 A 41
PK; UL K %5 Bt € Z:, A8 (k,n) | TRRF 25 3L =
75 K N2 A BB F AR A R
USR8 I 4t A B N5 B 8, RS iy 1A T
— AN N AR B I T % SR AT R
B, o T WS SACH A B SO AR AL
D7 I . A PR R S N 2 T R R B AL
IR S RURE B AR R

BE MLk B2 € ZF, ARG HX =g, k=
Heg (X;,PK;, (PK;)™) RK" = X;,RK? . =

i—J i—J
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n = n RK®) . = + SK;- H;(T,PK;) t+s;-Hs(T,PK;) _ RK'®

SKi- Hs(t,g')  si-Hs(t,T) ~ g ' T - PR = gt iR = gt (2)

Hs (9", PK;) =t +s; - Hs (T, PK;), 437 %4x k% (3) B4R % S i 2 BonE

L AR I
(5)H % (Rencryption): f#ii Aparam, J§4H
3O LK N & % RK g (2) , kAN AREE Y A
Ru(n={1,2,- k)M HCi = (D,E,F,T,S), % iF
g% L PRI TPRO | o kg Sy g T O
Hl: HMHE—BWIFPK,S £ B . DH(DEFT) - g
A RSE I 1 T AR L T WHEATIEBS (2,) =

k
0— , , o
f(zu)- H , Dy, = D) | fE AR

Zy— 2
v=1v#u v

)ﬁ&%%ﬁlﬁ%‘ﬁﬁﬁﬁ@*ﬁﬁ, HfrE— MR

B A 30 = T Dy = [[ g7 o007 o =
pn=1 p=1

serHy(UT) S fz) 11 S
9 et vEhvEs , RSB HEE A

k k

0—=z K
e no_

iﬁm"fﬁ Zf(zﬂ«) H ZlL*Z,,_Si'Hg(t,T)’

pn=1 v=1,v#p
B s ) = g T e — g | 403 =
RML—X(? F=Hy(q") @ (m||lw), fith =
ks = (6},€7.67) -

( )J?Jl (B 22 % 30) % (Decryption2) :

ﬁ?ﬁﬁ)\%?ﬁ/\ﬁﬁﬁ%param\ JRUGE L Ciy RALE
AHSK, LA S B S0k B B, A R 4R % 5 Ci =

(Da Ea F7 Ta 8)’ VFﬁPKlS i E- DH4(D’E’F7T)’ %“Z:
BN s e br & Ly B W4T HEmlw =
F & H, (DSKi-Hé(t,T)>’ SED 2 PKiHl(m’w)'Hg(t’T),
A LR B iR A6V JEom, 5 AN ST DU H I b
El,

(7) N2 % S (5 1) % 30) i# % (Decryptionl):
N RGN IS Hibeparam | EJJD”“H”YC]\ sz
R AL BHFLBH SK; il B = n % = (Cj,
C?,C}sa)’ 1'[‘%’1:]{6(02 PK]v(CQ) )’ mllw =
C3 @ Hy ((CH)'"), BRUECT £ g Hme), s
BB M DS RO 2 N VAL T 3 ¢ A S
4 BENTH
4.1 IEMMESH

(1) R 4R 5 SO AT JaE

F . DHa(D.E.F.T) :(PKi)"'HE‘(t’T)

. (PKZ,)T'Ha(t,T)~H4(D,E,F,T)

=PK;® (1)

(2) 0 3 B 2 1 B E

FaH, (Dgsm‘ﬁlg(tf,ﬂ) = (me) @ Hy (gT) ® H,

-«@mr%““f“@”j—owm ®)
(4) T 5 AR
()™

W = He (C2,PK;, (C

)

:LQ(X@PK7@&) ) K (4)

G iy ((C)") =(mll) & Hy (97)

© Hy((g7)") = (mllw)
(5)
12 REMSHT
4.2.1 FXHERM
7 S SR B e A R A R
5 P A I 2 SCOR R i
LT = g, T BAB Bk A BTt R
SHALHER, TSI A0 41k
4.2.2 EMEZERRP
Ry A T B A 15 5 114 B
R IR PRI 545 40, T e 7 o AR
AT B S, LTS5
f/ Z“ Z“ H v=1 v#uzo;ﬁz;,, DI Df/(zu)70j1 =
L}mzﬂlgwﬂﬁﬂﬂm,ﬁﬁﬁ%%%
N A S A L
4.2.3 MERKE

RARBE BR AR AR AR 555 AT IR

driF, RN e iE it sy =A% 3 AR 4
K
i w5 5 Tﬁ“iURKi_U = m, Y

BRI AT 2N — K Pk,
SK; - H3 (t,g"). HIT&WHLTHE KA KIHER
TR Hs (8, 9°), mﬁjtﬂi'riﬁﬁﬂj%ﬁl‘%%%
BHSK;.
424 BYReMH

EX2 GR—DNRRBUBIEARE, 9RGHIE
oG, #EG RS EDiffie-Hellman (Computa-
tional Diffie-Hellman, CDH) [ @& : X} TAEZEM
a,b€ Zy, tE{g.9% 9" €G, Wiy G, B
% T AU 8] 539% Acon i Y CDH ) 38 1) BE 32 05
Adv (Acpn) = Pr[Acon (G, 4,9, 9% ¢°) = 9**].

A0 BT A A 2 22 I TA) Bk SR Acon,
Adv (Acon) #R2 F] ZHE 1), WA NG L CDH ) &

uugm



3354 B 75

o

=]

2 %

43 %

MR . G ERIERE TS Diffie-Hellman (Di-
visible Computation Diffie-Hellman, DCDH) 1] ##l
X TALE e, be 27, hE{eg" 9" G, it
g% € G, k(25 ATDCDH A 85 CDH i 25 4

EIE 1 TB-CAPREJ ZX T JH 4R % 3 Jk
TDCDHfR X, FEALTNE B4 FIND-CCAZ 4.

WEBA: I FH SCHR[20]F1SCHR [25] 0 512, ARRAT
TEAE 2 2 T U [A) R AZEBE ML TS B8 T e DAAR
HReMRB B AT %, 7] DA — DN RIVEC R
L2- IND- CCAUF R kb, DA L4

N N € qH
ARDCDHIH @, He' > (— -
ﬁq: j% Ij 4dH, € (]- + qu) 211
qH,

qH,+qH, | 2 " " .
%%—%(%J+J),&%%%%m

{9.9%,9"} € G,a,be Z:E REECHIH N, CHIH
AT g €q, HyCH¥{q,9.G, Hi, Hy, H3, Hy,
Hs, Hg, lg, W} RiESA, HvHy, Hy,H3, Hy, Hs, Hg
REENLTS, HEIECH 96/ 08 7 51 F HI (W14 N
%), 1<i <6, EECHBTFARMEHLT S 258
HAF:

(D BENLT S Hi g ifl: SCFAR AN (m,w), #
HS O AR (m,w,r), CHItEr &8 TFA;, BN, &
FCHENLEr € Z7, 4 (m,w, r)IRINBIH H, FH¥
riEEHTA.

(2)BENL TS Ha B ). AR, #HM T
Bt F (R, ho), Clar o AT T A, B, CHENLIE
ha € {0,131, (R, ho) TR MBIHE 1, 4 hail
BHTA.

(3)BENLTA S Ha ). MUFABINGT), #
HP CAT LR T, ha), Chi thhs 2B FA: E U,
CHiKLikhs € Z;, 4B(t, T, ha) ¥R BN H o, 3504
ha IRETHTFA

() BERLT S Hats . BCFAR (D, E,F,T),
FHHP O AITE(D, B, F, T, hy), Cli hha 5T F-A;
BN, CHEMLEhs € Z;, 48D, B, F, T, ha) ¥ N F]
Hi e ¥ha REGTTA

(5)BENLT S Hstrif): TF A N(T,PK,), #
HE B A0 (T, PKy, hs), CHi thhs 45 T TA; 7
W, CREWNLkhs € Z;, (T, PK;, hs) 7 1 FHE
i, FEhihs IRETTFA .

(6)BENLTIN S Hotr i : #FAfN (X, PK;, X),
5 HP B AL 3 (X, PKy, X' he), Clgi thhe 4 BT
A; B, CBENLILRs € Z;, (X, PKj, X', he) ¥
INEHE o1, JHdshe iIRATTA.

BLECHEI AN 2 B 51 22 Kt R RIS Sfe 4
T At A L RN 25 a5 4

BHINEL, BCRARTHHT SR, CHELT R

(1) P AHE WO, (1): FENLIERS: € Z;,
i Coron /7 P99t e € {0,1}, 1321
2o, BEIOMMERLZL —p. #e =1, MPK; = g%;
Frci =0, NMPK; = g%, $8(PK,, s;, ¢;) 8T 2 KUt
FRPK R [H25.A,

(2)BIAH P RHE RO (1): FEHLIERs: € Z;,
PK; = g%, c;i = — #(PK,, s, i) HT B K, Ff%
(PK;, s:) iR [FIZ5A.

(3)ENEZEHAE MO (PK;, PK;, 1): #FRRES
i 77 2 (PKPK b (RKY 200 f () RKC),
p=A1,2,k}), k1), Wik [\ FE N % % H
(RK{Y 200 f (2) RKGY ) = (1,2, kD) s 5 0
}J\KlmEP?%F@J(PKZ-,Si,Ci)ﬂ](PKj,Sj,Cj), 2B RRCEE N
PR

(a)#rci = 18c; = —, BEMLIERZ: € Z;, AR5
W RK, = g% = Xi,k = Ho(X,, PK;, (PK;)™),

5
K K (3)

RKS = SR (g~ o (1) Ko
t+ SK; - Hs (gt,PKZ-) =t+s; - Hs (T,PKi), it £
W R f(2) = do+ g1z + ¢oa® + - + ppzh !t H
oo = RKZ),) d1, 60, dnr € 25, SRJE FEBENLIE
U 21,20,z IF M SEF (1), f (22) oo f (o) o
(PKi, PRy t, (R, 240 f (), RK)) = (1,2,
k) kT = 1) BB BIRS 3 4RK,; (2) =
(R, 2, f(2) RKP)) = {1,2, k) 3 11 4
A,

(b)#ci=0He €{0,1}, B ML MRKLY,,
RK) RKY) k€ Z, MEEZITES (2)=do + dra+
$oa® + o+ Goazt T, Hofige = RKZ), | 1, én, 0,
br—1€ Zy, B ML B2, 22,0 21 FE 1 B (21)
£ )y f (o) A8(PE PRt (RK( 2 f (5,
RK(),). = {12, k})  w,7 = O)EEHFBIRS, Jiig
R () = (RK(Y, .7, f (3 RK ) JEEI A

(c)#ici = 0Hej = —, HbliEsk.

W EMEEHO.. (PK,, PK;, C): Hoiif g™ £
T - PR TR R S Mt bR s 75
I PK,S £ B DHa(DEET) | 255 <y |
W TR LA BRI 2 5, T UL
Ty AR N 50

(a)#ei=0He; = —, WHPMF1F 5| (m,w,r),
2 (PKPCD) 2D, R H 25 #(PK;, PK;,
t, ((RKEl_))j, w4, k), = {0,1,, k}) SR, T = 7), LSS
A7 78 W B WLt Bz, € 27, SR it RK(), =
g% = X,k = He(X;, PK;, (PK;)™), ¥ (PK;, PKj,
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t, ((RKgBj,*7 x,%), 1 ={1,2, 7/€}) SRy T = —), T
C =g, C? =RK{!), C = F = Hy (¢") @ (m] w),
IR Al s % SOy = (CF, CF,C2);

(b) X F Ho A [ e fle;, AT LU LR 3 5
RK;;(z.) » JF 8 I & 7%C; = Rencryption(C;,
RK;;(2y), param) 33| E 0% %30, JFikEIZGA .

(5) IR 4R B SR % A Oa, (PK;, Ch): CE
K {35)(PK,, 55,¢), #HHPK,S < E. DIDELD),
H ARSI g e AR E L BN, Fe =18k
¢ = —, Cig{rDecryption2(C;, SK;, t, param) 3 5 4k
BOR Blm A, Fic =03 4F 7E(m,w,r) € HISY
(R.hz) € HY*, (1, T  hs) € H™ i JE(PK)™ =D,
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