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Abstract: Digital image encryption algorithm based on chaos is widely used because of its large key space and
high key sensitivity. The sinusoidal feedback is introduced into the classical Logistic mapping to form a new
discrete mapping, and the chaotic behavior of the mapping is analyzed. The chaotic mapping is used to derive
the discrete chaotic encryption sequence, and the encryption sequence is enlarged and rounded to enhance its
pseudo-randomness. The pseudo-randomness of encrypted sequences is tested by NIST (National Institute of
Standards and Technology) test method. The pseudo-random sequence is XOR (Exclusive OR) with the
original image to realize image encryption. Numerical simulation results show that the new encryption
algorithm has better encryption effect, and its key shows better sensitivity and pseudo-randomness. Finally,

hardware encryption for this algorithm is realized based on FPGA (Field Programmable Gate Array) platform.
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