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An Image Encryption Algorithm Based on Chaos Set
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Abstract: A novel image encryption algorithm is proposed based on a chaos set which consists of discrete
chaotic systems and continuous chaotic systems. The chosen combination of chaotic system is dependent on the
encryption intensity. The pixel mean value and pixel coordinate value of images are exploited to control the
generation of key, thus enhancing the relationship between chaotic key and plain text. In addition, the octet of
cipher text pixel is divided into three parts, and then hided into a processed public image, which can promote
the external characteristics of cipher text. The image histogram analysis, correlation analysis, and information

entropy analysis methods are adopted to identify the security performance, which indicates the effectiveness of
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the proposed image encryption algorithm and potential application in the image security transmission.
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