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Abstract: In order to overcome the problem that cloud storage is not trusted and the low efficiency of
ciphertext retrieval in cloud storage, a searchable ciphertext sorting encryption scheme based on B+ tree on the
block chain is proposed. Combined with the blockchain technology, the problem of establishing reliable trust in
multiple parties that do not understand each other is solved. A vector space model is used to reduce the
complexity of the text and an efficient text retrieval system is implemented. The index structure of the B+ tree
is used to improve the retrieval of ciphertext transactions on the blockchain. The ranking of multi-keyword
query results is realized by the Term Frequency—Inverse Document Frequency (TF-IDF) algorithm. Under the

random oracle model, it is proved that the scheme is adaptive and indistinguishable. Through the comparative
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analysis of efficiency, it is shown that the scheme achieves efficient ciphertext retrieval on the blockchain.
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