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Malicious Domain Name Detection Model Based on CNN and LSTM
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Abstract: To improve the accuracy of malicious domain name detection, a new detection model based on
Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) is proposed. The model extracts
the sequence features from different length strings to classify the domain name. Firstly, in view of the
sparseness of the N-Gram feature, the model utilizes CNN with different kernels to preserve the local
association between the characters in the domain name strings and convert it to dense feature vectors.
Secondly, in order to mine the context information of the domain name strings, LSTM is used to extract the
deep-level sequence features of different character combinations. A sequence feature attention module is
designed to assign little weight value to the sequence feature extracted from the padding characters, which
decreases the interference by the padding characters and enhances the ability to capture distant sequence
features. Finally, combining the advantages of CNN to extract local features and LSTM to extract sequence
features, both partial and sequential information are put forward to improving the detection performance.
Experimental results show that the recall rate and the F1-score of the proposed model are superior to other
comparative models which are solely composed of CNN or LSTM. Particularly, when dealing with the matsnu
and suppobox, the proposed model has increased by 24.8% and 3.77% in accuracy compared with the model
based on LSTM, respectively.
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