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Distributed Firewall Policy Based on Traffic Engineering in
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Abstract: Firewall policy is defined as access control rules in Software Definition Network (SDN), and
distributing these ACL (Access Control List) rules across the networks, it can improve the quality of service. In
order to reduce the number of rules placed in the network, the Heuristic Algorithm of Rules Allocation (HARA)
of rule multiplexing and merging is proposed in this paper. Considering TCAM storage space of commodity
switches and connected link traffic load of endpoint switches, a mixed integer linear programming model which
minimize the number of rules placed in the network is established, and the algorithm solves the rules placement
problem of multiple routing unicast sessions of different throughputs. Compared with the nonRM-CP
algorithms, simulations show that HARA can save 18% TCAM at most and reduce the bandwidth utilization

rate of 13.1% at average.
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VLSRR, B REINIEE 1L s AT i E
SCHR[4)32 HPBDAICBDIR &K 40 #I 53%, ¥4 SDNi
0 B AN R B 1 7 385k P4 S 22 L T CAM;;
SCHER[5) 38 H AR ST IR o B R B AR, o
37 L ZE A7 BT i B IE R s SCRR[6] 4R H S0
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TESCHR[6]) R0 SCHR[11])FF 28 30E B 7 R0 s L i)
BT —FINP-HE ) @, AT DAACLAE I 0 () 8 2
NP-HEF e AT FERLNECE ] fi), #9KK(5)
A BRI E AR, ILAZ I SN T — iR ok
LI 2 P AR D, 7R SCHR [12] B C I B A )
R NP-HEF .

NTH B S VEYH TR MRS A S5 1 &5 K R AR
WMEIFR.

®1 ZREENEE

i1 2B HGIET (MRSA)
HIN: WBIRING = (VE), BHEHw(i,j) » PR ITER
Linfaehy Pk
P, A B~ @, 2%, — {a, b}, inf — oo, n,m — 0
for each single session k € K in G(V, E) do
A «— the nodes of connecting to a

B « the nodes of connecting to b

while n # deg! in G(V,E) do
P, — Dijkstra (a, b)

1)
2)
®3)
(4)
(5) deg?, deg, « compute the degree of a and b in G(V, E)
(6)
(7
(8) n — count the number of node a in P

9)

the first link routing cost of previous candidate path in
G(V,E) « inf

(10) end while

(11) while n # deg, in G(V, E) do

(12) n « count the number of different nodes connecting
to b in ﬁk

P, — Dijkstra (a, B) U {b}

end while

(13)
(14)
(15) deg; + compute the degree of i from A in G(V, E)
(16)
(17)

16 while m # deg) in G(V, E) do

17 m <« count the number of different nodes connecting 7
in Tjk

(18) the second link routing cost of previous candidate path
inG(V, E)

(19) P, — Dijkstra (4, b) U{a}
(20) end while

(21) end for
(22)

return E
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(2) fREBAAENIRI: BEHSIEST S,
bAHAB T B B EISE A A, B, WHHET el
H RN oI . HIDijkstraf ik it Hn b
AN O 2 A B R, I IRAE b
SR S a AN BN T B, T Y T A2
BB A Noo, HiTHH—IKEIEE,
DAESRAE, AN sthah F0 22 A B A (A B2 R A
B, fa v fdeg FEIERRAE (1T2—1T10). T
K, FIFHDijkstratt &6 5 B 05 A AR
AN AT A T S I B L, A P
59 S ERA R NS TN,
B E S aBESBR ST R, KA
AR MG bR IEE, MAEPH (1F11—1714). [
B, MDijkstrath &5 5 N DT SAH ALY
ARV TV AR o I e R, ot 2 A B A2
[P ER 256 B B B R AL B Moo, ST RIFNE, K
B Py, DAL, BT LIS Bldeg, F1R LK 2
(1715—4720). BJ5, HHIEEBEE P, (1722).
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(1) ¥Igatk: WGSBS (1T1), K P NDPAA
IHIN (172)

(2) HFEERE: T A2 2 U ik B AR 4 T
5, ERGUHZH S BT B AR R SR NS TE
(A75), ARG M 2 1 F 75 b 2 39 6 AH I 11 & B %%
17, B NTFERIFH AR, (u) = 7, Vu € Ry
LSRR S PR R K, [ B PR A N A TCAM
NEeWHEH (476), HoiEEt &K T A %
BBV TE, T M 4% 15 2 A AT 7 e 5 — 2076
JESRAFHIREAR, WG R B R AR R AR AR A
F R A (477, 178), HHEMEKT A ®BER
/N B, U A % AR B Hh IR B 2 2% A2 AR AR 1)
PR, IR T EE TR AR AN R B AR (P A 229 a5
(179, 1710). @B A BCE N A, 3
ANFE ISR TR 1% AU BT, R 3 (12) %) L
AT A IE(IT15-4T19). fela, i H00 7% E 1
K, LT 55 R FH 2 i AR (1720)

3.2 SRENH

FnRmTT A, ERE IR AT SR i
KHI Ao, DijkstraB ik Bt M & &R O0(n?), 1T
64710 47114714 K% 4716—47 201 e KGR IR E
HNO(an?); 1724721 MTERIREC N k. SR
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Bik2: oA aUp K EE 55 (DPAA)

A BARSTIEK, SERNEI R, FAREYD, HT
Ry

frd: BBCE R, WA By, TR Loost

Ran; Buse; Leost < 0

Py, — sort TDk from algorithm 1 into a two-dimension array

1)
(2)
(3) for each single session k € K in G(V, E) do
(4)
(5)
(6)

4 for p € P; do

5 B < sort the minimum bandwidth of all paths
6 if Y < Ciand Ry CVier{i} do

7) if di, < Byin do

8) Pe1,2"—1

9) else

10 P10, <1 a0 — 1,27 1

11 end if

end if
end for

end for

)
)
)
)
)
15) for all nodes do
) if each node satisfy (12) do
) zp— 1
) end if
) end for
)

return R,j, Buse, Leost

BAREIEZ N O(Bkn?) -

TEEE29F, Ryid N8, | Pl 12 Ay, AT4—1T
L3R T B 24 B N O(n?| B2 )) s 473 AT 14K [A]
HAREEN O(kn?|B12H) s 47 15T 19 BAEAL 5 K
IR E AN O(n) s HEEVE2RI TR R 348 O(k| 8]
|yIn® + n).

SRV 21K I 8] 52 2% BE v B AR

K K
0 (n2 X (Z |Rk|2) X Z |Lk|) = 0(n*|8*])
k=1 k=1

Ok x 1|8 17) = O(kn*|B|+])

O(kn®|BP*|7]) + O(n) = O(k|B*|In* + n)

4 SEWERKSHR

4.1 IWINESH

(1) T 3£ 55 NInter Core i5-6300HQ CPU
2.30 GHz, RAM 8 GBHJWindos 105 FERREEME R
4t: FHGurobi2. 7. 15 Z A RN LA 28 R R & 8
LMK, HARMEAH G O fEPython RIE4T,
FH B2 476 Pycharm 2017.2.3 E4wE .

(2) SE5G BT 47 B b5k I SNDIib, R H 5L
1 X 2% 41 b nobel-eudf $h 1, Z I H 28N A,
A1 EEHE . SR RS EHET: K =17, w(i,j)
€[1,10], dy € (80,180) , B(i,j) € (90,200), C;€
(1000,2000) ,|Ry| = 40 ,7, € (20,50) «
4.2 BBISERDH

AR N AR BB SRR A T U AR A
Tt S 0 U] 5 I B R o 32T BT FE I 9+ 2 pol-
skaP &S0 FR00, 1 H 12438 B LA 18 4% ik i 4
B ABRIEZM RN, 3HEFESTEA, B, CH
Tt B F K2 B9100, 120 F180 Mb/s, HFH SR
AL 20 2% KU 30 A2 e pfl by, g 2% I 10 0
(Fz: Mb/s)JEFEA(90, 200), BN HHLTCAM
9100, M1, 10] AT S — ZHE A E A BE R 64

SR LA U SR BE N . IIB N 75 5507
AW, INIDZH OH 1R MG, FHEE, 21
WBAN: AT E2W AN, MW ST E, SiEi
CH: MR, WS4t wmEl, K2k
i, SREMARERSIHERA, BEMARRSIER
B, MULMIMRRSIERC. STERAMEIEREE
H: pl: 0-4-5-8-9-11, p2: 0-1—-2—
6—8—10—11, p3: 0—4—7—8—10—11, pd:
0—1-5-8-9 —11, UFMBIMEIERKIEA: ql:
2687, 2:2-1-0-4-7,¢3: 2-1-5-4-7, &
WHMCHMFEE B E: 1:3- 268 54, 12:
36-85-4,103:3 2687 4.

T
—> STRAIE L > 2THRBRE R

1 B RIA S

EEIT PR H 212 Z B g, 2 iE i
ARBR BRI AN ARHE 2 44 Mb /s pl il
FERE Z 45 Mb/sip2, 215 BIEHE 1 155
WN: 59 Mb/sf1ql 171 Mb /s 2, SAGRALES
O, 8, T1E T EHMN, SiHmBAET M2, 7,
STCE T EHFN, PR R RNAE N pi 8T 1
H9F, BRI RBL, A IR R R 2
N5, FR AR LT & 9F, A& IFE T A
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IS4 pWILESS
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1 PRI AL U R -
2 UERA: 0:7,8:7,11: 6
B Egnyin ) (33, 40]

SiB: 2: 4, 7: 6, 8: 10

SEA: 0:7,8:7,11: 6

Y52 s
- £ERC: 3:4,4:3,6:7,8: 6

(34, 40]

SHIFLINEL & 10, BT LA (60 0 £ 5 e % U7 1Y)
NIN35, EHHNFBARE G I, A4 E AE W 2
T ) A B 40 FE 200 P S TE AN AR 2 2 7%
g5, BT 2 CH A & 75 SRR T e/ %
W, DUERE T —KIAEAT A, BTl TER
CHEFE T LM R N80 Mb/siHI4212, FHK MM
WETE T AR5 E LranT s, HpETas, W
HEAHHAT TR A I, BT LG 16 7 A —
W RCE RN R B, AT E RN E NG, TR
FEAT R, X Hh s R B Y YE A (34, 40].
4.3 fHEDH

SI 56 A A B I 11 [ A pE A A B AL A [ 1,
10]HHLAF, Hodr, T S n) B ) B B AR 2 —
o SRR MBCEARTEEI[1,7), AHR AR R
5K A[80,180] H HU 43, 5 4% Bl i 7Y T2 il AL b A\
[90,200] 875, RFANZHHLEITCAME EBEALH
[1000,2000] 8015 o A% 3C 3 B L 1 B0 1 2 SCHk 6]
Hh A i 3 A% 1 B0 B2 R OB H (Candidate
Paths-Rule Multiplexing, RM-CP) LA K £ {5 % %
R E RN CE 532 (non Candidate Paths-
Rule Multiplexing, nonRM-CP). RM-CPH %2
W B L 2 5 BRI U TE 22 A T R AR IR AR 22719 R
I, nonRM-CPH LK B 2H 2 1% U 5 56 A5
PRAR T AT RS

B3RS EEAEANF 2 HEE T, HCE
Mt . NIRRT LAE Y, 3FR B U 0 2
B SRR N, BTN, fEaTERIR D
i, HARABCE N & 5 RM-CPRIEM 24

Ko 3K S RN AS [F] 2 106 16 4 B i A2 A0 A8 1799 e
by AIE I . BEE SRR 2, AR
1 AR LE T 2 AT A 9F, LR S
BHANTH, HARARM-CPHEERZ AW TIA
18% KM EA A, HnonRM-CPHEIERZ e
56% 1R A . W4T LIS %1, HARA Hnon-
RM-CPHEIEEANF RESIEECN, SN L
BHHZEA K, (H 2 50 E IR0 ) £ & 0z 3z /s
nonRM-CP,

B 5 3PP EVEAE AR 2R HCR, 2 %R A
RRTH . O 58RI 2R 48 102 43 B 2 5 26 A5
PRAR LR o A I AR ) T SR L . AN A RT
DB, HARAR T H H 2 0 2 AR, A
N7 R 42 e SRR 2 . IX R ROV HARAE AR
SR E S T EIA F LA b, 15 142

2.0
Il HARA
< 5 | RM-CP
= ) 1 nonRM-CP
el
® 1.0
%
=
\2 0.5 ||
0 L ||
1 2 3 4 5 6 7
PG
Kl 3 ACLAUIMH & X bt
15 _
Il HARA
= [ RM-CP
% 10 | nonRM-CP ||
o
o5
&
Iy
2
5 L
)
0 ||
1 2 3 4 > 607
AR AL
4 LR AT HON Ll
1.0
—+—HARA
0.8 | -e-RM-CP L
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®E .
= 0.6
i
® 04
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WAL 4 B 10 S B E Nt 5 . S RM-CPAH L
BIRETT 4 10.3% 1 % 7R, HnonRM-CPAH LGP
PIRENT 4 13. 1% )45 55 B

K62 3R EVEAEA R S TEEUT, HERR IS AL
Bixtte. MEFRATLAE H, HARATEAE L TRM-
CP, {HZ{&TnonRM-CP. 4<:i%%H N4, HARA
& FnonRM-CPES FHHAE A I 2 114, [ 1EECN
5iF, HARA % & TRM-CPHI{EH# N56. JEA
FERM-CP2 ik £ 5 5 d8 M b M BE R 2 A
AR, (1SR AN A AR, nonRM-CPIEHELT)
AR Z, (BN A E B 2B, 1
HARATE 7 5 d5 56 6 () [ B, 3 75 B 2% P iy o B
MBI, BRI 7 YR AE LA [R5 2% H
FE M B BIAZ B A [ B 3N B B8 4%, B DA 1)
B E S EA KR, HEA/NFnonRM-CP.

600

—— HARA

500 e~ RM-CP
——nonRM-CP
400

300

B A

200

100

6 B LB L

5 ZERiE
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