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A Virtual Node Migration Method for Sensing Side-channel Risk
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Abstract: In order to defend against Side-Channel Attacks (SCA) in Network Slicing (NS), the existing defense

methods based on dynamic migration have the problem that the conditions for sharing of physical resources
between different virtual nodes are not strict enough, a virtual node migration method is proposed for sensing
side-channel risk. According to the characteristics of SCA, the entropy method is used to evaluate the side-
channel risks and migrate the virtual node from a server with large deviation from average risk. The Markov
decision process is used to describe the migration of virtual nodes for network slicing, and the Sarsa learning
algorithm is used to solve the optimal migration scheme. The simulation results show that this method can
separates malicious network slice instances from other target network slice instances to achieve the purpose of

defense side channel attacks.
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