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Abstract: In order to improve the comprehensive performance of the wireless network intrusion detection
model, Recurrent Neural Network (RNN) algorithm is used to build a wireless network intrusion detection
classification model. For the over-fitting problem of the classification model caused by the imbalance of training
data samples distribution in wireless network intrusion detection, based on the pre-treatment of raw data
cleaning, transformation, feature selection, etc., an instance selection algorithm based on window is proposed to
refine the train data-set. The network structure, activation function and re-usability of the attack classification
model are optimized experimentally, so the optimization model is obtained finally. The classification accuracy of
the optimization model is 98.6699%, and the running time after the model reuse optimization is 9.13 s.
Compared to other machine learning algorithms, the proposed approach achieves good results in classification
accuracy and execution efficiency. The comprehensive performances of the proposed model are better than those
of traditional intrusion detection model.
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R 1 REEMOEHEEERSS

FHIES FHE TS PETG 43 LS RHE TR A )
frame.len 0.8671 RA 0.6850
SA 0.7897 Subtype 0.6506
wep.iv 0.7764 type_sub 0.6373
TA 0.7587 reason_c 0.6327
wep.icv 0.7458 wep.key 0.6161
DA 0.7365 bssid 0.5971
DS 0.7283 Pwrmgt 0.5872
Duration 0.7135 type.cck 0.5866
RSS 0.7112 Protected 0.5865
Seq 0.7100 Datarate 0.5860
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B3R ETE SRS SamSelect(Dy, w)
BIN: AWIDIIZEED,, B KD w

Mt SRR 24 Dy

1) ¥lafe IERFEAT 8 e=0

2) for t=1 to | D,| do:

3) If T, = normal then:
4 c=ct+l

6 K HTHEATIN Dy
7 end if
8

9

)
)
)
5) if ¢ < w then:
)
)
) end if
) if T; # normal then:
10

11

) =0

) R ERTREASON Dy
12) end if
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13) end for

14) return Dy
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LEHTR

AWID-CLS-R-Tst#ll i A7 5756435 FE A%,
b IE R RSB REAS307854%, Uiz B b2
HAEARB0974%, IhAe BT bR B AL 42007945,
TEABE AR EAEA 166824 Hoh OB i b
e A S 2k B (Caffe Latte) H03E A
i (Hirte) . HCEXURIM B (BEvil Twin). %
(Honeypot) 55 /NEHH:, 1l ghdle s A 4R NI
T FEAS, DRI A 8 T4 E N Bk A A T
RNNZF RSV T8, i oo A B A7 30
BE 7, AT LU RERNN 23 8 48 O 2 B i b 25 9t = iR
S A R 2R FAE A A R IS

M3, KAnT W, B R/NVENE, JIZR4EIE
RS EAE AR AR D, BRI RNNX T 1E bR

n_inputs = 20

n_neurons = 20

n_outputs = 4

basic_cell = tf.contrib.run.BasicRNNCell(num
units=n_ neurons)

HBAER TR A EEARRNN LT, #2014
outputs, states = tf.un.dynamic_rnn(basic_ cell, X,
dtype=t{.float32)

F AT B S OCHEAT S A T

logits = tfiayer&dense(st:)tesfn7011‘rputs.n:1me:
" softmax ")

xentropy = tf.nn.sparse_softmax_cross_
entropy_ with_logits(labels=y, logits=logits)
loss = tf.reduce_mean(xentropy)

HUSTIIME S B OHE 2 2%

optimizer = tf.train. AdamOptimizer(learning
rate=learning _rate)

training op = optimizer.minimize(loss)

#E Ay, IR AR/ TR E 5 H S 2
w2

sess.run(training_op.feed _dict={X: X_batch, y:
v_batch})

RN AT 11 25

4 PIERBRIAZ ORI

* 4 BOXNASITHIRNNS LTSI SRR E

B R (%) ARE%) FEE%) AR

E A 95.93 99.11 97.49 530785
W2 Bt 74.16 61.47 67.22 8097
LA Tk il 22.63 4.34 7.28 20079
FEABE = 99.80 99.99 99.90 16682

% 5 BOXNA2BTHRNNS TN L ERIRE

&5 RHE%) HRE%) FERER%) A%
IR 96.04 98.27 97.14 530785
Wz Bt 69.31 66.26 67.75 8097
P 15.95 6.40 9.14 20079
AL 99.63 99.99 99.81 16682
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Ths 0Tz B b 2 2 10 A R prid e, =
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R RC | i Tl B B N4 N e SO/ANO L e TN
PRI AR AT S . (ERFIR 5T, &5, 210
RNNZM A AT 300K AGER T FEFIIS H] 23 S0l S 553.7 s
M437.7 so A WSEBIEFEE 21, RNNZF2EES
REAE 7E I 5 I () S22 0D 1 IR I R 2 2R e ),
20 DA 0 T P 2 Bk b 28 U A A 1 1R 2
B, R HIE N2,
3.4 =AML
3.4.1 MEERTEMMIL

KR L2 M 4% (Long Short-Term Momery,
LSTM)MUE — Rk IRNNE AL, I X 5] % 1
RNN# 7, FZEAE T e SR s 73607,
S A AT (input gates). 1] (forget
gates) FlfrtH '] (output gates), WL T4/
oK BE G B T R B . ) 45 M A7 AE AT LAk
LSTM H yC A7 AR I B Ta) L 3R 1 R S0f5 8
LSTMHL.IC N &k an 57 .

e

N0 e TLRMUAR
M e JEE AN
== Jogistic Pk £
w— tanh PR AL

5 LSTM .G P HB 45 14

I 10 50 (Gate Recurrent Unit, GRU)!™
AL LS TMIR —Fp A2 44, GRU 1) 45 1) 5 24 ]
B, PR AN . GRUSSLSTM i3 A 17
AU TS ) — AT ] (update gates), it
T TR H 3 17T 2 s P 40 i &85 F Do A e i AN 114
A gk . B ] (reset gates) kg T 44
BN SRl iz g G, BT e T
HIHACAZIRAF B A N ) 20 (. W R
BN SO TWCE N0, A RIFRHERNNAEY

oAy B B i YU VR AR, 6 B S D (R I 1]
TR AT BEATA0AL o W28 S A A 3R X L T 326
Prse

KIS I AZ B TCR A I T ) S R A e T AR G A
128 00 265 IS (1) 248 52 PR B FEE 9 2 T il SBR[
BN SCfE B ORAE Bk, v T LSTM AL TR
HAT KIS 8] 1) 8 AH OC P RF R0 e 51045 JEL IR Ak 2 e
J1o W BRI AT A, LSTMAE By 2 50k w2,
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#+ 6 MEBTEMRMBRITEE
o0 2% BT 45 4] SV 9511 Rl )2 19 2o # BEAE S I (s) HERfI 2 (%)
RNN 1 20 0.001 429 649.81 95.01
GRU 1 20 0.001 286 681.05 95.19
LSTM 1 20 0.001 277 663.50 95.19
LSTM 2 20 0.001 141 526.65 95.21
LSTM 3 20 0.001 145 545.47 95.14
LSTM 2 10 0.001 186 454.61 95.06
LSTM 2 30 0.001 175 988.17 95.00
LSTM 2 10 0.010 64 165.58 95.22
LSTM 2 10 0.020 86 205.83 95.27
LSTM 2 10 0.005 53 129.61 95.07

BE J22 5 RO 104N, 22 21 30,005, fEAE IR
O3 FEASUERG R R R 2 T RCR 3T
3.4.2 BUEREIERE

T BB 28 (activation function) & 7E N T £
AP TC FIBAT R, ST AR A T IR N R
SN BBa H  o IOE RR ) AR F R PR A N 4% 1 AR
LR PEAEBLRE ) o B — PO BR A AT 5 B
R T I S TR B B T A Y A TR TR R
i LRI bR B 5 1E £ 1 .G (Recitified Linear
Unit, ReL U)K %L, sigmoid &%l tanhpf £ flsoft-
maxpA A . TEM SIS EnE L, R M%S
BALSTMM A TG, BRZE2)E, BRRE T A
104N, %2 #0.005. WIS K, ReLUIRTT T
e M HER %95.73%, H I (A 55K 767.84 s.
SEAGUE R e LU B0E A 00 T 50 2 L B ar
UGB
3.4.3 MUREWEH

T — MR G B I TR], HARZ AN
— R R AT IR B S5 A U A R S B, LI
tensorflow £ X 1IX — 77 K&t T SaverZs, FJH
tensorflow 1 (] Saver X T A% Y| 5 () AH DALY
ZHURAE Z checkpoints SCAFH . | FHrestore J7 vk ]
PURHRAF RIS, P i AR AT I, mlis
AR . AT BT R AR TR . R B
WL R S, AR AR EAT T 100058 127 ) Wl
R, KIEBSTIORNGIAAF B T BB R &5 L,
HER%1598.6699%, JLFERT1717.00 so AR (R
12)5, Ml Hrestore /7 V515 B FF 60 M A2 1647 Pt
HERRAKIRIL98.6699%, (HILHTAEDR I 18] 49.13 s,
KRRHE s TR AT R
4 IRBILER

ASSOM I AE PR (il S T H AT R p L o
MR HAT TN, I ) 19 21 45 R L KT 48

(KNN)SFERAG 1 5w MAER %£95.87%, FEIS
528.84 s, 1Ml AdaBoost 5L 2 Ak 87.43%,
FEWT66.97 so A RIS E @AM VLT (Naive
Bayes, NB). i & HL(Support Vector Ma-
chine, SVM). BE#L## (Random Forest Classi-
fier, RFC). #RIEM (Decesion Tree, DT). £ $¢
Tt (Gradient Boosting, GB), 43nl3k1F 1 92.49%
$195.14% 2 A ANSE R HERFI 3, FE 2 B[R] 155 158t MK
4.41 sBN6757.97 so HLLLETFRTH, ASCPTR
RNN-LSTM&:3K 13 T 98.6 7% [FIHEM %, I (1] K
1717.00 so fHAFHORAELF BB, INF[A) o] L4 Ji 31
10 sEAN, SR UF TGP 2 IR . 43 Ay
BORXT LWL T, K8PT7R.

R DAEBISII IR

HIES R MR (%) A (s)

KNN 95.87 528.84

SVM 94.92 6757.97

NB 92.49 4.41

RFC 93.27 7.93

DT 93.19 6.43
AdaBoost 87.43 66.97

GB 95.14 53.13
RNN-LSTM 98.67 1717.00
RNN-LSTM (& FH1iAk) 98.67 9.13

* 8 SHAMMRIIELE

SCHR Bk R (%) TR (s) R (4F)
SCHR[2] J48 96.26 568.92 2016
SCHR[5) Voting 96.32 390 2016
HR[6] SAE-+PRelu 98.67 / 2017
SCHR[T) RNN 81.29 11444 2017
A3 RNN-LSTM 98.67 9.13 2018
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5 Z5ig

3 TR 0 2% AWTD I 25 508 S FE AR AN Yy 1 Fip
T A RN B 200 ) 8, AU AR
T8 SR, & B I ZREE A I AR
REALCR, RTFBEERRSEREA L], A2
S RS Y S NG LSS TR Gl EZR G/ S SN
NS i) A, AN ) 23 SRS W A R B
Tl o I RE— AR IR LE P ZE 2540 0 pR
B AR, OSB3 SEBIA A 1R
Tff 22 R [ I 4 v 2 RS PAT RO . R AWIDMI
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