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Abstract: The secret key generation method based on random signal may leak part of the common randomness
information and reduce the achievable secret key rate when legal transmitter transmits random signal. In
response to this problem, the secret key generation method based on multi-stream random signal is proposed.
Firstly, the transmitter uses the channel reciprocity and uplink pilot to estimate the downlink channel, then the
transmitter transmits mutually independent signal on every antenna. The eavesdropper is difficult to estimate
all the random signals. It is difficult to estimate all the random signals for the eavesdropper, so the overlapping
signal received by every antenna is difficult to be obtained by the eavesdropper. However, the legal transmitter
is able to calculate the signal received by legal receiver by using the downlink channel estimated and the signal
transmitted. So, the overlapping signal on every legal antenna can be used to extract secret key as common
randomness. Also, the achievable secret key rate expression and the mutual information expression of common
randomness are derived, and the relationship between them and the secret key security is analyzed. At last, the
effectiveness of this method is verified by the simulation. The simulation results show that this method can
reduce the common randomness observed by the eavesdropper to raise the achievable secret key rate and secret

key security.
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