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Abstract: Coordinated Cross Plane Session Termination (CXPST) repeatedly implements Low rate Denial of
Service (LDoS) attacks on multiple target critical links, causing the cascading failure of the inter-domain
routing system and the collapse of the internet. In the early stages of an attack, accurately locating the critical
link under attack and carrying out targeted defense can prevent the occurrence of cascading failures. The
research on existing locating methods is mainly based on the single-source hypothesis, and does not consider the
impact of simultaneous failure of multiple target links on path withdrawal, so the locating accuracy is limited.
To solve the above problems, a locating method is proposed based on Weighted Statistical Fit Score (WSFS).
Using the target link selection strategy of cascading failure attack as inferring basis, scores are weighted by the
reciprocal of the length of the withdrawal paths. The simulation results based on the actual network topology
and vantage point location show that WSFS can improve the average accuracy rate by 5.45% compared with
the current optimal method. Experimental results prove that WSFS is more suitable for locating target failure

links in inter-domain routing system cascading failure than other locating methods.
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