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Application of SVM Machine Learning to Hardware Trojan
Detection Using Side-channel Analysis
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Abstract: Integrated Circuits (ICs) are suffering severer threats caused by Hardware Trojans (HTs), some of
which hide in routine operations by coercing firmware or hardware. Along with conventional side-channel
detection not always getting golden-chip, HT's become more difficult to detect. An improved Support Vector
Machine (SVM) machine learning frameworks for this is proposed using system-level side-channel analysis.
Cross validation experimental results on Field Programmable Gate Array (FPGA) show that in the condition of
golden-chip, supervised SVM achieves 85.8% test accuracy in average. After grouping, outlier-removing and
normalization, it rises by 4%. Even if golden-chip is out of hand, semi-supervised SVM has accuracy to judge
HTs existence, averaging in 52.9%-79.5% under different test modes. Comparing with existing researches, this
work verifies the efficiency of SVM for HT detection in instruction level, and points out the relationship
between diversified learning conditions with detection performance.
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