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Abstract: Firstly, a network Dynamic Threat Attribute Attack Graph (DT-AAG) analysis model is constructed
by using Attribute Attack Graph theory. On the basis of the comprehensive description of system vulnerability
and network service-induced threat transfer relationship, a threat transfer probability measurement algorithm is
designed in combination with Common Vulerability Scoring System (CVSS) vulnerability evaluation criteria
and Bayesian probability transfer method. Secondly, based on the model, a Dynamic Threat Attribute Attack
Graph generation Algorithm (DT-AAG-A) is designed by using the relationship between the threat and the
vulnerability as well as the service. What’s more, to solve the problem that threat transfer loop existing in the
generated attribute attack graph, the loop digestion mechanism is designed. Finally, the effectiveness of the

proposed model and algorithm is verified by experiments.
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