5 43 5 4 W BT 5 fF B % ik Vol. 43No. 4
202144 H Journal of Electronics & Information Technology Apr. 2021

ACEEBEEZNR S 54

AT HAETY AR
Ot FAEKE S BAXEFBEE5EFLEEERRE Bk 541004)
Otk THEKFE S BEBFE 5 824TERRE Mk 541004)

®

# ZE. ACEREFREHFME SIS TR 2R EIEEIEY —. ZEIEEA SR, WAz
Py EH T RIEZ RIS A, K2 e & 2R 2 0. 0 N PR RS, M T —ME IR
TR RAER, Fe4y tH— 0T DL A S PP 0 A D VR IR PR 7 B BE J1 7 0. BT ACESIASE RS i,
ZEZMIERITENHE TIWHMEACERE N Z e, 4R RE: ACEBMAAIELI2P IS IX 88, FEMEIEE 4K
FER2%0, WA AR N2 K12 MACEBE HigH, 748 448 N8 Byte. ML TACERERITHHSA KRS X
o, ZETIX A RIPEARE T 40

XHER: AU IXOraE: IRA AR AT ACEE

FESHES: TNIIS XHEFRIREG: A TEHS: 1009-5896(2021)04-0908-07
DOI: 10.11999/JEIT200234

Integral Cryptanalysis of ACE Encryption Algorithm

YE Tao®® WEI Yongzhuang®? LI Lingchen®
®(Guang:vi Key Laboratory of Wireless Wideband Communication and Signal Processing,
Guilin University of Electronic Technology, Guilin 541004, China)
®( Guangxi Key Laboratory of Cryptography and Information Security, Guilin University of
Electronic Technology, Guilin 541004, China)

Abstract: ACE as an authenticated encryption algorithm is selected as one of the round 2 candidates of the
lightweight crypto standardization process. Since its excellent design advantages, e.g. simple structure, high
performance in software and hardware, and suitable for constrained environments, the security of ACE is
received extensive attention. In this paper, the concept of word propagation trail is introduced, and an exact
model is constructed to describe the trail. A new automatic method for evaluating the security of word-based
cipher against the integral attack is also proposed by using this model. Moreover, based on the structure of
ACE, the security of ACE permutation is evaluated by using this new automatic method. More specifically, a
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complexity of about 2% chosen data, the time complexity of about 2*¢ 12-step ACE permutation operations,
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