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Abstract: In view of the problems of low attack detection rate and high false positive rate caused by poor
accuracy and robustness of the extracted traffic features in network traffic anomaly detection, a network traffic
anomaly detection method based on deep features learning is proposed, which is combined with Stacked
Denoising Autoencoders (SDA) and softmax. Firstly, a two-stage optimization algorithm is designed based on
particle swarm optimization algorithm to optimize the structure of SDA, the number of hidden layers and
nodes in each layer is optimized successively based on the traffic detection accuracy, and the optimal structure
of SDA in the search space is determined, improving the accuracy of traffic features extracted by SDA.
Secondly, the optimized SDA is trained by the mini-batch gradient descent algorithm, and the traffic features
with strong robustness are extracted by minimizing the difference between the reconstruction vector of the
corrupted data and the original input vector. Finally, softmax is trained by the extracted traffic features to
construct an anomaly detection classifier for detecting traffic attacks with high performance. The experimental
results show that the proposed method can adjust the structure of SDA based on the experimental data and its
classification tasks, extract traffic features with a higher accuracy and robustness, and detect traffic attacks

with high detection rate and low false positive rate.
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Acc (%) 86.29 86.52 86.58 92.68
DR (%) 92.85 96.10 94.75 96.80
Rec (%) 90.04 92.68 89.26 94.48
FPR (%) 4.96 3.38 3.51 2.72
Tix(m) 8.24 8.52 7.45 8.50
Tie(s) 0.18 0.18 0.18 0.18
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Normal Rec (%) 96.74 96.88 97.01 97.28
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FPR (%) 2.05 2.04 2.02 1.72
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R2L Rec (%) 58.23 60.99 58.34 60.23
FPR (%) 0.27 0.21 0.57 0.30
DR (%) 88.05 28.60 72.58 76.19
U2R Rec (%) 2.50 2.00 4.50 3.00
FPR (%) 0.01 0.03 0.01 0.01
Tix(m) 3.94 6.32 6.54 5.36
Tie(s) 0.20 0.40 0.41 0.26
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