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Abstract: In order to evaluate the security of Physical Unclonable Function (PUF), it is necessary to put
forward corresponding attack methods for different PUF structures. By studying the structure and working
mechanism of Flip-Flop based Arbiter Physical Unclonable Function (FF-APUF), an effective attack method
against FF-APUF is proposed based on Artificial Neural Network (ANN) in this paper. Firstly, according to
the circuit structure, the delay model of FF-APUF is established by using multidimensional array. Secondly, all
binary challenge bits are divided by two adjacent bits which are converted to a decimal, and then the
challenges are expressed as a row vector to extract the feature vector. Finally, based on the extracted feature
vectors, the attack model is constructed by ANN, and the optimal parameters are obtained by back
propagation algorithm. The experimental results show that the prediction accuracy of the proposed method is
higher than other three common machine learning methods under the same conditions. The attack advantage is
more obvious, especially when the number of Challenge Response Pairs (CRP) is less and the bit number of
challenges is large. For example, when the number of challenge bit is 128, and the number of CRPs is 100 and
500, the average attack prediction accuracy increased by 36.0% and 16.1% respectively. In addition, the
proposed method has good robustness and scalability, and the maximum difference of attack prediction rate

and reliability is only 0.32% under different noise.
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1 35IF

WIEEANT] 7 F% R 4 (Physical Unclonable Function,
PUF)E N —Fh o7 24 1R A 2 42 B, 38 4 3k
F il i o R R AT 8 G BN SCERERAE, TR AR A
B REAUE 0 DL R B B o e T R AE 2 A
T PUF# A B T30 A ik i 78 o
BEAL T 2%, BA s aEsigs s, Hik
G B &M EA T Z NS, gl
WE B P B SRR

PUF U5 W B [ A B v, AR 7= AR B
Jilue %2 %5 (Challenge Response Pairs, CRP) &g
ANF, W ASSPURMBRPUR KL . §5PUFH
5 PUF B CRP % 8] 5 WUl Az 053 70 & 2 5 0F 4
KX R, HTRPURE EMIEEH, fH%H
Z AN A] E  HAE FE A OGP, 5 2 RIS R M AL
(Support Vector Machine, SVM). 2% [1]IH(Logistic
Regression, LR). A T#£ /4% (Artificial Neural
Network, ANN)% £ Fifl #5 % >J (Machine Learning,
ML)EER Bl . Bolid R R NE R e E1E B
MECRP, (EAMES HARPUFEA JLFHF 1
B R AT P A Lim O3 H i Arbiter PUF
(APUF) & —Fr R (158 PUF, [R5 ASVM it
B, B iR el iA90% A F. RuhrmairZs A7
FHLRE X640 APUF#E AT Bk, FIH 6504
CRPE A IRTF =ik 95% T 2% . A4 s PUFL
Wik F1, ZMEETAPUFMIHIIT 5B PUF#AH 4%
2, WXOR APUFE. AJfic B AR T 2 PUFY,
BEJwPUFMY. iPUF(interpose PUF)M, £
# 5 F #$PUF (Multiplexer PUF, MPUF)!"ZAIFlip-
Flop APUF(FF-APUF)!¥4%,

PUFI X 5Bt 2 BAH e g R BIN, ITAER
TV 28 B AR 7 . Awano®E AR HY
BT Xavier WA AR e L U SO B 55100 FE #h 242 )
U, SAUTEESPUF (Double APUF, DAPUF)
() B PO 2R A A D742 H21.1%; - Santikellur?
TSI 35 15 B[] U X 48 (I CP AR R BR 5 i
Jih L N 641K 7-XOR APUF{Y 25001 CRP g ]
SEHLO0% I T 2 5 Shi% A MO HFEF ANN1 L
BT, XMPUF & HAZRcMPUFAMIrMPUFR
P 2 T O % 5114 96.8%;  ChatterjeeZf A7)
PRI LE A ER W vk, HiPUFIE LR
TN BE R, R 4 e S FNCR PR
AL MR EATPUF T ; Chakraborty %
N DS 5 A R P — S e 5% P i B R B o
Jiik, XTAPUF M XE BN R v 1594%, @471 (A
NG MUY S 71 /3. FR Ik gk xt

DAPUF, XOR PUF, MPUFAiPUF4 58 PUF ] %
MG R T E . SR, I FF-APUF
BA RIFMPHLEE = S Bdige /1, HECRPHE
B/ By B 3 TG v DA e TN 5k I e 8 3 AT
Mo %it, ASCE P UF B AL 10T 78 9 45
AFF-APUFZ M AL, R — PP T ANNFHIE 1)
ERNMFF-APUF Y 77 . @I B A 90 1k
FF-APUF/ECRP & /D W AR SR AFAE W Bt i mT
Re, FEXTERRMERI AT AT VRS .

2 IESEA

2.1 APUF#&8!

APUF &M mE LR, El1(a)2lm ETMW
AT IR £ I 2% (M UltipleXer, MUX) Al
D 2% 2H RS ) i 382 2 14 B AP UF AE I FLER o
MNE5T #id APUF fn 2 M 2 2E I 80 BIA fh 3
AR ON,  HH T e S R 3 e R O T A
NI T2, 55T kA im N\ i 56 5
FEANTR, 1A 2215 5 G i B 48 ) e 7= A2 A H il 7
e =0 (i=1, 2, -+, n), {55 FATiET LR $IT,
RZMAESEIE . E1(b)A H T 2BiZ APUF 4L
TG AAE ;55 T O FRH LI X6 87 1 S BN (2 A% % 98 I
RIS RE ST BT 53 BCPAT B AR HE R AR

APUFT HZ M RN R IR, nHAPUF4
Fey F S B % i HE e 2 AT 43 ) R X (1) AR (2)

An) =w'® (1)
1, A(n) =0
h= {O, A(n) <0 @

Hor, w 2 HSRIER H R ER M8, d5)R
URTAR R T R B R B R =, ] 43 3o e ak(3)
IR (4)

1
w :i[ét? - 5t}75t9 + 5@ + 5tg - 5@7 T 51&2_1
+ 04 400 — O, 0p0 + 5t;]T (3)

P = [#,(C),P,(C), -, P,(C),1]", &,(C)
:H(1—2ci), j=1,2,n (4)

2.2 ANNRIE

ANN DL 2% #0140 F RO B8 BE A, AN i
WEFAGEE R, BRERA R E LA
o EEFVZHENEIORERMANEE, R
2 K Ja — Z I A o AR K e i iR, BRI
TEERAL. I E I M IS OVBUE, ST
LM IEIZE. F2A3EZMamgrnER, H
i, X=[z,, x| NFIANER, W=[W,, Wi, Wi,
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(\II=\0 (\ZI=\1 ;=0 ¢,=1

P < — >

T = = = —» = ‘
J_ L — | |: ~—»D Q| r

o ™~ >

> li > < L <
= 21 2 —1 =
T } Jj
=0 =1 ;=0 c,=1

(a) nZt APUF4E I} HL %
N e e S
o =) L - 1 D L
;} A A s A *
i> Aty At 46t Q Aty | b At A6t
Tzt | T |
=1 e L =21 | KoY
c=0 c=0 c=1 c=1
(b) APUFEE TR H 70
B 1 APUFHL 458
N a2 it HCOLEAR(E SME, NS e T “17 MHiE,

Bl 2 3E P L

Wi, Way, W NHINZ 5 BEUZ 2 18] I BUE [7]
B, W=[W,, Wy, Wi N EGEUZ 5 H 2 2 T8 AL
B, MR CE i B A2 R 25 IS
IR KA I BT, R A A% 4%
AR N B BAE R Bh, DR . AR
W2 ISR R, PP o I RS Y T B
MR 7, KM &% 4% (Back Propagation, BP)
SEAWTSE T AUEA MBI, RS8R

3 FF-APUFKHAR

3.1 FF-APUFH JR&E#H

FF-APUF /=40 N [ HLEE 5 APUFARAL, 302
TE I T AR A B ZE R AR ME— R IR, R
n 2 QET B0 2 B ZE I FE B AT — AN ER RSl 2 23 2
R R 2 A R, 53T . KT BRI AT
LT, B — AR BT 44 Dk 28 F13AS ik
— IR . T RE—ADAK R, EAmCLR

i H ity 5 N MU X 0 3 A\ i A, A . MU X )
il 5 5 —AMUX I NI AE, 5 — A MUXK
i o 5 R — AN D i A8 0 BB A N i A

BN S START U D ZH 5% 1) 55 1 4% JiE Fef
BIGHIE BP NG 5l N, FER B B TR R 2 AT,
Dfit &k #& HCLEARE 518 “0” o Hk, UMDy
AAND R 25 H o o ) PR AE— A EHIR RS, @
LSS S H], 1ZE TEmAMUXEFH
H— R T . [, AR — G R RERT R
JCH A BZ WAL S S ECE, AT A AN
MIAE S %A e B — it . T L2 W2 A7
16, ZDfib R AMMUXF= A4 i i Z A H . -
TS L5 5 A S Hin— 1AL BT i & 2)IA
A B N o AR 2R AR AR R PR R I I A5
FEFHR BRI IR A R = A R R, 5
APUFA[E, bt et i) 24, FF-APUF
R AR SE I R AR i N U A 5 R 4G G A
(Uj‘jc()wcgn{, Dygcgn{NCo)o AT T 45— S A I 5
TG T b ZE B T ER U AS 5 56 A FR IR 4R 38 o 3]
ANFTEAAXIRIIL6F, A B MFF-APUF RIS B
yERIEmL G kit
3.2 FF-APUFIERTHEES

R R FER RS, S FR-APUF ) HL 2% 45 4 i 1k
R4, FHTERER B AR BRI I BUE RS L, s
11Hey(, 4y 1Ca(n i 1)=00 TVAITP 5y HIARFE LT H
PRACIT BT AE R, TS B LER ZAT R R N
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Cppp=1

%._.

C =0

& 4 fRifLIFF-APUF HLER 451

AT U _ D Zl - f (5 PARLSER . TSI,
=0 =0 E@Oﬁﬁ*l%ﬂ_\‘7 )H\UCE'D\ T,DEUJ\%'J%/T?"JEQ(G)*UEQ(?)
Hop, TURIT, 4 BN U D, 8 EAER . AT>0

1
i, RIITOTOK, SRR AL, K26 T =701 = e2) (1 = caiga) P
SRR, N EES, K135, ik 0 (1 e PP
R=sgn(AT). 411
45500 1 T PR L8 4 B 1 11 BT I S g P 301 = a1+ o) P
(a‘lp:Aa Ba Ca D7 Ea Fa G’ H)’ I)_I‘IJ,I;,UEZ’I;DN&E/‘]?%& 1 D
% B AR R RS, B R — e T + (I + )+ i) P (6)



2502 BoF 5 B B % W #4335
1 1
T :1(1 — ca(n—iy—1)(1 = ea(ni—1)) PP AT =1 (PYTe* + (PB)To"
1 C\T gC D\T 3D
Z(1+62(n7¢)71)(1—Cz(nﬂen)PiF +(PY)'@" + (PP) @)
1

1 _ = (PE)Td;E + (PF)T@F
Z(]‘ — C2(n—i)— 1)(1 +C2(n i— 1)) G 4 (G _— T
1 +(P*) @ —l—(P)SP) (8)
*y

(1+02(n i) — 1)(1+62(n i— 1))PH

Heh, & =[fo(C), f1(C),, fa1(C)], P =[PP,

(T P P alp=A, B,C, D, E, F, G, H. alp’y
A (5)—(7) i — 215 H B E Ry Li(COWIR R RN
A, fi(C) = (1 — c2:)(1 — c2i41)
B, fi(C) = (1 + c2i)(1 — c2i41)
C, fi(C) = (1 — c2i) (1 + c2i41)
D,fz(C) (1+021)(1+021+1) )
alp: Eafz(c) (1_62(71 i) — 1)(1_62(71 i— 1)) ’ Z:O’]-’.“,nil (9)
F, fi(C) = (1 + cotn—iy—1)(1 — co(n—i—1))
G fl(C) (1_0271 ) )(1+C2n i— 1))
H fz(C) (1+02(n i)— 1)(1+02(n i— 1))

3.3 FF-APUFKE /£

2.1 A 51, APUFR:H M 5K ERE 5 HIfE R
PRARAH — B E . A APUF S P 23060
A —REBhAS ], 7= A A [t o 2 AR 2R K

H3.17 %, 5APUFAE, FF-APUF&R—Z
R B SE IS 5 AR R R A 43 ) el A ST D

€ o RIS T P LR AR — AR,
AR NE R AR AR /N, R iy 4 SR e Tl . 24 1
F%%EALN$EMME%Aﬁ%mMIWANE
B RAPUFMIm S, IS FE N FFF-
AMEMKﬁﬁﬂzmﬁ$Ammo$Ihﬁﬁﬁ
m-FF-APUFI@E A B RA, HTm=4NFPGA
B/ NZ B G Slice [ R A FH i &, BRI R T PA
4-FF-APUF NI/ 4 2 071 - 1 @2 FF-APUF I
A,
3.3.1 $HEEZEZE
XFFAPUF, F:F ANNIH 3 A BB 205
AL R R AT & Cypyp=[ci, co, - BN
ANNMHINE F &, 28 E K F Al A A% 3% 50
KGR RN, R A BPE N CRPEHT I 45
AL TN . SR, 7RO R R RN 1)
i CprpuplE AL ) & A BEAE I HO S IR S N\ S %
HZ BB R . Rk, HR3E APUF LS 45 10
PRI RFAE 17) FE o 2 (3) FRAE i 28 X 4% 1 %
N . S TFFF-APUF, K 2n il x4
W& C=[cy, Cy, **, Con 2, Con_1)TENANNIIEHIA A
&, W HERI RN S5 2 R R
Bk, T EXNFF-APUFMHATHE M &2 T
SEAGAE I B U, ATD X6 B PR 755 57 AH 418 3 b 4 [R] He

5, B FF-APUF 36 W & CH AW AL 3t 1T
HEFEEA -3, A ] 2R K (10)
FrR AT A &
CS 20 X Con—9
(10)
ST E NS 2 AT O R, AR ¢ SHUE A
¥ ORI MER R N ECS
0, 0, 0],
0, 1, 0, 0] 1
0, 1, 0], $=2
0, 0, 1], =3
AN JE SRR E F) &N
CS = [Cng§7C2sv"'701§—l]

=[20 x co+2" x ¢1,2° x co+2" x ¢3, -,

+21 X CQn—l} = [Cgac§a"'aci—l]

)

[
C’ = [
' [

(12)

3.3.2 ANNIH#EE!

3(12) FI3(8) 9 P43 BIAE I ANNH AT
BANBUE &, WHEAERY In. EERE, BA
JE VN ) AT AR AL 58 2n ORI R s, 4E
Hhon. UL, FEANNHIEIE, HR(12)
PENANNEHZ N . RN, 50(8)
RUH ) & P4 Ry

P=[Py, Py, Py, 1] (13)
= [P PP RS, PP PR RE, RS PY| T,
1=0, 1,~-~,2n—10

a4 J2= K M Sigmoid S0 ek AL, IR HE 2 (8) —
R(13) M ANNIC BRI ESFT R . Ho, o =
S OsP, P=PA PP PO P o

a2 =3,
i=n
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5 3T ANNIFF-APUF B A

cS. P, P=[P"P" PY PP y=Sigmoid

)

Har—an)). AR AR, (CRFP-APUR
KO GCEG $E IR o M AT R o
o MR BRZ AT T o, B
ay A BICE T EER R B AT Btk
SR B M Sigmoid . 3 ANN 1 F6 8 7
7. I ANNIBP SR 7 01 25 25 07
BB, IR RE S SR S
T B 5 A E i M R E - AP U S5 h 0t
B3CF, AT BB SR IR R,

4 SHBHERSHR

S B P K FH B AR & N Intel i7-8700
HYPERLINK CPU@2.4 GHz, #MF& NHET
Python3.7.6 [\ 2% %~ S HE4E Tensorflow 1.13.1. %
T LIRS, R AT vk R 3 A e LML
AN AT W . SR AR, ARUEAFD 7V
Wi —E5 ELe N5 7 O MR RS N 3R, FF-APUF
R KRR S B RMNBIE 110 ARt ZEo N
LB A N(10,1), BTt sk 5 HoApthoxd b i34
SR FHAH [R] e A5 (R 11 254 (80% ) AR (20%)

4.1 BUETUNZER

NEGAIE AT HR BT T ik A B, AR SRR A
LR, SVMAHI & 4k 2 VM- (Gaussian Naive
Bayes, GNB)&Hi£ 5 A%t APUFFIFF-APUF 3T 2
B . LRAEFIE AT LM, SVMAT T il
YL PEATT 43 i) FRAR A R, 1 GNB S 26 £l 45
H S ANMREE AR R 58 T, A EE— 2R PR R B
RBATRCREE & REUWHME, EM4HSVME
TR KA IR RS UL R B, R
] B 2 B IE ML S H0 A 5 VS RE . 25 AR 2
B YIRS DL R I 2 a), Szabth SVME
IRIE R AR RIAH TANNK EERF S
B SHOERIE . Hd, RILERMIER A Adam

1 ANN$FESHRIER

IR AAUE BEHLIE S 23 A
LA GEeR IR F
AL AdamB{RMSProp
PR AN TT IR
1Nk L2
it JE O R A Sigmoid

FIRMSProp@ fi, HRIEFEHECRPEE 1A R kik
PR HIA Ak 2% DL B B HE T 2R

F2FNF 3 T LA T BT R 5 15 H A3 F T L
T3 B AR, DL R B TN R (B T
tb. H#2m %1, X TAPUFMFF-APUFM &5, &
ST B O R v T H A s, TR
H I CRPAN R D L B . Bk =S, X F
BRI BN 128 IFF-APUF, {4 CRPIANEH
1000, LR, SVMAIGNB /)T s Fi g R 2 /N T+
60%, BEUTBENLIEAEMES0%, 1 FT 4 7 92 () T 2=
IE78.8%; MCRP/MNECHS001), 3Ff Lk 7721
Yeeh TN 235 /N F-80%, 1M AT J7 25 1 TR0 2R s
89.2%. T EULHIMIE, HJCRPHEK LI T Xt
Eb 7 5 B B T R 2451 100%, R4 7
BRI G BIFAHE . BRI, X TFF-
APUFZECRPAMECN100, s £ 5132, 64,
1280F, AH LE X Lb 75 v~ 4 T 2R 43 Sl 42 7+ 7.7 %,
10.2%H136.0%; M 24 CRPANECA5000), Py
TR 42 T16.5%, 11.5%HM116.1%. 4, FF-
APUF [P B0 %, 35 X T 2 42 7t L 3]
FREH . 22 L, BT EREEROR B B A .
4.2 &M

bR, PUFHEK S 2 2GR g .
JE AR Ak S5 0 75 TR R S o DA AR L g 7 A 8
PUF, [A 58 AT 82 5 VR P s 1 fg, EPUF
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* 2 BEHERTME%)

CRPA¥ B APUE ‘ mArE ‘
LR SVM GNB AL T5 LR SVM GNB AT

32 81.7 83.7 82.7 90.1 77.3 76.0 73.6 81.4

100 64 7.7 74.6 78.6 80.3 66.4 77.0 75.7 80.1

128 74.0 70.3 73.3 76.1 59.6 57.3 57.0 78.8

32 94.0 95.5 87.0 97.1 93.1 92.4 87.4 96.8

500 64 93.7 92.4 84.6 96.2 88.3 87.1 82.4 95.7

128 85.5 85.5 80.9 89.6 79.9 76.8 74.1 89.2

32 97.5 97.9 92.2 99.5 97.0 97.3 90.2 99.0

1000 64 95.8 95.1 89.9 97.5 94.3 93.1 86.9 95.5

128 93.4 91.7 86.2 93.5 89.2 87.1 81.5 91.5

32 98.7 98.4 93.4 99.3 98.3 98.4 92.1 99.5

2000 64 97.8 97.1 92.8 98.8 96.7 96.8 90.3 97.8

128 95.4 95.4 89.4 97.0 94.2 93.2 85.8 96.5

32 99.4 99.2 95.6 99.7 99.0 99.2 95.5 99.6

5000 64 99.0 98.8 93.4 99.2 98.5 98.5 94.1 98.9

128 98.2 98.2 92.5 98.7 97.7 97.1 90.7 97.9

32 99.7 99.4 96.7 99.9 99.4 99.4 94.7 99.7

10000 64 99.3 99.1 95.8 99.6 99.2 99.2 94.4 99.6

128 99.0 98.9 95.2 99.4 98.6 98.7 94.0 99.0

*® 3 PR AR E 5 A TN R IR FHEL B (%)

—— R APUF FF-APUF
LR SVM GNB STERE LR SVM GNB A

32 10.3 7.6 8.9 9.0 5.3 7.1 10.6 7.7

100 64 3.3 7.6 2.2 4.4 20.6 4.0 5.8 10.2
128 2.8 8.3 3.8 5.0 32.2 37.5 38.2 36.0

32 3.3 1.7 11.6 5.5 4.0 4.8 10.8 6.5

500 64 2.7 4.1 13.7 6.8 8.4 9.9 16.1 115
128 48 48 10.8 6.8 11.6 16.1 20.4 16.1

32 2.1 1.6 7.9 3.9 2.1 1.7 9.8 4.5

1000 64 1.8 2.5 8.5 4.3 1.3 2.6 9.9 4.6
128 0.1 2.0 8.5 3.5 2.6 5.1 12.3 6.6

32 0.6 0.9 6.3 2.6 1.2 1.1 8.0 3.5

2000 64 1.0 1.8 6.5 3.1 1.1 1.0 8.3 3.5
128 1.7 1.7 8.5 4.0 2.4 3.5 125 6.2

32 0.3 0.5 4.3 1.7 0.6 0.4 4.3 1.8

5000 64 0.2 0.4 6.2 2.3 0.4 0.4 5.1 2.0
128 0.5 0.5 6.7 2.6 0.2 0.8 7.9 3.0

32 0.2 0.5 3.3 13 0.3 0.3 5.3 2.0

10000 64 0.3 0.5 4.0 1.6 0.4 0.4 5.5 2.1
128 0.4 0.5 4.4 1.8 0.4 0.3 5.3 2.0

RERS e 5] NIIE N0 FREZE N 0 o150 T i HT 20 A1 MR A 0 A N (o), HUSE I 250 5 e 75 A B
HIBE S . BT FF-APUF &R 5% BAS I AE I 2 H R B AL, MFF-APUF & 875 () 2E i 24Uk I (E e,
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FRiEZE N o +0 01 IR BT AT N (1, 0+00i50) o
I, IS W B AN [F S R a=0 560/ o R IIE
P JT EEAEAN [ M 75 IR0 B

PRABE 0 AT FE 4 9 B IO AR 1 e KA, RP
W S IR N AT PUF B B0 Wl 2 A 2@ i PUF i
o e 87 (A RT SR . B TN e T T S, Ui
Wi 7B g 75 g J kg . 445 T FF-APUF
TEAN[FBRN S BRI 75 2R B0, A HE e 2 () m] A
TR 2R ) Gt Fds . R ETA Soit EdE Y 2 s 10

UL FIE, B CRPAN 4100000
HHERA T, B 7 iR AE AN [A) M 75 R BRI U Ao £k
N RTINS AT SR AR T . a=0
TR A, WIS PUFR AT SEM N100%, HAE
AH TRV Bl A5 £ 26 F T Mo T 2 d i o dZ A HE K
i, FF-APUF [ a] S pE A0 [ 25 /N . seak,
P G v Ed A ] S S T 26 2 22 I A E A AR v
ZHN0.32%F10.35% . Bk, AT hiERE R
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