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Abstract: The power-analysis countermeasure for Elliptic Curve Cryptographic (ECC) chips endures large area,
power consumption and performance degradation. In this paper, the difference in the probability distribution of
the intermediate data Hamming distance is analyzed when the key guess is correct and incorrect in the point
multiplication of ECC. A power compensation method based on dynamic Hamming distance control is
proposed, which uses the simulated annealing algorithm offline to find the optimal mapping matrix. Finally, a
mapping compensation model of equal probability on the elliptic curve cryptographic hardware is formed, which
greatly reduces the correlation between intermediate data and power consumption. At the same time, a low-
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process, the area of protected ECC128 is only increased by 22.8%. Experiments and tests are carried out on the
Sakura-G board. The power overhead is 18.8%, and the number of minimum leakage traces is greater than 104,
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ANEPERE I e R, R B R AR, NS
B E R R R WA (7), HAPHW(X)FRRXEI
BE 8, inputl NEAIEFopHIn]ZHIN, input2
AN, WE P 81 f(x) 5. 3 (7)H X inputl
B ] g BUE T DL 4 & BIHD Br A vl Be BUE 4R
Ao e R AR SR B AR S, M HD K fFinput 1E}
A REANAFAE R R AL, DRI 7 X opia B AT 4347
HEMARNCHEE B SMARRER. HTREAR,
Plop WIME N GIBEAT 3 A B, HAR S ILA B BCR

HD = HW(inputl @ op(inputl, input2))  (7)

RS, ks AT S8R N /g s
i, HinputlNA, input2 AP, MiEEEH A iTHH
a5 RKELX N =ai-pi+cici(a Dpi),
5;i=0a; DP; Dcim1, HHa,pi,ci, sk IKAFINA,
P, HAICRISE RS, W ZF A7 28 I BE &
WA N5 W el X T AR A R BE
Ti=8®a;=pi®ci1. HHMRENXTH, 4
pi=0}, ci=a;-cio1; Hpi= 1, ci=aitci1, H
BERMFAP R . Hh Zpici,cim1 73 58000
LU R [ asPEAT R, B, TBiadE NfT, clfl
SR —E. AFIEE, %a=0, Ibsh, ZHEMER
ANELE D, ciy cio 1 R0TOFITO L AR L, B4 I B R L
BHERRRIANEEAL AWML (8). Ha=0H
Tit1 ® pis1 ® pi=11F, state=1, BIJE L&A
i, FE4FTP BUEMIEN T, 2 AR N0, =2k
NS BE, BT BE MR R B
PIIASEE R, REBIM M E e NI EE B RS, B
ri=1,i<e, Bx;=0,i>ec, FI NS Rstate
N1, Hz; =00, {fifGp; =0, X H Tz=00,
v —E N0, BIP=P. X, BT L& oHrx 5E
T thatE e, 538w RIER W (9). HEb
120 B B B0 00 4 it AR B 4 HL B (Swiit-

*® 4 HeHEESHNGEESR

Pi i Ci—1 a; aj
0 0 0 0 0
0 0 0 1 0
0 0 1 0 0
0 1 1 1 1
0 1 0 X
1 0 0 0 0
1 1 0 1 1
1 1 1 0 0
0 1 1 1 0
1 0 1 - X

ching Circuit, SC)WEBHR, H T =0, P&
Hpr =1, May =co@pr =101 =cro
state =c; - ¢;—1 - Pi + Ci - Cim1 " i
=¢;(Ti'pi + i Pi) Di + & (i Di + Ty - Pi) pi
=Z; - (c; ® pi)
=Z; - (Tit1 D pit1 ® i) (8)
8 =Ci Cio1-DPi+ ¢ Co1-Pi=C¢(piPciz1)
=Gt Ty (9)
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1D HW T T N 0 tl £2 t3 t4
2Am°dP|4AmOdP mlvl ml2 mil3 7754 —\_—I__\__l _l
(24y+2)mod P m21 m22 _m23 m24 clock—
g III mnl mn2 mn3 mnd D 1_—C>—C C:>_C:>—C
bed 451 [ Ql
] e L ¢ - :
l t_ # M _out D2 X3>__@>_ X3
s PM _cnt g Q2 X1 X2 X3
Zﬁépﬁf\ziD_c:t ..... M_out M(X1¥<M(X2 @
_cn
R oprJlorJoprf[or)[or]oP A_out <H
"""""""""""""""""" vovoy X Ou*t \ A(M(X1)) A(M(X2))

(a) FMEHEESEFE

() FME DB AR S ) s i e )

6 *hs L BR B RE AT SE LS I a2 4R

WG AE T BH BE B9 e 2 Wi LA I B B B 3fe LUAH L[ EE
BT 6T HMEAE FE M 4T AR M ECC HLE,
HAr % n/3, BT O T RAAE, HAMER &
I EE B NT.02x (n/3), RIZECCH E B i
IOP HL#% FH8%Hn /3 bit ML A4 Ak o

L b[RIE, kM U S ORUE = AR TUR DIFE S &
FEL I 7 A7 2 IO RR L E — I Bh R I R & 4, N
W PR, 7EF B S SRS E R A AR AR
i R B 2 JE AN — R AR AT AT
A E W aE6(b) s, D1, QUAFHEE S i
BHMFAHRRMASHE, D2, QNN F 74
N SR H, M out M’ AR FEBLES 5 N,
A _out NINvE#RHAN . FTLUEH, QLIENE: N
LA SR R ZE AR 28630 2] 2 1), 3 B
BR . FME AN AE 32 AR 1 B A RN T —
P ak I TIRERT, 5 SR IR AR A Ll LI ) S B A
N, AT RBEEANTE, X3 S I ECCOTT 58 (R A
A, HERIEREASSZ R o
5 SCIREHER T

fECMOS 40nm L2 F AT M-S, By ar
S P LS T AR 29 1) 090.281 mm2F10.345 mm?, T
U IN22.8%, REEEEISIER fREF3.21 ns A, Fb
PE IR R S R 5 SR ITHEL, XTECCHITT
S REAS PR A AT A A

SEIG PASakura-GH KRN &, HESELE
FPGA (Xilinx Spartan-6)sZHl, WET7HR. 435

7 3T Sakura-GH KR 2 AT &

DL H B A B P EC CHL S it R34 CP A%y
Mr, HAFEEBELHI128MECC IR, i1
ECCHLE{§ 42851 FF, 19687MNLUTH G, ke
0.12W, HEECCHEKMLL, ¥ T 19.9%FF,
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A B A TE P Coi AT B SC 5 I SN
DL i et th 9 5600E,  f FHPicoScope 3403D 7%
AT INFE G R, TRIEA L 5 KR IR 2
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1000/ 5 SURSE DN FERT 8, AN DhFE#h £ 61571500
AKAE R KRBT, KA DFRER 229100055 (11
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ZEA T (mm?/kGates) KGR FEAT LI (ns) FPGA LUTs/FFs FPGA TjFE(W)
747 i 0.281/293.4 3.21 15851/3574 0.101
DIEalE] 0.345/360.3 3.21 19687/4285 0.120
BRI E 4t +22.8% 0 +24.2%/+19.9% +18.8%
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