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Abstract: For the selective forwarding attack behavior generated by malicious nodes in wireless sensor
networks, an efficient detection method is proposed. The simplified cloud model is introduced into the trust
evaluation model, and the improved K/N voting algorithm is used to obtain the trust value of the target node.
Then, the trust value of the target node is compared with the trust threshold to identify the attack node. The
simulation results show that when the trust threshold is 0.8 and after 5 time periods, the proposed method can

effectively detect the selective forwarding attack nodes, and it has high detection rate and low fault rate.
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