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Abstract: In recent years, searchable encryption technology and fine-grained access control attribute encryption
is widely used in cloud storage environment. Considering that the existing searchable attribute-based
encryption schemes have some flaws: It only support single-keyword search without attribute revocation. The
single-keyword search may result in the waste of computing and broadband resources due to the partial
retrieval from search results. A verifiable multi-keyword search encryption scheme that supports revocation of
attributes is proposed. The scheme allows users to detect the correctness of cloud server search results while
supporting the revocation of user attributes in a fine-grained access control structure without updating the key
or re-encrypting the ciphertext during revocation stage. The aforementioned scheme is proved by the
deterministic linearity hypothesis, and the relevant analysis results indicate that it can resist the attacks of

keyword selection and the privacy of keywords in the random oracle model with high computational efficiency
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and storage effectiveness.

Key words: Searchable encryption; Attribute revocation; Multi-keyword search; Provable security

1 5§

AR HE P AT SR AR AT ] 1 —FoET
MATERAR . N E AR, 200 PSS
L ARG #2108 NRIREE AR . £
Py ABEVT BT R G, A7 B 1 22 AR

Wk H#A: 2018-03-14; eEIEHA: 2018-08-21: I HfR: 2018-08-31
HEEEE: TAEF wxjdyb@163.com

HEWH: ERARBETEIS(61303223), EXAREIEILS
(61572019)

Foundation Items: The National Natural Science Youth Founda-
tion of China (61303223), The National Natural Science Founda-
tion of China (61572019)

FEAEIL SR AW SR b AT e, Kb
W RO S s 3L N K AP e = I 5%
a b SRR N B Bl SR R B R R 4R
AN o TR ZINE SR ZOREA B A
T SCAEIINRE ST, AN B ) 2 e VE RIS AL
BEIRIE. Blan2E L R R A AESRIUK SR, =
Hi 55 45 R [0 55 S B R A R O R G5 2R o AE SRR
MRS+, ZT R A 8 20 s SR
JEVEAREE . EYER ., PR A R, wTiEid s
N JE PERIE AL R AR SRR (07 Rl B
20004F, SongE NN T i thge /7 im Ak R
BRSSO I L, ORE X AR B A 2 Al R


http://radars.ie.ac.cn/CN/10.11999/JEIT180237

54 B 7 5

o

=]

2 %

A1 %

A TR SRS MR AR . %5 R
K A SO N3 il — R A IR %50, R R
BOCHEAMGE TR 5| T T R B H, AR ATE
T HA RN ECT . 20044F, BonehZ NPgE LT
NART RN IS, SR LR T R AR
BAT N B EAE X IS, T E R
20064F, CurtmolaZf NPERF R ARSI HAREH T
BRI AR R T R, 20144, X% NN
TSI B 0 3 SR A S R AR A ]
R TETHEHRA T HRNE TR, HHELE
BRI 2 . 20174E, Yang®5 NPT —
Tl 704 1) S FR e B D B v 1 R A IE B2 AL T B A m
IR [FE, Qiush NHEH T BRum 5w (1 o< i
M ERTE, HZH R MR — A~
PAEBI . N T R D R A 2 BB 1) S
P, SRVFR P AE— KA R SR PR 2 AN A Y
AR Ny RO AR

TESEBRIREE R, P8 R AW AR, R
FER A3 B R HEVE P AR AR B S A 2R RN A 2
PTE R, GG EtEE, 15 = P8 % S %
SPEREEAS BRI, 20164E, TP ANRgiE T
HAWARE BRI BIEINE T E, RN
HAMRINEE. Sune AR FARER s H A4
it 7 B AT IR A S B R 1 R LSRR R e R
TR, HEZHEITEIFEER. ME, MRS
NPT SRR R AT s R I R, %
R ARG B MR I 7 S A

AL FEBETTERA G S W R (1) RV Pk
172 KBRS SCEW,; (2)4 A5 TR KM )E
PRI R T ARG T AT IR I R N &,
P T RIS UERE . (3) IR B S Th e
B R, EEXPHERMBEE, RNRERH %
BARR GG %S0 (4) 3 T seBr S dn 48 105 L St 3%
B, A5 RAES RN s PR ATAT I k.

2 ERENR

2.1 WekiEEE

EX 1(MEMITEE)Y: 2 GG EMA
NEMpHRIEIEHHE . WFRB e : Gy x Gy —
GrA— N IZ 5, WG e /2 LLT P -
()RR 6TV € Go, g1 € GiFlVa, b e Z,, Wi/E
ke (9", 97) = e(g0, 1) QARRINE: 399 € Go,
g1 € Gl ’ @%E';e(go,gl) 751; (3)ﬂ1‘|’ﬁ‘l& Xﬂ-
Vg() € Go, g € Gy, ﬁ?’fﬁﬁe(go, 91) E‘Jﬁ?ﬂ(ﬁ&o
WHRGy = Gy, BRI, BNXARHZAEX PRI
2.2 ijc)y

Yy iR T oRARIE, B R — AN T AR

K —NBAETT (kyynum,) , H Ak, £ B {E H
0 < k, < num,, num, FREF RN Yk, =1
i, BE2 “OR” , Hk, = num, B, BE]Z
“AND” . J7ET#iAE LW F ek K¥par-
ent(z) IR [FI Sz BT ms X5 AR T WA
R B A1 Enum, % 5, index(z) IR [7] 75 51
T att(z) IR [\ 5 75 iz AH IS JE PEE -
2.3 FpEH=EL

Shamir’sFh % 3= 77 g — M Fh Hn 2
55 IR sH 775, v DIMIE — MR IR 2
WP e Flz], HEHINP0) =5, HiMS5H
HEMESH(, P(), RBEEt+1INMS5EN
LZ A EP(x), P(21), -+, P(zy) Ji, T Lagrange
A AT LU 36 S B B s, P(0) = D A,

Plx;), N = H#imj/(xj — ) o
2.4 HXEMERIK

EX 2(F|EM LM (decisional linear) &
&) R S HERE DA R B G,
PRARE 1L E g, b f, Q€ Gy, FENLIEFEr,me Z,.
(R Z N RS TFAp L IS E] (g, A, f, f 1, g7) JE,
A0 Go IIBENL G R QRIAT™ € Gy It B X Apr
BUDLIA R e, HEX Q)KL WA E X3:

[Pelagn .00 gm0 =1]
~Prld(gh g Q=12

EX 3 WUREA 2 W 8] 5T BLA T 200
HIPLFAAF DL AR, MIFRDLAR B2 P AE 1 o

3 AREEBEMRERL

KX FELAEANS 5, BIEMEE(DO).
AL E (DU) . = RESHAEHE (CSP) B3 &
H(TPA). RO (AC). U IRHE AR S22 (RPS).
DO EHE A% B CSP 2 B4 SCAFAEREAT I 9 4R
FRAE 4, IR A O EIA R 5] s RS CSP A 3t
LG R % RAUMDUR R H & J& M
1145 CSP LUK B 1G5k RPSA U THdH iz
B, EAAS TP AR R 45 R 1 EH
PEo BN HASC RN RSB,

NARUE N SO SEREE R M, — A 24
{0 ] 48 2RI 5 Db A AR AIE S B 1] [ R P R g 38 o
SRR A . BUERIER S SCR[15].

4 FHREE
4.1 FREFWENT

Setup(1'): ZHIEMANLESHI, Ept—1

R, Go, G p HIEIREE, g, h 0 3N



14

P HESE: SCRPIR VRS IO RTI0AE 2 SR 1 2 E T &R 55

K1 ARG

Go, iR TG. e: Gy x G — G EKam— R
PEWST . H Z; F TR Ros R G R RS T R
Y. ACHSEAEZ EoNIE M € SEEHLER — 1t
Frivn 2 mi P, ik, Hy:{0,1}* — Gy, Hy: {0,
1} — Z5 F& WA Dk S IS A bR 2, BE AL B
a,bc€ 7,5, go€ Gy, TH g% g% g% WG, HIE
RE RS ~ILZHpk, FHEEEHEHmskW
X(2):

pk = (g,h, 90, 9% 9", 9°) »

msk = (a, b, ¢, { Pi}ics) 2)

KeyGen(T,msk,pk): ZHEERA T W R T,
FEPAmsk, RGNS Hpk. ACHV AR T
AT R B — AN Nd, 2 Tg,, Hh
d WAE N BAE L, Bld, =k, — 1. MARTT sirdF
16, % q(0) = ac, BEALLEEF AR K d A SHE R
FEE WA ¢ I E . 1T HARR T fiz, £ ¢,(0) =
pavent (o) (index (), 38 I AL I2E BT A 1) d, A 5
Bk 578 i 2 Wl g, i 5E « & &AM 175 &
r € (PRRM T A )M 2 T 72 e,
WEENLIE ¥t € Zy o A2 T 95 g BLJ& ki =
att(z) & A 4858 P(0), #HD, ik AH P
ur IR S HP (w) « BEHLESEY € Z7, 1 5g"
L DU ALY Nsk,, = (T, {(D,, D), D)V x
€eT}):

D, = g% H (att(z)) "

D/.’L’ = ht (3)
Z)Nz e D/zpi(“k) — ht'Pi(“Ic)

I BB E DO M A FAEH XA (pky, sko) =(g", 1) -

Enc(pk, W, D, sk, S) : #3520 % 1) SO 4
D = (dy, dy, -+, dy) Je AR XF B f) B fy 21D = (idy,

idy, -+, id,) (p & 7~ ST B9 A o) A1 5 Bl 4R &
W= {wy, wa, -+, wy, } (m 7~ KB ] 45 & 5 B 1]
FINEL) . DO X IR BB k(5% 8 25 18] R ALk ¢
k)ﬂﬂ%D?%iu%i%C: Ean(D), C= (017 C2y "y
) o BENLIESEr, e Z;, NIEd LR S
I; = (Eo, By, {Ei}ics, {Ej}jepm)

Ey=h, By = h", E; = Hy(i)"

Ej — ga(ﬁ-&-rz)gb‘rsz(wj)y (1 <j< m) (4)
FAh, DORREA XA &(j € [1,p]) 4 K% 4

v

sig; = <H1(idi)gOHz<qJ) , Horidy RO SR )
%o WIEDO L% X CT = (I, C) F1 2% %sig =
{sig siga, -,sig, } BICSP . (1= (I, B oo, L} ) -

Trap( W, sky,, pk) : 2 D U Xf K 8 i 5 &
W ={w',w,, - wi} (tF DU ) K 8 i 14
HOBATH R M, FENLIES s € 70, THE W)
Mall. fJaDUK A ( Ty, T)KIEACSP. SHikik

AT Ty = <tok1,tok2, {D,.00. 1) T) :
TE

t

toky = [ [ (g“g”HZ“‘"f))S,

j=1
Dz = D; = <g!11(0)Hl(att(x))t']’fw))5
D/ — D% — pts D//) — D = htsP,(uk)

ProxyRekey (msk, {RL;}ica): S ACHUEH
H— BN, NRGE AR e QR LAHNK
Nt I PR RL, = {u, ), wio, -, i }o H
T2 0 BB e, DR IR ) A i 1 X 7 F
AP R ER NG YEE RS EDNT
i, %ﬁ*ﬂlﬁﬁﬂ(x, Pi(m))quLii/E\?ﬁﬁti/l\ﬂa)ﬂ: H
R PR EES . ACKITE H A
Flu; € RLA R Pi(u) B - BeJa, BT
% HPRK = {Vi € &,Vu; € RL; : (u;, P(w))} 7 K
1%RPS.

Convert (PRK, { E;}ics, ug) : S35 N AQHE
HHEAPRK, MO =M Pl u. RPS
, o e s Z i Pi(u;)
A TG I N5 R, = B o 7
Sby RPSTREWH A = [, /(0 — w) ik

BELACSP. HorhN, = up/ (ug — ui)-HJ_ L (= w)
(V wi, uj € RL;, up & RLy)o

Search(pk, S, Ty, T,CT) : JULFID UM # &
KRG, CSPHLKIMSERWET, e AT
LR #RAE, S0 H L .




56 B 5 fF B ¥ M HAE

(1)3E L — /> i# H & % DecryptNode(CT, MEER RGES: HRRE CH SEHENLIE R, b,
Ty, ), ZEIFEWMNELCT, BT Ty M7 K, ce Zy, feZy, MIaIERH A, {0,
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