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Abstract: Synchronization of Tree Parity Machines (TPM) by mutual learning can be used to achieve
key exchange schemes. The security of the scheme depends on the structure parameters of TPM. In order
to obtain the parameters that make the key exchange scheme more secure and less computation, a key
exchange optimization scheme based on TPM is proposed. Firstly, the learning rules of vectorization are
defined to improve the efficiency of synchronization of TPM. Secondly, the cooperating attack algorithm
for synchronization of TPM is improved to make it adaptive to the change of parameters. Finally, the
efficiency and security of the scheme are tested by simulation experiment. The simulation results show that
the vectorization of TPM can reduce the synchronization time by about 90%, which does not reduce the
number of steps required for synchronization and affect the security. Among the parameters that can be used to
generate 512 bit fixed length key, the probability of (14, 14, 2) being attacked by cooperating attack is 0%, and
the synchronization time is less. Therefore, the proposed key exchange optimization scheme is secure and

efficient.
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(4,43, 2) 179.083 0.0606 17.4 51.9 (9, 19, 3) 1218.468 0.6346 - -
(4, 43, 3) 456.675 0.6967 7.1 28.4 (10, 26, 1) 78.488 0.0600 6.8 74.4
(4, 32, 4) 870.972 0.3276 3.9 19.8 (10, 18, 2) 359.298 0.3080 0 0.2
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