5 437 55 6 ] BT 5 fF B % ik Vol. 43No. 6
20214E6 H Journal of Electronics & Information Technology Jun. 2021

ETSHERSNSRSETN T =R B A LR

EMEY FRES R F A
VEamMRF R F ISR BN 325035)
D(Fk R et TRER Tk 315211)

8 FE: WM (LoT) MR Pk 2 BT NI SOR R 8 L, (HAE 52 B2 vt I I 5 22 4 il i
TR URSZ BRI 3R G A AL ERAIAE A 1 22 4 T OB FE 3 o S8 I X A AN 1] 5 B R 450 (P UTF) FA:
RS & L ZMZEMTETS, R — Pk T UL B 1 s S BT e B R BOR AR B T R TR E R
JH 8 B 35 UUR (ESD) 7 sUAE SR i BRI BRI AR R, 4 & sl B be B R 1 45 Pd-SnOy U UL 1k 28
HCRAEPA-SnO, UL A AEA [ ASAIRFE - FRSEIR L . A Fl T S5 e T ke FR R Ak Fg o S . 4% U 0 P
HUBELME 2 17 P B 10 LU SO [ AR SR S B e B PR PR, BT = 2E 2 A AR S PUF S s e J5 Xt T i iFPUF R A:
W AT P4 . SRIR A R, ZPUFR AR MBENLIENI7.03% . A HEMR97.85%  ME—1E N
49.04%, RV S Tk 22 4 4k o

KR WA F PR A ABUL RS WA R R B ARG I 22 A

PESES: TNI19; TP212 SEFRIRAG: A TEMHS: 1009-5896(2021)06-1596-07
DOL: 10.11999/JEIT201104

High Steady-state Physical Unclonable Function
Generator Based on Gas Sensors

WANG Pengjun®? LI Lewei® ZHENG Yangong®? LI Gang®

O

2

College of Electrical and Electronic Engineering, Wenzhou University, Wenzhou 325035, China)
Faculty of Electrical Engineering and Computer Science, Ningbo University, Ningbo 315211, China)

Abstract: As a strategic emerging industry, the Internet of Things (IoT) has become a national development
focus, but it also faces various security threats in practical applications. Ensuring the security of data
transmission, processing and storage of resource-constrained IoT systems has become a research hotspot. In this
paper, a high steady-state Physical Unclonable Function(PUF) generator scheme is proposed by studying PUF
and the deviation of the sensor preparation process. Firstly, the Electrostatic Spray Deposition (ESD) is used to
generate nanofibers with high specific surface area characteristics and high-temperature calcination technology
is combined to prepare Pd-SnO, gas sensors. Secondly, the response data of gas sensors to formaldehyde gas is
collected under different gas concentration, ambient temperature and heating voltage conditions. Then, a
random resistance multi-bit balance algorithm is used to compare the response data of different clusters of gas
sensors and then multiple high steady-state PUF data is generated. Finally, the safety and reliability of the
designed PUF generator are evaluated. Experimental results show that the randomness of the PUF generator is
97.03%, the reliability is 97.85%, and the uniqueness is 49.04%, which can be widely used in IoT security field.
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