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Abstract: Android system is now increasingly used in different kinds of smart devices, such as smart phones,
smart watches, smart TVs and smart cars. Unfortunately, reverse attacks against Android applications are also
emerging, which not only violates the intellectual right of application developers, but also brings security risks
to end users. Existing Android application protection methods such as naming obfuscation, dynamic loading,
and code hiding can protect Java code and native (C/C++) code, but are relatively simple and easy to be
bypassed. A more promising method is to use instruction virtualization, but previous binary-based methods
target specific architecture (x86), and cannot be applied to protect Android devices with different architectures.
An architecture-independent instruction virtualization method is proposed, a prototype named Virtual Machine
Packing Protection (VMPP) to protect Android native code is designed and implemented. VMPP includes a
register-based fix-length instruction set, an interpreter to execute virtualized instructions, and a set of tool-
chains for developers to use to protect their code. VMPP is tested on a large number of C/C++ code and real-
world Android applications. The results show that VMPP can effectively protect the security of Android native

code for different architectures with low overhead.
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BARA AIRS  1F 2 3 4 5 6 7 8 RN A
R add 0x51 Dst Size - - - Srcl  Src2 51 01 04 0000 00 02 03 rl=r2+413
I addi 0x30 Dst Src Size Immediate 30 01 02 0400 00 00 01 rl =r2+1
B jmp 0x22  Flag - PC 22 00 00 0000 00 00 04 jmp 4
CMP cmp 0xc0 Dst Mode  Srcl Src2 - - - ¢0 01 00 0203 00 00 00 rl=r2>r3
W load Oxed Dst Size Src - - - - e4 01 04 0200 00 00 00 rl=[r2]
C call 0x90  Num - - - - - - 90 01 00 0000 00 00 00 call 01
M malloc 0xa0 Dst - Immediate a0 01 00 0000 00 00 08  rl=malloc(8)
E throw 0x11  Type - - ExceptionPC 11 01 00 0000 00 00 06 throw 01
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calle BRINWS I B2 B/ b I 345, BT DAEE XY
IR v B HOR 48 4 call 5 B N £ 44454
LLE2(b) 1 “%6=call i32 @ _Z3fooii(i32 %4, i32
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S HTREHLACHLL T 45484, WEBHR. Hh&fF
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ar, MENONAR LA A B A 748,
“%4(0)” ,T_E% “%4» ?\jﬁﬂﬂ%ﬁ%ﬁ, «%1(1)»

KL “%1” ASH AT
2.2.3 SMERERECER K
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PR, HIAHERN “1 <-> printf” 5 MR
AT “strlen” F1 “printf” P pEE, HIFHE
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(1) #include <stido.h> (1)
(2) (2)
(3) int a = 1; (3)
(4) (4)
(5)  int foo( int a, int b){ (5)
(6) return a + b; Eg;
(7) ¥ (8)
(8) (9)
(9) int main(){ (10)
(19) int b = 25 (11)
(11) int ¢ = foo(a,b); (12)
(12) printf(“Result: %d\n", c); (13)
(13) return ©; (14)
(14) } (15)

@a = global i32 1, align 4
@.str = private.. [12 x i8] c“Result: %d\@A\e0”, align 1

define i32 @_z3fooii(i32, i32) #0 {
%3 = alloca i32, align 4
store 132 %@, i32* %3, align 4

}
define i32 @main() #1 {

%6 = call i32 @_Z3fooii(i32 %4, i32 %5)

%7 = load i32, i32* %3, align 4

%8 = call i32 (i8*, -:--) @printf(@.str, 132 %7)
ret i32 o

}

(a) PEACHSSCHF

(b) LLVM TR

Bl 2 JRBEARHD fe A BILLVM IR
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mov  %4(0) %1(1)
mov  %5(0) %2(1)

| KT R N SR 7 R
| KT BB A N SR 7 v
| Bk % foo B KO RL B

| ¥ B IR N 217 226k

jmp foo

mov  %1(1) %6(0)
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16N SR A o8, R IRIE PR IR AT A
%14 WTRH—FEA(E8FN), HAMRES
IR, AR IE ARG 6T B 48 2% 50
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HL AT DA g BEYR ARG AR B A [R) 220 SO SCAF 8l
FrASEEREE . VMPPE FINDK S H Ak s7 T H
B, I Shel A f gn ikt #2. P R 4e e 2
I IS AAS SO AT B ARSER, % T REEES H B
24T VMPP BT iR 5 2 s AR i i AR Rl £ 4
Bt QRS B AR 2% (ELFE AR o B0 FHARED), IF
W AT B A ok AR R H bR A2 L AT AT A

Pl 5o T HL B T A0 A Bin [ J5 B9 IR AR RS SRR
B, Hrp ST 5 Nl R a8 S sC i, DA A
R AR A R PR B BB 34T AU binst E2H M FE 0045 4
B, ZBUA A AMER N — B R A (it
fil); 54T bglobal B N B E I B, Z A &
AME R EEE B — AN (k) s ZE84TAR
W oAPIGat RS, T RREH %748 S35

1 <-> int printf(char*,int)

1 <-> intstrlen(const char* str)
2 <-> int printf(char*,int)

if (callNum = =1 ){
/I Argl, Arg2 HSHEAEAS 1. 2
char* argl = Argl;
int arg2 = Arg2;
int ret = printf(argl, arg2);
/1 B EMERA SR A A4 1
Argl =ret;

if (callNum == 1){
I Argl B R4 1
const char* argl = Argl;
int ret = strlen(argl);
11 BRI SR G 7R 1
Argl = ret;
telse if (callNum == 2){
int ret = printf(arg1, arg2);
Argl =ret

}

(a) PRACRD 1A FSCFR A FH AN A1 58 b 20 A AR

(b) EACHD27E B U8 A A1 36 e i FH A

4 AR R B 2 (LB ) S5 AR B T R B0 AR (F)

(1) #include “src/inte.h”
(2)

(4)
(6)

jobject obj, jstring s ){

(3) unsigned long long binst[] = { 72057594037927970, 72057594038452460,
72057594055229932, 72057594072007404, 28823037615171272, 576460752303424672,
576460752303424928,576460752303425184, ......};

(5) unsigned char bgloble[] = {164, 161, 108, 108, 111, ©, ©};

(7] JINIEXPORT jint INICALL Java_com_dean_vmp®l1_JINIUtil_addString( INIEnv* env,

(8) Inte_init();

(9) *ArgReg = (unsigned long long) env;

(10) *(ArgReg + 1) = (unsigned long long) obj;
(11) *(ArgReg + 2) = (unsigned long long) s;

(12) int PC = o;

(13) int result = Interpreter(PC, binst, bgloble);
(14) return result;

(15) }
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