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Abstract: For addressing the two focus issues under research , security authentication protocol and the multi-tag
anti-collision algorithm in the field of Radio Frequency IDentification (RFID), a Code Division Multiple Access
(CDMA)-based anti-collision algorithm of the RFID authentication protocol is presented in this paper. The
authentication protocol supports dynamic updates of the key and resists database synchronization attacks by using
flag mechanism to select spare key. Meanwhile, by combining with CDMA and by retransmitting random number
to select spreading code, the authentication protocol solves recognition of tags due to data collisions during the
multi-tag identification by one-time retransmission. Firstly, the process of the authentication protocol and an
anti-collision theory is described. Secondly, the SVO logic is used to prove correctness of the protocol in theory.
Finally, numerical analysis of the system throughput applying the protocol shows that its throughput efficiency is
higher than the traditional one.

Key words: Radio Frequency Identification (RFID); Code Division Multiple Access (CDMA); Authentication

Vol.36No.6
Jun. 2014

protocol; Anti-collision
1 318

SR A RFID(Radio Frequency Identify)#%
AT IS Te g 4507 2Ok B ARZEAT 5 3 H 0 1) A4
i o0 1) AR B . FUR A A ARR A =X A 33
PefE, Al N B ATHE . A Y B A
T AR

RFID #4H, th T G&EER ISR, &
BUbr 255 B s s Z AR5 AR 4 S B 50« T4
WImAEL M, A RFID RGATFAEN 224 ) 8,
H AT S8t 2 FHAUERR I, — BT s —2K
SERFASHURIAE RS, F2AHE /A 2\ RFID [a)-
e S PP e 2 R AT PIRI S T DES i

2013-09-04 Y F|, 2013-12-24 [m]

MUfEEE: Exlg wangyunfengien@126.com

ZVAE X WS 2R IR BT . BN
T RORM 3 93t 25 3 DL Ly, (R g b 5 A T 5
i FZ R UM RGAFAERR S B M R, 1 52X
R NFTE RSN ID B & 51U 2 Ak i,
RISV A AR B 55— 2 BN E
WM, f04% Hash FEPRN0), LT 24 1D 284k 6
AT T-I S P M4, I FEXT ID PR
P, BRUONE G TR ID, (AR 5 s 2
A AR R . R, BT SCREARIT B3 %
BRI REN PR A AN [R5 BB I CE L 2 T
H

W 1R 250 I Al A A 22 AR S U ) ) £
— Ol TR R L — AT B 3k
SRR TR BRBENL LT ALOHA &35, 3Rt B
ALOHA 5B - BET B ALOHA SR 41 5)



EE

AT PR VR0 PEREVER R (E TSI, R
AE, HRGHEMLEDN, HAFEME TR
TG R E T I R A, FEA
RSB L D& R 4~ SRR NS B VE A i AR
LTS 43 AL R Sy A% 2 R RE RS U3
L5 280 ROBAF T N T AR %,
A
SCHR[14)FEH T —FE T8 5 2 hEH R RFID
5 i v, Sy m] LLE] IR R R G rb i 2 RS,
{E AR B A 45 22 A 3 1 0 R 9 A0 1R 3R B
5, TCIEEE s TR AR . 455 STk [14] 1 BTk B
B, B R PR AL e, AR — R TSy 2
P fEE ) RFID AUEPM . % SCK A8 24
PLHIAL SRS S, SCRES MBS S I 5 A b
AL e 28 FH 5 B R HRAR B e [R) 20 Mk o [
B, Phl A 2 AR, N EAABENLEEAT
PRSP RE,  SEIL— IR AL AR U 2 R 25 U0 A
B AR P FR 2 AN TR 51 1) i) A
2 ETFRE45 2 utBhAliE RFID TAERY

KTy Z MEBREFE K RFID PR SGAUERUEE W
K1 R, SCRRFS LK 1

HIFH I, &

F1 FSHiR

FiiRe] g
D PREE G PR IR
KK’ PR K s %9 K
PRNG BERLECR 2
R; PR AE LS
Ry Dl 554 7 A= O B AL B
R, TG e A T B ALK
Flag 1 bit BB [R5 Bt b & A7
N RGN B S HoE
M I
® Sy
Hy BN K 1Y Hash 3858 1 21356
Y WM K'Y Hash 1a BAE 1A 450

L R RS ID, K A K, WAt
ID, K, K', R;f! Flag.

INUEFI 2 S B AR W

(1) B3R ) bR 28 KRB N UE I KA Rpys

()b R RFN Ry AERGERAE 1 &2 N2
F I BEHLEL Ry 34 Ak A7, AN (Ry+Ry)
modN [PMH z, FREERENEXTNIEE 24> Gold J¥
HIWE R4 Akt M;

TR HE T 45 2 4k B R T SR D IE B 1473
( et ) ( R \
(1) Bg (2)PRA T
M
(3) M®P P
(e irsrp
Y
g (5) M8Q (O)RiE Q. HHK
' WK
i
P (7) M®R} (8) A, LHEY SR
4% Ry >

B 1 FE T 2 kB e R P SCAIE AR

(3)# Flag=0, #2115 P = Hy(ID|| Ry),»
P SRIL A% 47 Flag=1, I P = H.(ID
|| Rp)» K PP BURILL S, Flag & 0;

(4) BB AR s BSR4
T HAT AR o A5 A0 A — I 2 s i b B Fe v, A7
FEPRAN B LA 0 B R S e AT iy, ik
AR, FERE(T); A5 AR SEAT

(5) ) 132 7% 70 £l g b A 4R 9 A2 Hi(ID || Ry)
= P 1) ID FIEH] K 5 EXT, AR A E6T
) SE B ) A AR A RNAE, % M QU Q =
HE(ID || Ry) ) RILEHR%E, AN 58T K K® Ry

A, LAk Hy (ID || Ry) = P I ID
N KAE BT, AR AR BT, TS B
LA X AR IAE, B Mo QUL Q=H (D || R,))
RAILLGHARZE, IR K K'® Rys

A7 A B AE B EAEAE, WA UER I, 45
W

(6) bR BT S AT IRY 193] Q, B UEXT
N HE(ID || R,) BX Hy. (ID || Ry) J2 155 Q M55 45
FHAE, OIS BRR B0 (] S AFAE , AR BT K
N K& Ry K's R A WHAUERIML, 457

(7) I 5 7% 7B AR B LA Ry, K 3% 4 Al 9 A
2, AN AL

()b W 25 B G Y, iH 5 (R, +R+ID)
modN ME z, Hrfr Ry AR (2) P A . 4%
WE XSS A Gold FP A E A 4l , it An4s
FER AT, e AR (3) .
3 REeMEEST
3.1 SVOiZ4E 57 Mk AR

PSR 23 AT UE B R F B AL B 32 4 SVORe),
TR E PGS AT IR R R R %, )
BB HAHE T P H bR . IEERE S, R AR
Tl gy, TARE, AH A, A, AL A SIS
ZCHR[15]H SVO BHHEH I



1474 BT 5 fE R %M %36 &
RFID XJa Ak B SCHAe 7 #r T|= (R > K), Gy il
(V) WIaa R % th Py, Ay, A, fil NEC AT #5:
P:R|= #R,, T|=#ID T|=#{ID || R, }% (#E8 ')

P,y T|= T<—K—>R

M HR|=R—2 T

Gp;: R|=(T>K)

G,: R|=(T>1D)

Gy T|=(R >3 K)

Gg T|=([R o Ry)

(3)7H Bk

Py:T <R,

PR < {ID || Rp}j

Py T < {ID|| Ry }i

(4) B RN B R EAE b T A A
TR BT A FE AR N B B 1D, PRt A
FIITERANCI N A,

Pg R|=R<*1

P: T|=T<{*2},

(5) 2L 0o T JEL A i R

Pe: RI=(R <*1DR<{ID|| R,}5)

Py Rl=R <{X"}; AR

T>T|~ X)

Py T|=(T <{*2}; D T < {ID|| Rp})

PmﬂzﬂkﬂXﬂKAReliﬁTDMNX)

(6)f# 1] SVO ZHH#ES

NEC #i0): |- iTLMERE |- Pl=¢

MP BI: o Rl D o AT LUAHES H ¢

H Pg, PAMEEATEA, . Pl=pAP|=(pD 1)
O Pl= ¢ A[13:

R|=R < {ID || R, }% (HEiL a)

t Py, Py, #Ei a F1 A, 115

R| = T|~{ID || Ry}

R|=(T>K), G, fHiE.

M P, A, JHEBEEEARE A, #(X)D
#(X, - X,) A NEC HL Ay 3

R|=#{ID || Ry}x (e c)

AR b, HEWR ¢, NEC BRI I KA A
AL (#(X)AP |~ X)D P~ X "5

R|=T|~ {ID|| Ry} (HEiE d)

AR d AV ERIEA A, P~ (X, X,)
DP~ (X, X,)AP> X, 1[15:

R|=(T>1ID), G, fHiiF.

tH Py, Py, A, AI1S:

T|=T < {ID|| Ry }} (it a’)

Hﬂ PQ, P117 %E-I/E\; a'ﬁ:l] Al ﬂ?%:
T|=R|~{ID|| Ry}3 (e )

IS b, #ER ¢, Ay, A, AT NEC S A] 75

T|=R|~{ID || Ry} (et 4

HHES d'F A, T T|= R o Ry), G fHiE.
3.2 MBS

(1) 5753 Wr FHERER SO S pn) Hash oR20 N,
I o VE AR RS P e R4 SIS, PR
PRI IR BT W Bty . R, ARSSAE AR UG A P Ak
B B, BT DA RE S bR 2 (R ER R

(2) By T JBORI I B ok = bR ) S g B UOE A5 I
A RENLEL, Bl ok e ARGl prbhad s
FFE O BT S, DR e E VAT P T VRN R G
TR BAEFEA L TN,

(3) By Hcths g [m) 20 Mok Ay e e s PE R AR 25 11
Kol (722 e, i T — Ak T AR AL Flag 1k
PP K B 2391 KTAERLEL. Pholas, b
KT Flag brbifi. #5 Flag=1, RWIRT—4 WM
WAL 5 132 2% 5 bR 28 2 I SEIL T A VA E s #F
Flag=0, UiW RS2 Ut FBEITAFL, RS
W E BRI & B KT N . XA, IR AMY
S TR U ID PR, (R A e T AN 7 B 0 2
BT AR H A PR AN R 22 1) 22 4 ) L

(BT FRELE: W IBEL U IR S8
FSUA S ID MH, b3 dl e Gikanss, Wiy st
MIIATE o R 1 TN AR R DGIE 3 BT AN 52
W, DB RIAR S TCE ™ A 5 ] St B 1 B
ANREE R R, RO BT 38 3R A5 0 2% S0 1)
TPESE AR RSB A5 R, AT Gk SR A 1 ST
[FIFE TG T2 e ) 1 25 A IE

(5)ID A3 55 A ELAAAIE « AN [ 2 18 SO e
YIS SR 2 ORI, SEEL TN R4S ID
LR o [FIB, [ 8 R 2 2 [ PR R RS 75
R AV AT

(6) AN : 1 2 AN FR2E [ B T A A= Ailf it
I, 3E A R R EE AL WL AT SO AR e T A ¥ i
PR Ao kR R, i ek,
B I BRI R, bR BRI A e RN T R, 2 5
PR . AP L AR AN Ry A [H]
B, Ry SRR ERL R, 3B EAANLH . PR
( Ry +Ry+HID)mod N, REHEARZEN) Ry FI Ry #H
6], BeEF 51N ID fE A IR T, SEAS [ At i
WRE, R IO EALPLE], DRI R
H(Rpt+R+1ID)mod N XEFEY 55l , il i Feid & 2
KA, DS EEAL AL PR A7 A AL

P AT L e 238, XARETCVEPiH,
OfRFEA W)



% 6 3 s JET64) 2 b By e i S AR A E B 1475
z2 iR LML
D& Sl BRI Gy g ID fr4 B FD P EE L UNTEN
Hash-lock X X X X X O X <R T
Fifi#l Hash-lock X O X X X @) X P
FT- Hash 1) ID 284t @) O O X @] X X R[]
LCAP O O O O O X X X[
AT ) N O O O O O (@] X X7
AL O O O O O O O X[

P R L a3k 3(3, N, oK Hash if
BB, Np Lomr= HERNIERE, n ZoR R AR
B .

HH e AL, bRS R Sas i A RS
s, HAHE R A SR ) SR HE PR AT
DR P AR AR AR 22 A PRI LB, ARG Rk 2R
VA .

R 3 MLTEEX LT

e 5 e 7% Kl e
s

Ny Ny Ny Np Ny N
Hash-lock 1 0 0 0 0 0
BEHL Hash-lock 1 1 (n+1)/2 0 1 0
5T HashIDA&W, 3 0 0 0 3 1
LCAP 2 0 0 1 1 0
Sy A ) 2 1 0 1 (n+3)/2 0
ALY 11 0 1 (nt1)/2 0

4 BAREIETERE DT
4.1 TAETMYBAREIE R IR

ASCONUE YRS TS 5> Z MR, 7ERF R
PR ERZ N, AR RgG A&, W
ST, P AR, R 2 s, K
ZIH K PR RN ) [ 1 R IE R, RSNy
Bt K AN A0 (M, ~ M JRERIEFE S i S 52 s ity
KRR S x5 B AR, LIRS bR 24 .
AP EAR SRR A R B, bR
Pk AR, LI S AL, AR T RTEREY
AT SE B EL B (PR o WIS FEAE AL ) B it
L AwURIE R TR R 3 Bros, o segs fl
PRt g g Rl 4, B 5 iR

BV, RIS N (5] 524 1R i 4 9 ) ek
R IR o ¢ R FR B EAR WU A ], rh ] 4
ArEnEmi K =112 bit, fEHEAMIRSH, ATH
KU H N C=40 kbit /s, R H 5 ot Az 3% i )
t;=L/C=0.0028 s, [FIPE t,=0.0028 s. HHmiAT <
e I A 0] 3] U5 8 S B8 ) ) BB B 32 ) A A BT
HE tp, [N 5] T2 25 AT 20 B0 A I S 28 1y AR BRINF[R) 5,6
e 152 i 4G R I Tn) S B R A A, LA I T oy
try AERRINIER tp, ARAFUBNRNMUTG LN A ¢p,
ATACER, FEREH AOREAR . 07 (8 1) A A,
P28 55 ) LA R AR BRESTA] ¢, 26 /N T B30 i e 326

[
H i M,

tr

brs% DA

g | bR | B Hfimo

bt A TR BER My

ty tr tr t "

Ts

K2 PSR 2 An a8 ) B

FRA: 15 2 2

T D —

fre — w {

AR SiE L

TR IUR L I R 7
[5G AL S B ) 2 e
TRAWUR 1 e )2
AL G
FREEALFTRS (] ¢,

B e,

Pl 3 B BT A R N TR O R

WA | Wik | A4 He CROFH:
16 bit |10 bit] 6 bit 64 bit 16 bit

P 4 AR HCH I 3 (1 B

TR | Rk et CROKH
16 bit 16 bit 64 bit 16 bit

5 YA A MR o (R )



1476 mF5F B %R ¥ 36 &

W, HL T AR S R R B, (RN AR, DR T A R R S(K) =
tp 0, AU KB AL R AT ¢ttt tro (1—1/N)*"+1-1-1/N)*]-1; 1 G=NI, —K

WD HREAR IR, MRETH RSB EAL S A R AESIRREE, LSRR ALOHA
%, T LEAREHAR WK BIEE OEFA AT Ts oA gy BN LR BEHLENS, 24N BRI 13 BEALE
PR SE R A WO S AOR R S BT S Bk, R % SR 1 B K LR R T
MM, eSO G Ty Ts RSB VUN gop fe e  cREA O R . BEWLIERERL T 5
s R T S AT MR GR HHALRL (A R,
A SRR QUK) = (G¥e ©)/K 1, HRE— o oo o R
SO RO 0 % T sty i (REIVARE | AT, B
My HEATH A, I U B 58 3 13 I 97 6 AR \ T
A YNV B LR, Wt T T BF@)=F@>T)= [ et =T

ITHEA . DRIk, i 22 173 22 R AT B DI A ] 35 i Ul PR A
A G A I ECE N KNRR, BaEbl R/ RK) = 1-1/N) 41— 1 -1/ N7,
MIEAL RSO 2 G<N I, —REALJSWHY 25k, K AFRSHOR IR A R A
GKE—G 1 K-1 1 K-1
P(K) = Q(K)- 5(K) K!-W—WJ +1—@—N] 4} G<N
B GKe ¢ 1)5! 15 or
P(K) = Q(K)- R(K) K!'P_NJ +1—P—F] e ], G>N
X RGNAT I S OB T's N BRI AR 2 B i (3348, WIIEAT LLER RN
00 00 GKe_G 1 K-1 1 K-1 B
S:%;KJWQZEQK < Pfﬁ] +17P7NJ ~q_a G<N
00 GKe € 1L 1K1 - G - 7GP£ ﬂ
S:KZ:l K.P(K):KZZIK I [[I—F] +1_[1_F] -eGT]:GeN—i—Ge “r_Ge W ) G>N
4.2 NE L EIL E 5 Wi/ IR G, Ak S SBEY

B AR, bR 720, Hit  SEE N INMZEEE R, B 7 SeR i
TR RBAE G=N IHHARES:, M G<N i, G (P3G 2 ok, BEAE N 30 i 2 s K,
S=G, MR NEHLn=1; 4 G>NI, FHXK o ofia) @
TR, BUWTURIE TR T=t,=0.0028 s, &2  Hn=e VN e —e W Jse N>, WA
Ge AR G SR AR ORI 6 FoR.  gorent i FITIE ALOHA 7601308, HHlsrik

T e S xS gk A e e i 8 i, Hidh N=100),
A =2 = e Ve ™ —e WL ATAR 1o.0028 s, AT, ASCEIE AR RO 4O
w7 iR ANELE, M G<100 B, HFHAEn=1.0, HERT

I 6 774, 4y i EE N e, B4 EGEE G100 I, AR TR, B4
I S SBEA ER G RN e Ik Bl R R RGRL

1

1.0

4 HALOHASTIA
200 AT ; 08 — IBEALOHASTL |
o 150 \‘: 08 | ".\\ b — = Aocirik
| o % = 0.6
— 100 o7 -_\\ &t
= -l T =
¥ 50 _;__- o ; -\\ +— 0.4
& 06| © N=50 TR o
;){M' ? o5 T ,-'\'_—.Hll] -.‘_‘_\\ 0.2
Ir 200 — N=200 e
P 0 P ; W 0.4 - N . . . o .
"6"2%12:,_ s G 0 100 200 300 w2 ot ot 10! 107 10°
W Y= A
g5 kG
6 RIS N 7 AR 8 ASCHMNEE L5

PR OC R LT (s PSS BEA R R



6 E RS FETS5 2 bk b e SR B IEEY 1477
5 é:l: EEiE' Applications in  Contactless Smart  Cards and

28 W S0 P I TR

ASCERX RFID 43k (1) 2 A AR PR SUR 22 b
Wk T —Mp g5y

2 HE RS ST AT AL HLEN RFID 24X ARy
W XHFIA SVO @4 iZ il i T Ak 404t
FER R FUEWISLER LS et JFFESLIEAS By
At T BSOS 25 ol Bl (0 AR o AE RIS SR S 1
IIMTeR, AT TR S g R A AR 2 K
ALK, JF N H] Matlab SEBUHIE (T 3.
PIREIRAUESE TERERIEmPE, HArmt e e 4
s il 428 S o

(1]

2]

3]

(4]

[5]

(6]

[7]

(8]

2 % X #

W, BOER, BRI RFID £ Bl 50k, Phis s rEag el
[J]. THEHLEEIR, 2013, 36(3): 457-470.

Xie Lei, Yin Ya-feng, and Chen Xi. RFID data management:
algorithms, protocols and performance evaluation[J]. Chinese
Journal of Computers, 2013, 36(3): 457-470.

Rhee K, Kwak J, Kim S, et al.. Challenge-response based
RFID authentication protocol for distributed database
environment[C]. Proceedings of International Conference on
Security in Pervasive Computing, Boppard, Germany,
2005(3450): 70-84.

Ha J C, Ha J H, Moon S J, et al.. LRMAP: lightweight and
re-synchronous mutual authentication protocol for RFID
system[C]. Proceedings of the International Conference on
Ubiquitous Convergence Technology, Berlin, Germany, 2007:
80-89.

Wang Z, Xin W, Xu Z, et al.. A secure RFID communication
protocol based on simplified DES[C]. Proceedings of the 2012
International Conference on Information Technology and
Software Engineering, Berlin, Germany, 2013: 351-357.
Miyako Ohkubo, Koutarou Suzuki, and Shingo Kinoshita.
Hash-chain based forward-secure privacy protection scheme
for low cost RFID[C]. Proceedings of the 2004 Symposium on
Cryptography and Information Security (SCIS 2004), Sendai,
Japan, 2004: 719-724.

Henrici D and Muller P. Hash-based enhancement of location
privacy for radio-frequency identification devices using
varying identifiers[C]. Proceedings of the 2nd IEEE Annual
Conference on Pervasive Computing and Communications
Workshops, Washington, USA, 2004: 149-153.

SRV, BRASSE, ZEbRAR, AR JETUREISIN RFID 224 iAiE
WY[I). TEHLCRE, 2013, 38(13): 126-129.

Gong Jie-zhong, Chen Gong-liang, Li Lin-sen, et al. RFID
secure authentication protocol based on stream cipher[J].
Computer Engineering, 2013, 38(13): 126-129.

Finkenzeller K. RFID Handbook: Fundamentals and

(9]

(10]

(11]

(12]

(13]

(14]

Identification[M]. New York: John Wiley & Sons, 2003:
151-158.

Hwang Tae-wook, Lee Byong-gyo, and Kim Young-Soo.
Improved anti-collision scheme for high speed identification
in RFID system[C]. First International Conference on
Innovative Computing, Information and Control, Beijing,
China, 2006, 2: 449-452.

PeTE, Wk, Mes, SF T A AR BRI SR
REREHILT]. PR, 2013, 62(14): 148401-1-148401-8.
Pang Yu, Peng Qi, Lin Jin-chao, et al.. Reducing tag collision
in radio frequency identification systems by using a grouped
dynamic frame slotted ALOHA algorithm[J]. Acta Physica
Sinica, 2013, 62(14): 148401-1-148401-8.

Shih B Y, Lo T W, Chen C Y. The research of quadtree
search algorithms for anti-collision in radio frequency
identification systems[J]. Scientific Research and Essays,
2011, 6(25): 5342-5350.

JKEFE, BOCET, TOE. ol HAE N 2 SR R SR
F[I]. ETAAR, 2012, 40(1): 193-198.

Zhang Xue-jun, Cai Wen-qi, and Wang Suo-ping. One
improved

anti-collision adaptive

multi-tree search[J]. Acta Electronica Sinica, 2012, 40(1):
193-198.

TR, B, O R TARB NG 2 ALK SE SR B RE
FEEVEHI]. T 5 B 2R, 2011, 33(5): 1159-1165.
Zhang Xue-jun, Wang Juan, and Wang Suo-ping. An
ID-based

algorithm based on

uninterrupted  anti-collision algorithm  with
grouping for RFID system[J]. Journal of FElectronics &
Information Technology, 2011, 33(5): 1159-1165.

P, WHERE, ot B RFID Wil k3]
ML 515 B 2AAR, 2007, 29(9): 2158-2160.

Liang Biao, Hu Ai-qun, and Qin Zhong-yuan. A novel design
for RFID anti-collision technique[J]. Journal of Electronics &
Information Technology, 2007, 29(9): 2158-2160.

Syverson P F, and Cervesato I. The logic of authentication
protocols[J]. LNCS, 2001, 2171: 63-137.

JABeSt, FERRAE. SRS (RFID) BA R L5 3 54 (M)
JE5t: N EGHB L AR AL, 2006: 113-114.

Zhou Xiao-guang and Wang Xiao-hua. Radio Frequency
Identification (RFID) Technology Theory and Practical

Examples[M]. Beijing: Posts & Telecommunications Press,

2006: 113-114.

S T, 1990 fRAE, WA, BFTTIT I A A YGE B

W, 1969 4EE, HR, BRLARSW, WESTT RN M ERAE
Bzd

Ve B, 1980 4EE, fLAE, WISU N SOA 4. Lk
WiEg4.



