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Abstract: The outlier nodes detection and localization in Wireless Sensor Networks (WSNs) is a crucial step in
ensuring the accuracy and reliability of network data acquisition. Based on the theory of graph signal
processing, a novel algorithm is presented for outlier detection and localization in WSNs. The new algorithm
first builds the graph signal model of the network, then detect the location of the outlier based on the method
of vertex-domain and graph frequency-domain joint analysis. Specifically speaking, the first step of algorithm is
extracting the high-frequency component of the signal using a high-pass graph filter. In the second step, the
network is decomposed into a set of sub-graphs, and then the specific frequency components of the output
signal in sub-graphs are filtered out. The third step is to locate the suspected outlier center-nodes of sub-graphs
based on the threshold of the filtered sub-graphs signal. Finally, the outlier nodes in the network are detected
and located by comparing the set of nodes of each sub-graph with the set of suspected outlier nodes.
Experimental results show that compared with the existing outlier detection methods in networks, the proposed
method not only has higher probability of outlier detection, but also has a higher positioning rate of outlier

nodes.
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