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Abstract: Although Deep Neural Networks (DNN) achieves high accuracy in image recognition, it is
significantly vulnerable to adversarial examples. Adversarial training is one of the effective methods to resist
adversarial examples empirically. Generating more powerful adversarial examples can solve the inner
maximization problem of adversarial training better, which is the key to improve the effectiveness of adversarial
training. In this paper, to solve the inner maximization problem, an adversarial training based on second-order
adversarial examples is proposed to generate more powerful adversarial examples through quadratic polynomial
approximation in a tiny input neighborhood. Through theoretical analysis, second-order adversarial examples
are shown to outperform first-order adversarial examples. Experiments on MNIST and CIFAR10 data sets show
that second-order adversarial examples have high attack success rate and high concealment. Compared with
PGD adversarial training, adversarial training based on second-order adversarial examples is robust to all the

existing typical attacks.
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