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Frequency Sorting Algorithm Based on Dynamic Ring Oscillator
Physical Unclonable Function Statistical Model
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Abstract: The existing Ring Oscillator (RO) Physical Unclonable Function (ROPUF) design has low reliability

and uniqueness, resulting in poor application security. A statistical model for ROPUF is proposed, the factors
of reliability and uniqueness are quantitatively analyzed, it is found that the larger delay difference can improve
the reliability, and the lower process difference between RO units can improve the uniqueness. According to the
conclusion of the model, a dynamic RO unit is designed based on the mesh topological structure. In
combination with the frequency distribution characteristics of the RO array, a new frequency sorting algorithm
is designed to increase the delay difference and reduce the process variation of the RO unit, thereby improving
the reliability and uniqueness of ROPUF. The results show that compared with other improved ROPUF
designs, the reliability and uniqueness of the proposed design has significant advantages, which can reach
99.642% and 49.1%, and temperature changes affect minimally them. It is verified by security analysis that the
proposed design has strong anti-modeling attack capabilities.
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