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Abstract: In encrypted email system, the public key searchable encryption technology can effectively solve the
problem of searching for encrypted emails without decryption. In view of the complex key management problem
of public key searchable encryption, an identity-based cryptosystem is introduced in the encrypted mail system.
For the offline keyword guessing attack problem of searchable encryption, the method of encrypting keywords
and generating trapdoors are adopted at the same time, and the server is designated to search for encrypted
emails. At the same time, under the random oracle model, based on the decisional bilinear Diffie-
Hellman assumption, the scheme is proved to satisfy the trapdoor and ciphertext indistinguishable security. The

numerical experiments show that the scheme has higher computational efficiency than the existing schemes in
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the keyword trapdoor generation and keyword ciphertext test phase.
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SRR E M) = WA IR 25 4 B R MR, A BIEACH
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BRI A i 25 BT

B 1 O3 7m0 B o AT I % J5 7= AR 1 2%
B, ToRaMAEECT B ARG E R,
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(2) PKGRiNLEFa € Z,, msk = aff Ny F %
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(3) RANATIFSHyParams = {G1, G, e,p,
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(1) BT A% TT AR AHPK A = Hi(IDA),
A AT IR I L FAEHSK A = Hi(IDy)%,

(2) THEHRAF T B A $IPKp = H1(IDg),
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KBS AR (Cw): 4578 =R 55 25
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(1) FFH WA K32 77 AR FAEH SKa H BE HLIE #2
5 € Zp, THHAFRIHFELCuas = (Cr1,02,C3).
Hrh, C =e(H(k,w), (PKg1)*),Co =g¢° C3 = h% k=
e(SKa, H1(IDg)) ;

(2) M A3 7 A R 73 3 Cwoa B = (C1, O,
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SHI A HH (PKs1, PKsa), W44 1% 77 AH) B A3 IDA,
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(1) FFH R4 20 7 B B AL 81 SK s H. Bl WL ik £
r€Zy, WHEKI1Twas = (T1,12) . Ty = H(k,w)
-h" - (PKgo)", To = ¢+ (PKg1)", k = e(H1(ID4), SKp);

(2) MBI T B¥E T 1 Tw,a s = (Th, To) K i%
95 A R 25 2%

B PRI (Test): 25 € KEEFH L Cwa B
A P BT 1Tw,A,Bo

(1) H e % 3L Cuw a BT N (C1, Ca, Cs),
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(2) = MR 45 SHAIH B & PR HSKs, 1t
FHWICL - (15, C) = e(T7, Co) AT RIL, 45 Ak
SE B DG B F  SORIPE TIAR DS, R AL, 75
R[E]0;
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PEAERD AT .

IEFf 14 IERR :

Cy - (155, C3) =

((H(k,w) - h" - (PKs2)")", %)
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EIE1 #HDBDHME AL, AICHTIR TR
BEMLTI S HLSE RS R 2 2 SCATTIX 73

HERR B AL A — Ak B BUR 25 SCANTT X 45 P
1% T ) Moo 2 . Bkl o8 Bid i 2 r Sk fle vk
DBDH [ @, B3k FF = (Gi,Gr ep, 9,9,
9%,.9%, %) .

WG Bt BMG1HFENLERED, t € Z,, Params =
(G1,Gr.¢e,p, g, h,mpk=g?), (PKs, SKs)=((g", 1), 1),
iR [F| ParamsFl (PKs, SKs).

BrEel: bl B ATE S Hb ) Bk R B
TS HLEAT I M . BRAANZN S ES
WA, fEREOracle O, 2 7, TEATARITHE A2
B AAEH G MID. B0, REI%ARH(ID)
PUERENL, T ASEX Hy (ID B R REZE 72 m 2R 1) o

Hash Oracle On: 457€k € Gr, KiETw, MG
HEENLER—AN TR, FRREIEVENH (k,w) i

Oracle Om,: 44 — MWIUH AT WA K
L, ={(¢:»)}e REANOn, I £ K Lqn K ] .
BEALIE £, 7 € {1,2,,q}, JHIMARNOm, K H 15
A 17 0 ER R 1) 43l Bk ik k328 T AU 1
31D}, IDG. 455 — NS HID, B4R L IE 6
RIAIZG A,

XM, #ID = 1D}, k[A[H(ID) =
g°, FFH ML, @D, g%, L),

X F N, #FID =1Dg, R[H[H(ID) =
gY, FHHIR Ly, in< 1D, g¥, L >,

A0, FEALERY € Z,, RIFEIH(ID) = g%, FF
HRLg,#m<1ID, g%, v >,

Extract Oracle Og: PAID/EN#IAN, #ID =
ID} 801D = D, it — /N BE L LRSI H A ik
B, M Lg, R EHR<ID, Hi(ID),v >, 3 ¥4 % A
SKmp = (97)" iR [Fl45A

Ciphertext Oracle Oc: %57 (w,ID,IDg), Bl
Wik $se Z,, RPN HE % LCuan =
(C1,Cs,C5) 6

4 (IDa, D) = (ID}, IDg) 5 (ID4, IDg) = (IDg,
ID}), 5 Ci=e(H(Z,w), (PKg1)®), Co = ¢°, C5 = h%,

A, R IDa ¢ {ID},IDg}, MLw, &R
<Dy, Hi(IDa),va >, it 5HEk =e((9?)", Hi(IDp))
FHIR Oy = e(H(k,w), (PKs1)®), Co=g°, C3=h",

Trapdoor Oracle Or: 453 (w,IDa, IDg), FfALIE
PereZy, HAMRYE L B H AT 1 Tw A= (T, T2).

4 (IDy, IDp) = (ID}, IDg) 5 (ID4a, IDp) =
(IDg, ID}), WHTy = H(Z,w)-h" - (PKs)", To = g"
(PKs1)"

A, R IDA ¢ {ID},IDg}, MLw, &R
< IDg, H (IDg), v >, T5HE = e((9?)"4, H1(IDg) Pt
HiRFIT, = H(K ,w) - h" - (PKsy)", To = g" - (PKgs1)"s

ik : ArBIAS AP B T (wg, wi), K
1% 77 TDL FIE2080 77 191D g . BEEALHZE B — A Loy
pef0,1}, se Zy, JF HRFIE LCuwyaxp = (CF,
C3,C5),Ct = e(H(Z,w), (PKg1)*), Cs = ¢°, C5 = I,

Breg2: S5HrBi—rf.

I Afg — AN RS . /B =8, B
B =0,

Tt Pk & 0 A AR R, Bk, HoRR
XAEM . EHBH L, B RN E RS T B
RIE1/2. BIEXT B & 0 i %21 qu(gn — 1),
Fw RRIXA S

REBAF I, #Z =e(g,9)"%, LB =0,
ARRASWE R T IR RADWG (V) +1/2. #EZ RN
Grh BRI, Wk = H(Z, wg) NG BEHLIEEL .
ARMBAE AR FE 5 307 A Cos oax 3N Ty ax By 45
AAHR KRBT, R B ORI R 1. %)
AT KB RDBDH jo] B3 AR H A2 -

AdvpPPH(\) = | Pr[8’ = Blw] - Prlw]

+Pr[8 = Bw] - Priw] — 1/2|

=11/2- (1 = Pr[w]) + (Pr[’ = 0lw N 3 = 0]
‘Pr[3=0]+Pr[f =1lwnB=1]-Pr[g=1])

Prw] — 1/2| > [1/2 - (1 — Prw])

+ Pr@] - (AdvG(A) +1/2)1/24+1/2-1/2) —1/2|
=1/2- Pr@] - Adv§(\) = 1/2 - qu(qu — 1) - Adv§ ()

HAAVG (AT, T AdvEP ! (AT 205,
X 5 DBDH 1] 351 ) ] X A8 B I BE
5.2 FREBEIRAITX S

EIE2 FHDBDHRB L, BTk RIEFEHL
THE WAL 3 2 Fa T TA AT X ko

WERR Ak B % SOANTT X 43 1 R E B AR AR .
EIE WA B T IS AT DX o0 1 O B A, B2 A Bk b ]
HAR HIAE B A0
5.3 ARIIEETERY

EIE3  HDBDH GO, P ir RAEFEHL
TS USRS R il L F e rT R =

MERR (B AR — AN B R F e T AR R
Z I Yot . Pl Bisd @ AR DBDH
o, BIRAGRGIF = (G1,Gr,6,0.9,9%, 9,97, 2),

WM Be: BRENLE R, v € Z,, B E Params =
(G1,Gr,e,p,9,h = g7, mpk = g%), PKg; = ¢ ik [A]
ParamsFIPKg; o

BrBCL: RARE S TR, Bin X
APl i) 347 A1
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WA H: BAEY T — ANV N 5K Ly =
{< >} gk € Grl—AN K Fw, BRENLIE
For,w € Zp, REIH (k,w) = g¥ - gov, FFHE< (k,w),
H (k,w), g >EINE| Ly

WA ) Hy: 251D, BREHLING:Hik i —4
JLEAENH (D), KHIREIS A,

Extract Oracle Op: % EID, BiR [FISKp =
H,(ID)>,

PRl ARBIEAZ AR S T (wh, wi), K
£ 7 DL A 7 IDg . BRE LG £ — AN LU RE
Bef{0,1}, I MLu v & K< (b wh), H(k*, w}),
Uk >, FHET = e(H1(ID}), Hi(IDg))*. 5 ANF
TEIXFEMICAL, BIE IR ARIE 75 ) 10 H —FE A K
Zotdl. RERPIPEE L Cows ax 5- = (CF, C3, C3),
HOT =Z elg”,g)"", Cs = ¢, C5 = (&) = h*.

BrEg2: 5HrBil—+.

O Afg i — ARG . #58 = 8, Bt
B =0,

i Z =e(g,9)™*, 1F E ] 50T = e(H(k,wj),
PKg1)?, A BRI 2 RAdVE (V)

i Z e NG ELR, WCT B . HonT 50
Pk BAF-RDBDH v 5 4 34 2 «

Advg?P(\) =|Pr[p = 1|8 = 1] - Pr[g = 1]
+Pr[f’ =0]8 =0] - Pr[3 =0] —1/2|
=|1/2-1/24+1/2 - Adv)(\) —1/2|
=[1/2- Adv(V)|

HAD R 20, MAdvE®P ()t AR 1] 22
W, X5 DBDH a & [ P e AR 57 s
6 ESMH
6.1 Bt NI SELE

(1) IWHEELE: EXR1F, TRREXIEHT
A, TeRonIGBUS H AR, Tn RonRikiaH
(IS E], ThR NGB, HRITLLEH,
BRI T8 e N T, > Te > T > T,
FLBC X 32 S B T T2 T H At 53 e 8 A 1 o 1 o

ez, Cu IR AT H S E NS, Trapdoor
FRMET T R EE, TestFm Xk 72 o &
%, FELRNZEEAENLENZE, BHiE
B, RiEH, REuss.

HER2AT LR, R T2 SRR B, %
TR HE B R RBIMRICNSCER[14) . AT .
SCHR[3); FERATTAE R B, %07 Rt HE & KEN
RUCRCHER3). SCHR[14]. AT R X7
CRLIEY BE, &7 Rt EE B K BNMK IR O

SR 542 %
BR[14]. SCHER[3]. ASCTT%, HA TR 5 30HK (3]

TR EEJLE—F.
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