55 29 4558 10 1) T 5 fF R Vol.29No.10
2007 4= 10 A Journal of Electronics & Information Technology Oct. 2007

EF LRU B KRN &E %

E®E O EKFEA O F O OEH®  eRE
(LRI K F R L LEBADRELFZERE LT 100876)

1§ FE. @M, R OCRUR AT R B — P A R RO S EOCRE T — MR T LRU
KRS el g I “ONREHIZ 7 B ORI Y T FLHI A = S e v . SR TR B RE R
11 10Gbps L AL BERE ) o 1% SCHE TS bn FLIE R B b AT T S LU, S5 R oR: HOASNEMLL, Bk RA T
e A A R e R s

KRR WEME; K R R AR
PESES: TP393.06 CHRFRIRES: A XEHS: 1009-5896(2007)10-2487-06

A LRU Based Algorithm for Identifying and Measuring Large Flows
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Abstract: Identifying and measuring large flows is an important scalable solution for traffic measuring accurately
on high-speed networks. A new algorithm based on LRU replacement scheme is proposed, which uses the policies
of “early dropping small flows” and “preparatively protecting large flows” to enhance the accuracy of traffic
measurement. An analysis demonstrates that the new algorithm can support the 10Gbps line-speed processing.

Experiments are also conducted based on real network traces. Results show that the proposed method is more

accurate and practicable than existing algorithms.

Key words: Traffic measurement; Large flows; Heavy tailed distribution; Least Recently Used (LRU)

1 318

HICMH, i (traffic measurement) A2 P £ 1
5 TR S B Rl o DUAS IR U AR R T R T R % o 2
(network accounting). it & [ (traffic engineering).
MR 55 Biidi (DoS) il S v H o« 24T, Y& &A1 LA (flow)
BT ACHEAT o TETFHERE (K370 i I 7 3O e i o o o
PANREAEX, I AR NRIC R, Wids
A IRID (i XI5 7e B8 H HIIPAE ) R i A 2 (=45
) o AR, BEAT PS5 08 A PoEE, 4
Bt A DI v 7P i H AT S0 Tl AR S
PORRACIRAS BTG O i e i s, R I RORAS O
EARENH T m s 2% o SIS Al 2 — T 3 Al ey
F, (ERAAE A 2 BACI EER B, G S T T A
UL R D R PSSR v R T

DAL 4 0 B R, (R
B E RN A R 5 A (heavy tailed distribution);
PO N AN 170 (D T WO 1A 157 AN O S WA AN

2006-05-08 W F], 2006-09-29:4[7]
R [ AR RIAIE 42 (90604019, 60472067, 60502037), [FZ 973
(2006CB701306) Al CNGI(CNGI-04-8-1D) % Wi i

. flln, SCRRIT 4R ER: 9% 1 BRI (AS)H T
TR A AT BRI E 0% . FHSE kL, MHFZ N
R BRI IR BE15 SRR Tk . filtn, 7Evt 2y
JiE R S Vb a7 B S N N T R Sy LT R i
s JET I )T 2 EOAR T AL & AN R R LT 0] ) 45 ¢
VRRAE NG, AT 2 S BUH P W 28 B BE A HT s Ik
TATH R TR B A T S S AT AR, H2 H
T LTI A S TEZ a1
TR R IRR 2 e i R AR A =
2, FLE T V2, R VAR R TR 45 B
B e CHA AR M. S, e E N T, ISP
BRI T i S A SR I, A0 X R PR I ke
AR A Ao S e I () S VX A K. R, K
W FRAE Ay — Tl 7 R AR e 7 58 L8 Ay v 1Y 4 O
W) — ARG, ATERKHTTTHRA.
Estan % Varghesel® 1 56 % K 50 U1 1] £ 751 N 94 2% 01 &
ek, HZAH T AN “sample and hold” & “Multistage
filters” . WU HVEM . S TS0, (HRILRZE M. 5E
X DR PR 0 A A MR P, (HR e N R A R
s FIAh, B AR LR F 1 Y 28 A 0 s v S BT A S04

*



2488 mF5F B %R

29 5

I ASIC(Application-Specific Integrated Circuit) 31,
TSR IRARAN 8 oo SCHIR[7] BB B SR e it — oA
T A AR (Least Recently Used, LRU)ZEA7 (17515 H
SRS A I s A, VAR R A B, (HR IR
PR % 8o SCHR[8) R DU TR 42 T — 7l A ST 0344 iy
PR AL P HEM IR I 7 i . e Fre TR A o, DRI
MR ZER K. Papagiannakit® R B TR sk
T WIS AR E XS TR TR R, A AT DT R KA
DRI — SO TAS 00 5 (R I . dRedlT,  SCHR[10,11) 4y
BB T AR R e (R E TR TR AR
1353 LA KT ASBE 30005 -5 4

ARSCHR T — R (0 5T d i e AR (LRU) KSR
WEE, EHIN “ONREH R R ORI AL
s AP S FL IR P B BEAT R S SR B 5 AT ST L,
AR W R R R S Y, R RE A TR
PN o
2 ETFLRUE%

5 SCHRIBI T —HE, ARSI S “RUR” R AE— s W
[i1] B (measurement interval) P =715 & B0 i 45 % (i (1 41 0.1%
F1 B 5 ) T U
2.1 FREZRERS

X BAFIEF BN A, Smitha ™8 A8 FILRUZE A7 kK
WK HAA AL . dedr— A2 KNWLRUZ AR, 3
IRIFTRAK K S BB AT s JR LARTEIORT 238 4 20 T B it
(R L ST T G AT 1A e TS, 1T e A A 803K 434 BT Jes i i
SR FRAEM R A B BIA A7 T, 2%
A S5 ST R A 0t 25 Dt s H 25 )

P /N RRR SR T ) 2 20 3R TR, BRI S AT
REM 40 tHLRUZEZAT o 1T VR A A 45 B F 17 4 L2341 80 T
i, S HELRUZEAR I i AT LABOK R RE 2 08 B 7
Gefrh o AR /MR 2 HRR B I 43t R e R A
H i LRUZEAF . SCHR[7TIHSEBR 45 R P 10% 52 20% R
BABATIE . i, SCRR[7T]CR Pk s 58 Xy
B 5y AT RIRE, AT AR 2 44 X LRUZE A7 BEAT B
Bro IXFP T 5 BEAR AT LAY/ NEE N LRUZEAF 1) /N it B0 AT i
PEERTURIIE, HE 5 SRR A AU RE R 7 2
], E T S AL A S 5 AT Al 2 R v U R
28, NG T 2R S I SR R R
2.2 #WETF LRU &%

ARSLIFTENEATISR ALR U He it FLIEA SHAEUE B A /)N
WREALRUZEAT, WA W] Be s KU AT IRy, [ 42
PRRHERI L 0 7 R . SEBR B, DA R
R/NFIIL TR L RAH G, RO I R sy . A SR
KR PEBRHNATE ALRUZE A7«

HRAHWTICS: id R VREBRHR R, B
REAFATRERR ) s C Ay 0 TV B pA) ) e o (B 00 )
BN BERR I U F TR ) s F O R TR
(B30 s i) B P 9 5t AR R K3 )s A KR SR BT o
BB AR p=F/C .

W 1R, A 3 ANEAAX: WINEEAE
LRU 2817 KIMEAT . ARk, FIRE 3 MELFIX
AR RPN He LA stk ) () 04U BImsE
TEATAT—ANEAF DX il 3%, IR SRR A7 b B g — AT
A IFRIIARWILI RN Ry BRS80S R Rk
(R B S AE TR A7 Th ORAE T RO TR) ¢, S SRAE ¢ BT
WL T8 B pR , WHEIZ R IRIC RS £ LRU 2847
IR LRU B e 4 LRU 7 F RN g% iR
SRR T pR WA BRI A /N, SR IR I S IR
DE A7 MR, A SCRRIXF 130 T3 /NRIN 28 “/NR
HIIEZE” Wbl ()45 % 4Lt @i AE LRU ZeA7h, T2
p1 P I S S i AR R S 1 S U= (= S 1B S e
L BE , WA ZA IR KR AE T, A R
KR LRU GeA7 1B B0 Hb iy 8 (0< B8 <1, Wi g A
0.85) A KU ARSI T, 1A A RO K i s
BRI A7 Th LA S bl N e LRU 2847, ASCRRZ N
CRMIRS” DL (3)F71% o AT @ AL KIREAE W
i SR 27T B HOA LA I %

R e

HWKN 2 68F —>
IP 434

A hend

RREE [0 %

1 T LRU KRS

2.3 BEENSMRIMERE

2.3.1 ERERAE % b AR n O EERE S
SLHG MR R) t P B IR G2 A7 AN 1 BRIy e
ZRAT T it 170 [R] (LA A 53k L)

4= Yo W

1T R R U o B B A S S TR LRk p BT DA

L1/ p MK, LRU AR 1/ po AT H

h—Le TR R R M LRU ZAEH /ML, 1T LB E
AEHIR T (o > 1), 13 LRU A7 122 0] N

M,=a-l (2)

ST RMEAX, HTRHEHT RS HLsl, L

SERANKT BF A2 R AP B A X, R 3



#1031 TSR BT LRU (WA 5k 2489
DA X2 B A HERILHZ 6. IMDbitIISRAM. 4T 1 FAEAR 2 & nl LA

A@:}@m) (3)
K] M B B T I 2 A7 25 0] Ky

M:M1+M2+M3:[%bn)yR—i-(a—O—yﬁ)%) (4)

2.3.2 BHGER FINTHNHERNAE 3ANSH: ¢ o,
B o FTHI R e AT B )

At SRR AP RAF— R A TH) . — 7T, AR
(1) FMEBATX BRS¢ BOEL, PRI T ¢ NG
T J7 M, B SCANBER /N BA AT B R SR SRR,
IM3E&E MONZ /N AUEN LRU 284%, #li: #577F 1Gbps #EE%
BRI 0.01% 56k 28 KU, WHEN LRU ZA7 2
TR 100kbps: WA —ANNAAUH AN IP J3r4] HA 15
il KAH 1500, G05R ¢ /N 120ms, B IRFER A9 40
MR HEAN LRU 2847 [Al#:, 75 10Gbps T, 4 t /T 12ms,
2 X AFE AR o SR A FRAT A BEAT ¢ I ] P WO BR 38 ekl
T2 1oy 41 LR AT Be P LR, AT I L
40ms(10Gbps #E#% N)ZE 120ms(1Gpbs #E N) A TE .

R, T tRUN, R B R R N
HEN LRU 2847, BRIGAE A o D7 UK LRU 2847 LAZY 20X
F/NGRIIEN, B LRU BFHEIE R, IXF RS TE 8
IR e LRU 2847, thiaX(2) T 41, LRU 247 KNS
o BUEL, B o Ry, 2408 AR HEE A K
WATIX LAB IE R et LRU 2847, B /NI B
R MR A BRAG : ARt xC@) AT AN: B RN KRG AT T 75 1 2%
R, FES 4 TSI T A o B 12, B EL0.85 I,
TR 75 2 B AR K HER
233 ZREFRAKLERE FIEMLHENEFLEET
BAGAEMN LI o JNIEE AR SRR AF T A BB,
LRU 22 A7 AJ I X 1) B 4 43 79 SEBI o AN 1Y s mI A T
ABEHLYT I AE k3 (SRAM) LLER I i3t U7 1] o 443 2 23RS,
T RIS A 3 ANEAF X U AT R, AT LA 3 ANEAE X
R Y RO IS AR TR S|, B A AT CAM
(Content Addressable Memory) A I A-EHLEIFE AL O(1) W) a]
IR AT BE

WIIA T, R840 400 T2, MRTH 10
A2, 5 0 40ms IITE 10Gbps BEE 5 148 T, 4 (1)
PRI TE AT 25 1) KN A 12.5k030 5% (FEDoS &5 5 dif &
A, SNBSS SR T 7 2 B R S s ), AR
RBAT I R TR BEEAA TR, e I B e 1
KRB, B E 5 o B N IR R A7, S A
KUK YA AT KA #7H p = 0.01% , a =12,
B =0.85, NI (4)FEILTFEAET A 36.3kit 105K
MMRID/Z A 104bit, A5 RE. FRE&F 32 £, W
MRS 2 7 168bit. MUk, 7R A LM FE

ALK 64Mbit BB [ISRAM, fi KAl $24 1500k 151
ICAM, PRSI SELZ AT AT

B0 A FEAEAS 43 LI S IR ] 8y — YR A5 2 A I )
FHINL (R A DX R AR N T o 2R A7 DX e e A b BN e A 4
AR (1 2 X 1) B 2 PP IR 05 A DR N K1Y R, e o
7 X SRAM Vi) N ) o [R5 22 T2 8 ¥X SRAM Vj el INf 1],
AR AT SRR, SRAM Ui b Enl ik 2 & bns. 45
] 4nsSRAM, WISVEALBE—AN 4321 (1 S (] 4 32ns, W]
PASZHE 10Gbps i i (128 b 1L o
3 X

AR FH EL IR SE B A o S AT SRR IR IR S B
A H AT R

S K504 SR B 9 00 29 W 45 4 B2 (CATDA M) 2
S [ 1 P 160 25 BF 7 16 5% 92 36 25 (NILANR ) i 448 £ 92 s T B
WK, X SRR AR A T N R YR 2 K AT TP 4y
Mo SN, ST A B R 1. B
OC48A-02 JOC48A-03 43752 CAIDA T 2002 4EH1 2003 4
(EREEISPINOC-48 H Tkl PR MEHE . SLierh %%
FHECR Y 3600s % . Edl S UFL X PURENLANR ;)|
7635 % BLik K2 (University of Florida at Gainesville) Fl13 %
K% (Purdue University) KA MIE0HE, S50 548 FH L
180sVE N SEBAE o A ST AR ZLGAEAS [ I 2% AN T B
HASRAE 1) 22 4B LA ORAIE S 50 2008 HoAT S i i AR R T 22
R

FIAT SESHCR W R e X 5 oedliiie X H TP ik
e Lo 5 SCHR[B)ARI], ASCAEH Bt AN I LB

H AR SOV I FE AR B KNIl A2 T oA, PR
T SER SIS A R T T Gevk, 2 SRR A
[F) 3t 2 SCT R/ B AR 434 (Cumulative distribution). 24
TEM, R IP HbEGE X HEH T OC48A-02 K
OC48A-03 Ji K/NFEIT434T, XF 5 Judlinie
OC48A-03. UFL. PUR i A/NEIH 0. HEW R, 3%
8% MMM RIR R & T R 90% LA b, XA
SRR AR S5 R .

— OC48A-03 5 T4

A0

= = OC48A-03 A IP Hikt
L | N R T OC48A-02 H t) IP Huhk
i) --= UFL 5 w4l

e e PUR 5 T4

0 5 10 15 20 25
WHRH

K2 RN R



2490 BT 5 EE %R 9529 %
F 1 TIREEEER
" ) ST AN 8 N ) B A P e K ST A N ) BB P T B
SEEHAE Hit B —

5 64l H i 1P btk (Mbyte)

OC48A-02(CAIDA) 2002-8-14 2.5Gbps 173062 29529 385.28
OC48A-03(CAIDA) 2003-1-15 2.5Gbps 44987 14314 185.90
UFL (NLANR) 2004-6-16 622Mbps 25940 10843 196.13

PUR (NLANR) 2005-11-30 1Gbps 57756 6248 260.06

3.1 FFNMERR

A FE, A BRI R TA I B B 3 2 W 5 THI
FesRke —J7H, MG EE MR KRR TLN R
A BRI BT UL, 10 FLXH AT U T B A i
ZERTTRE AN B, XS Tib R, PR R R o
BT LR, ORI 25 B 23 3 Bl 2 KT
LRI R B 2 0 AR B AN R o DRI A S A
R I AL 2 RSP 1)1 2 I AN TR BR R PR IX 7 TR Pk e 22K
H 2 5 SO BRI 3 10 i 5 S B I AN O LA, e
S SR BT R P 1 0 % 2 LN 5 BT AR T A
FATE LA

o35, IBE S G (BN M LR N %
BRI R RO Bz i 2 il & o 49 4
ANGRATRE SN R R, X T 2l B F A s U DA e ) 2l %
X% PGS 210 S T S R P R, 3T E BB
8 Bl e A I K T AR I TRk R T e T T e A T
N IQoS. [, WS KRB 2 &, 72
s R P MBF. Rk, Sl AN TR AR VR
RGUAST I A EIX T TR PERE NG RA Ry SIS A X Al
TR ZER BN RTARSHG VTR 22 I e KA o AR A T35
2258 XOh i 22 5 SR R AR
3.2 LIFM R LRGSR

HF SCHR[3]H 1) “Sample and hold” & “Multistage
filters” k& H il & R Bom AR, T UEH
EAME A SCEE (RN LRUD) I L 5o A 0B,
Ma=12, 3=0.85, t=40ms (2.5Gbpsit)zk t = 120ms
(622Mbps Jz 1Gbpsitf)e A T IREFAPIE, 3 ANEERRA
SISO AR A R AP s ), JE/ e (4) T8

ARG XK FHETIR F o4 0.1%, 0.05%,
0.01 % BERR A =, XX 3 FELULH 3 AN A F I £t

BEREAT VR, 5 e vh AN SERAE I A i 4B s
RRCEYRTE . 3 2 J3R 3 43N i X oh TLoo AT H 1
TP ik I ) SE S 454

MEERTAT L, “Multistage filters” I KFRIRIL I A 0,
LRU"HAE 0.01 %8500 FAAB/MOIEE, 1 “Sample
and hold” [MUeA & w. X T-F¥it%, LRUTRAK,
Multistage filtersiRZ, T 3% 550 UL & EE sk A & 1) B
FHSRYE,  IX WAL 1115 22 A8 0 R A2 9 2 5 3R 2 f 0K
MXHF “Sample and hold” , “FHRZEMA(B%E 10%),
T “Sample and hold” [l A8 & A& LESEBREE DN, IR
WA TE T S R T R 28 3 B s B DR Z WK, T
IEIX TP LA AR P 4 125 E 2 T2

T “Sample and hold” FILRU S0 RN 3 KR
AR D P AR AT R AL, BN RN RIR G2 A7
DX, VAR AT L A I R 28 DX )
T BRIGIX AN BRI S A AT N R Ry IR R 0% o
LRU 50025 11 T0 B AN I A A T A 40 2L 5, DRI AT A ER
WE RS R A S L SEBRfE K. “Sample and hold”
AT DADR UE 0 R B S BR AR /D o IX PR PR IE A T U 2
M B E AL 2 7 2 oF e N a] BLRE “ FRARFE .
{HJE “Multistage filters” s&—FhUTIE L, EARMRHR,
ZAWI T RS PARAAER ANkt Bk /s
PRI R KA il R e . K 4 2K
WIS 0.05% #EME A HR,  “Multistage filters”
TEARFIBAREE L= ARz M SE e 85 R Gk NGRS A K
LI AE A T 5 22 PR R KA RGARDO A 58 2 1 e KA
BHES R e 3T/, IRZEERKTIL 1689 i T-SERRHE:
R, R ZERKTTIA 91% SEPrfd, fETH 2N EWE
XFEEA R 91% 1B, I H 2 ANl 22 11

®2 REERTFHRERVER(REXHATHEN)

P R (%) AR (%)
Sample and hold Multistage filters LRU" Sample and hold  Multistage filters LRU*

> 0.1% 0 0 0 0.18 0.039 0.005

> 0.05% 0.96 0 0 5.89 0.594 0.018

> 0.01% 2.7 0 0.002 10.27 1.282 0.151




%510 T % BT LRU AR SuAS i % 2491
*3 FHRERFHRELBERCREN A B IP HUERT)
WA (%) T (%)
RIAFHH TR
Sample and hold Multistage filters LRU" Sample and hold  Multistage filters LRU"
> 0.1% 0 0 0 0.072 0.018 0.002
> 0.05% 0.47 0 0 2.813 0.424 0.010
> 0.01% 1.62 0 0.001 6.752 1.087 0.139
Fz 4 mARHEMIRELE LR (Multistage filters Hi%)
5 Jc4l FI i) TP bl
S " \ " \ " ) " )
AN AR R 22 (%) K AR R 2 (%) AN B K AHRT 1R 22 (%) KU KAHXS R ZE (%)
0C48A-02 86529 91.72 14421 24.83
OC48A-03 75410 28.51 25136 10.32
UFL 168937 27.01 112625 15.29
PUR 168156 84.18 0 5.94

[At, #%+HT “Sample and hold” , LRUTAG /MK
VR ZE, BT MK E I E 2, M “Multistage
filters” , LRU BAT /N R A Ky KGR AN KU - 1 0 )
e, AR T R 5o DRMA SO B0 LA B s R S 1
R T B B At o
4 HRE

T R L TR, AR SR REAUIR 2R AR I R VA AR AE T
PRENE [ BUAT 199 46 P RN B 0 A P (AR R
I8¢ e e EE A T SR T S e AR SCER I Tl
BT LRU RIS, E9IA “ONRRIZE” A
CORUTGRS” HUHI AR i AER R o AE T SR I A [ B 2%
BEJe, ASCE BT PARBCR W T Sk 0 m] S K5
TRAEB T . fe e ARSORE TS B IR B 24T 1 S e
UEMIELE . SRR 5O T, HRSERA R
ARSI, RS & TR T B AN .

2 & x #

[1]  Brownlee N, Mills C and Ruth G. Traffic flow measurement:
Architecture. RFC 2722, Oct. 1999.

[2] Fang W and Peterson L. Inter-as traffic patterns and their
implications. In IEEE GLOBECOM, Rio de Janeireo, Brazil,
Dec. 1999, 3: 1859-1868.

[3]  Estan C and Varghese G. New directions in traffic measurement
and accounting. In ACM SIGCOMM, Pittsburgh, PA, USA,
August 2002: 323-336.

[4]  Zhang Y, Breslau L, Paxson V, and Shenker S. On the
characteristics and origins of internet flow rates. In ACM

SIGCOMM, Pittsburgh, PA, USA, August 2002: 309-322.

[5]

[6]

[7]

(8]

(9]

(10]

(11]

(12]

Altman J and Chu K. A proposal for a flexible service plan
that is attractive to users and internet service providers. In
IEEE INFOCOM, Anchorage, AK, USA, April 2001, 2:
953-958.

Shaikh A, Rexford J and Shin K. Load-sensitive routing of
long-lived IP flows. In ACM SIGCOMM, Cambridge,
Massachusetts, United States, September 1999: 215-226.
Smitha Kim I and Reddy A. Identifying long term high rate
flows at a router. In High Performance Computing,
Hyderabad, India, Dec. 2001: 361-371.

Mori T, Uchida M, Kawahara R, Pan J and Goto S.
Identifying elephant flows trough

packets. Proceedings of the 4th ACM SIGCOMM conference

periodically sampled

on Internet measurement, Taormina, Sicily, Italy, Oct. 2004:
115-120.

Papagiannakit K, Taft N and Diot C. Impact of flow
dynamics on traffic engineering design principles. In
INFOCOM, Hong Kong, China, March 2004, 4: 2295-2306.
Kumar A, Xu J, Wang J, Spatschek O and Li L. Space-code
bloom filter for efficient per-flow traffic measurement. In
IEEE INFOCOM, Hong Kong, China, March 2004, 3:
1762-1773.

Hao F, Kodialam M, Lakshman T V, and Zhang H. Fast,
memory-efficient traffic estimation by coincidence counting.
In IEEE INFOCOM, March 2005: 2080-2090.

McCreary S and Claffy K C. Trends in wide area ip traffic
patterns. In ITC Specialist Seminar, Monterey, California,

May 2000: 1-25.



2492 mF5F B %R

EDIES

[13] Kumar A, Sung M, Xu J, and Wang J. Data streaming
algorithms for efficient and accurate estimation of flow size
distribution. In ACM SIGMETRICS, New York, NY, USA,
June, 2004: 177-188.

[14] Cooperative Association for Internet Data Analysis (CAIDA).

http://www.caida.org/
[15] National Laboratory for Applied Network Research
(NLANR). http://www.nlanr.net/

Fdt: U3, 19758, Ak, PRI, BTSSR VTP R 2

\\\\\

TR I 3

BRI

B A N ACEI MR R G R

B, 197TARAE, T, 5007 1 1P W R 45 55
EL IR

5, 197654, W, EIEER, WS 1A B RS
R, P2PRAL.

o, 19404EE, IR, WLARI, BT RN S
LG H . TP QoS L. IS

1, 1965 AFEAE, IR, BT I A WA IR ER 4k
FREfH . LI AL 2 S AR LSS


http://www.nlanr.net/

