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Optimization and Implementation of Number Theoretical Transform
Multiplier Butterfly Operation for Fully Homomorphic Encryption
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Abstract: Fully Homomorphic Encryption (FHE) allows data to be encrypted and out-sourced to commercial
cloud environments for processing, while encrypted which diminishes privacy concerns. For the optimization
requirements of large integer multiplication operations in fully homomorphic encryption, an operand merge
algorithm of a Number Theory Transform (NTT) multiplier butterfly operation unit is proposed. By using a
fast algorithm of modulo operation, the operands of the Radix-16 and Radix-32 units are reduced to 43.8% and
39.1%. The hardware architecture of the NTT Radix-32 unit is designed and implemented. The proposed design
is synthesized using 90 nm process technology. The results show that the maximum frequency of the circuit is
600 MHz with die area 1.714 mm?. The results also show that the optimization algorithm improves the

computational efficiency of NTT multiplier butterfly operation.
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OP), 32185l # a1 325 E £ e LUAH L)
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N: RGN B
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{//For X1 to X31 NTT output}
for 2 =0 to 4 do
for 5 =0 to 16/2° — 1 do
k < 2" x (2j 4+ 1) {//For OP [K] of k-th NTT output}
for 6 =0to 2! — 1 do
for 8= 0 to CEILING(11/2% — 1) do
n < OXCEILING(11/2° + B) {//For OP [K] [n]}
OP [k] [n] + 192'b0
for ¥ =0 to 32/2" — 1 do
for « =0 to 2 — 1 do
m+ 2! x B+«
if m > 11 then
PASS
else
OP [k] [n] [6 (m + vk) + 5 (mod 192) :
6 (m + vk) (mod 192)] < z [6m + 5 : 6m)
end if
end for
end for
end for
end for
end for
end for
{//For Xo NTT output}
for n =0 to 31 do
OP [0] [n] « 96'b0
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end for
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OP5; 24 EHEOP6EOP1L. FAHAI192 bit#
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OP1 ‘114,3|I142|I13.3|Z13,2‘ ’ 118.3‘ 118.2| -’1?7,3| -’1?7,2| 1"6,3| T5.2 T59 I4.3| I4.2| 5'23,3| 5'23,2| J32,3| 1?2,2| I1.3| Z1.2| 103| To2 | ¥153| L1522
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OP3 ‘~T12.7|~T12.6|-'511,7|-'L'11,6| ° ‘ 1%,7| 1%,6| 1’6.7| J'6,6| Z;.?‘ Tye | 5'23,7| 1'?3,6| $2,7| $2,6| Il,7| II.G‘ 1&1.7‘ Toe [ L157]| L15.6 114,7| Il4,6| 1‘13.7‘ IIB.S‘
OP4 ‘-'E11,9|-’E11,8|I10,9|I10,8| °t ‘ T59 I T58 | Ty | Tyg | 3.9 | 38 | T9 | g | I19 | I8 | Too | Tog | -’Els,gl 115,s| 114,9| 114,8| 113A9| 113A8| Iu.gl Irz.s‘
OP5 ‘ 0 |a:10,w| 0 |$9,10‘ ‘ 0 ‘:z:;_10| 0 |qz;,m| 0 |a72,10| 0 ‘.7:1_10| 0 |:lh,10| 0 (510 O Ixm,lfl 0 |ft13,14 0 |:1:12,14 0 |a:11,10
OP11 ‘ 0 |iD26,w| 0 1?25.10‘ ‘ 0 ‘@0.14 0 |1'719,14 0 |118,14 0 ‘117,14 0 |Ile.1cl 0 |$31,10| 0 Iﬂéo,lcl 0 |1)29.1Ll 0 1128.14 0 |$27,10|
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o COFETEE AIFERR

Hoe AR i A ERONR (EACE
Xo 1 32 32
wr8c 16 32 11
Xsg, X16, X24 3 32 16
FkXo, X8, X16, Xoa AN E I 12 32 12
&t 32 1024 400

BE, dnhn. JRAISRe D2 TR . U SR S A
647 T8 R AR, U5 S0 v 1) 4 SR el 2 4 R RS
po JREEHE IR AR R, (HART 2
KA. SR, W R FH Solinas & #(2'%? mod
p=1HHEME, K64y 2192467,
192407 %5 B AE IR K 2 Bag 5, W] DL 5 78 4k 1K
B EPITRpIZE, LU TR . BN 28 H R .

(1) k. TFERXe +y, HRHAEL, At
PR . AL, 2 +y = trunc (z + y) + 2192
= trunc (z + y) + 1 (mod p), H Artrunc (2)f)iz H 8
2 B2 K192 bite IndoHEr, FCHUCRE ) 45 5
e +yo AT LU G PR A AL 15 F RER B AR I
FEREME A RO SR B LE R IR S, AT E SR
BERL Y ] R

(2) LAY : H e & LL2IEDL. B
£192 bitHi %z, AEHHE2e. BAHPIMER,
i L (19120, RFELFEL bitf3#)2z; W
T e 191521, FF 42x = trunc (27) + 2192 =
trunc (2z) + 1 (mod p). EXHMIEL T, # X H
LR PRI bit, HIFTSEHLRLA2MIBRE. LAtk
Feffe, MR HYe, KT BN IS LB
jbit, BRI e Ll2d (R

(3) Wik: HAN2P modp=—1, Arlle —y=
x + 2%y (mod p), H 2% & H M TVE RE. X
B, R EE RN T B IE AN, AT
[IRES: LA =
X192 bitlUE A Bl64 bithE 5, FILLE
—AN192 bit [ B FE 7 Rz = 21600 + 2128p 4 2964
260d +232e + f, Hirha, b, c, d, eMfHE32 bit
RS R TR RIS R AL R 0% T e bR A P R A
z = (232e+ f) + (232d+a) — (232b+c)
— (2*%a + d) (mod p) (12)

R, xF T XoHTHE, AR BOH N o i
FiR 96 bit, HHEUSERAEE Y.
2 =2%2d +2%%e + f — d(mod p) (13)

5 fEHSCI

K45 7R T B AR ek 3215 5 5 T i R HE 1A
A0 FE P AR B A ORI AR, AR AR R R E A AR
B, xR B T _EATHE S SR ERLS IR
AP B 770 . 33218 BB I H N 232764
bit £, S BUe A H J5 11132764 bit %l .

ERAERUAE ORI AR B 2 BN A E A IR 5
%, WREHE TSR, BRMARIEDE. ¥R
HEIHAN: (1)32496 bit#RIEEL &5 Xos (2)11
192 bit#AFH, # X FEHF S (3)1641192
bit#AEHL, ERF Xs, X161 X245 (4)127M192 bitf
TEHL, xR AR BT 41

RN I e R E R B A —, 4R X
11, 12, 16 325 NFAE R BB, EI5ER T
LU N AR ORI 1650 N BV E B BB . 115N
PRVEECRI 1 28 N AR, R 7192 bit iR
R 7. Xoff1325 NHESL, TRIM64 bitIEH 7
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) 64 OP0 96
T i OPs for X . » 32 0Ps 96 64
»| generating O'Pgl 96 CSA tree & Modulo p ——» Xo
» & merging CPA
oPo 19
o — *P OPsfor X, [ > 11 ops 109 61
! E generating O‘P 10 192 CSA tree & Modulo p ——4» X
» & merging > CPA
OP0 192
64 h OPs for X, 2 » 12 OPs 192 64
z, »| generating O.Pll 192 CSA tree & » Modulo p ——* X,
» & merging » CPA
OP0 192
OPs for X, ; » 11 OPs 192 64
64 P generating O‘P 10 19 CSA tree & Modulo p ——4» X,
Ty, » & merging % CPA

4 Hrd Rt 3218 51 LTI REAHHE I

£92£92£92 192£92£92£92 192i192i192£92
CSA CSA
R?)L RgL ROL
1-bit 1-bit 1- lnt
CSA

CSA

ROL

ROL
1-bit

#1796 bit,

ROL
1-bit

MOD ADD

192

192

(a) 114N FAEEL

FLARAE RN rh ) 45 RN
%Kﬁ%ﬁﬁ% bit, IV A 7R E U R AT

ROL
1-bit

&192&192&192 192i192i192i192 192&192&192&192 192&192&192&192 192

CSA CSA CSA CSA
CSA CSA CSA CSA

(b) 164N FRIEEL

B 5 AR BRI b

ggrm 6 KGR

==<A

RS T4 TR A 0 A 1M RS AR R

Xs, X16MXoaff) 165 NREE 532 bitdHTE 10, Feik K 3218 H A ILHI AL SRR SR, fiiH] Verilog

LA A B T ik o 1] 5 SRR B

s &

=<Zh

192 bit, HIvETHE A TR B HURERAE

RAR S R SIS, S EAENTT Library!”

E B BATUVMEHIE. 8 HSynopsys Design Compiler
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ESMIC 90 nm RVT 0.9 V Slow L2 F T4
Hr, BB I EE LAEMZ 600 MHz, 185 %
TAE P R, AR N1.714 mm?, THEE202 mW.
DIFEMI99% NENFASTIFE, SR BEEMK. FPGA
% 7 Xilinx Kintex UltraScale ¥ & flVivadoit
Te56, WIS TIEM% 320 MHz, 1255
BTN E B, FE#238.9k CLB LUTS, 23.1k CLB

Registersfi1.24k CARRYS8. K T H5HAR 51
FPGAX}L, CLB LUTsH A& 622k logic cells.

ARCHEH AR, AT DAY R B H A2 1)
PO EEMIEE R IT b, SRR 16 I 3218 AR T
BEAEHOR D $143.8% F139.1%,  FH A BU D 4 ok
(7092 88 BT o 4D T A R G Bt 5 4% 4 ) A IV 1D 9
o RBEATCEE R E HAD TAERIXT EE

*® 3 LUMARILL

BAEHUE A B KA (MHz)
16 32 ASIC (@90 nm) FPGA
SCHR[11] 256 200 229.4 (@Altera Stratix V)
SCHR[14] 1024 98.02 (@Altera Stratix V)
AL 112 400 600 320 (@Xilinx Kintex UltraScale)
BEAEZORD (%) 43.8 39.1
7 gﬁ?ﬁiﬁ homomorphic encryption[EB/OL]. http://homomorphicencryp

ASCA AR AL R 1 “ 378 WA AL,
HIHFBIR R HAIEI VI H B R, TRR A PR
HURSE, 7 ) AT K 22 1 6 M1 323 B FR T ) A1 K>
F43.8%39.1%. fEMLEEAN F, Bobsiil 7 H0e
AL 323a B T B BT . /ESMIC 90 nm
T & FHXilinx Kintex UltraScale FPGA~F- & L[]
CREHAREN, R E S TAESR 600 MH2A
320 MHz, 8 E7TMEHEY, &E 5D
G AR L. 714 mm?,  LAJ38.9k CLB LUTs,
23.1k CLB Registersfll1.24k CARRYS8. S2I6 4%
2, PRI T A BRI S
.

& £ XM
[1] ALBRECHT M, CHASE M, CHEN Hao, et al.

Homomorphic encryption standard[R/OL]. http://

homomorphicencryption.org/wp-content/uploads/2018/11/

HomomorphicEncryptionStandardvl.1.pdf, 2018.

2] BRoEAE, AR, FAINETRFFI]. BB, 2017, 4(6):

558-560. doi: 10.13868/j.cnki.jcr.000207.

CHEN Kefei and JIANG Linzhi. Preface on homomorphic

encrpytion[J]. Journal of Cryptologic Research, 2017, 4(6):

558-560. doi: 10.13868/j.cnki.jcr.000207.

(3] A, DEL, L. A FANETER). R, 2017,

4(6): 561-578. doi: 10.13868 /j.cnki.jcr.000208.

LI Zengpeng, MA Chunguang, and ZHOU Hongsheng.

Overview on fully homomorphic encryption[J]. Journal of

Cryptologic Research, 2017, 4(6): 561-578. doi: 10.13868/

j.cnki.jer.000208.

[4]  ARCHER D, CHEN L, CHEON J H, et al. Applications of

tion.org/white papers/applications homomorphic encrypt
ion white paper.pdf, 2017.

[5] GENTRY C. Fully homomorphic encryption using ideal
lattices[C]. The 41st Annual ACM Symposium on Theory of
Computing, Bethesda, USA, 2009: 169-178. doi: 10.1145/
1536414.1536440.

[6) ABOZAID G, EL-MAHDY A, and WADA Y. A Scalable
multiplier for arbitrary large numbers supporting
homomorphic encryption[C]. 2013 Euromicro Conference on
Digital System Design, Los Alamitos, USA, 2013: 969-975.
doi: 10.1109/DSD.2013.110.

[7]  RAFFERTY C, O'NEILL M, and HANLEY N. Evaluation
of large integer multiplication methods on hardware[J].
IEEE Transactions on Computers, 2017, 66(8): 1369-1382.
doi: 10.1109/TC.2017.2677426.

[8] VAN METER R and ITOH K M. Fast quantum modular
exponentiation[J]. Physical Review A, 2005, 71(5): 052320.
doi: 10.1103/PhysRevA.71.052320.

[9) GARCIA L. Can Schénhage multiplication speed up the
RSA encryption or decryption?[EB/OL]. https://www.
informatik.tu-darmstadt.de/cdc/home _cde/index.de.jsp, 2005.

[10) FURER M. Faster integer multiplication[C]. The 39th
Annual ACM Symposium on Theory of Computing, San
Diego, USA, 2007: 57-66. doi: 10.1145/1250790.1250800.

[11] WANG Wei, HUANG Xinming, EMMART N, et al. VLSI
design of a large-number multiplier for fully homomorphic
encryption[J]. IEEE Transactions on Very Large Scale
Integration (VLSI) Systems, 2014, 22(9): 1879-1887. doi:
10.1109/TVLSIL.2013.2281786.

[12] FENG Xiang and LI Shuguo. Design of an area-effcient
million-bit integer multiplier using double modulus NTT[J].


http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://dx.doi.org/10.1145/1536414.1536440
http://dx.doi.org/10.1145/1536414.1536440
http://dx.doi.org/10.1109/DSD.2013.110
http://dx.doi.org/10.1109/TC.2017.2677426
http://dx.doi.org/10.1109/TC.2017.2677426
http://dx.doi.org/10.1103/PhysRevA.71.052320
http://dx.doi.org/10.1103/PhysRevA.71.052320
https://www.informatik.tu-darmstadt.de/cdc/home_cdc/index.de.jsp
https://www.informatik.tu-darmstadt.de/cdc/home_cdc/index.de.jsp
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1109/TVLSI.2013.2281786
http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000207
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://dx.doi.org/10.13868/j.cnki.jcr.000208
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://homomorphicencryption.org/white_papers/applications_homomorphic_encryption_white_paper.pdf
http://dx.doi.org/10.1145/1536414.1536440
http://dx.doi.org/10.1145/1536414.1536440
http://dx.doi.org/10.1109/DSD.2013.110
http://dx.doi.org/10.1109/TC.2017.2677426
http://dx.doi.org/10.1109/TC.2017.2677426
http://dx.doi.org/10.1103/PhysRevA.71.052320
http://dx.doi.org/10.1103/PhysRevA.71.052320
https://www.informatik.tu-darmstadt.de/cdc/home_cdc/index.de.jsp
https://www.informatik.tu-darmstadt.de/cdc/home_cdc/index.de.jsp
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1145/1250790.1250800
http://dx.doi.org/10.1109/TVLSI.2013.2281786

1388 BT 5 & B % %43 %
IEEE Transactions on Very Large Scale Integration (VLSI) design and implementation of large integer multiplier[J].
Systems, 2017, 25(9): 2658-2662. doi: 10.1109/TVLSI.2017. Journal of Electronics & Information Technology, 2019,
2691727. 41(8): 1855-1860. doi: 10.11999/JEIT180836.

[13] jiafe, EREE K, HHHA, S5 MM A RENE KA RIEFF TR - [15] Project Nayuki. Number-theoretic transform (integer
FPGABITJI]. B 7515 8543, 2018, 40(1): 57-62. doi: 10.11999/ DFT)[EB/OL]. https://www.nayuki.io/page/number-
JEIT170312. theoretic-transform-integer-dft, 2017.

SHI Quan, HAN Saifei, HUANG Xinming, et al. Design of

finite field FFT for fully homomorphic encryption based on sz B, 19814FA:, BIRFFL R, WFFL 5 A A 4 A L B 1
FPGALJ]. Journal of Electronics & Information Technology, iy mEERETHAL

2018, 40(1): 57-62. doi: 10.11999/JEIT170312. TREE. B, 1978%F4, BIEIR, RS RN ROREE BT, DhE

[14] AR, SR, MY, & KBEHTRIESRMFPGA RIS 523 []]. LT RO,

515 B2, 2019, 41(8): 1855-1860. doi: 10.11999/ EAM: 5, 198554, YHIW, WFFCTT MO SR TR RS SR

JEIT180836.
XIE Xing, HUANG Xinming, SUN Ling, et al. FPGA

SRS DF5E


http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
https://www.nayuki.io/page/number-theoretic-transform-integer-dft
https://www.nayuki.io/page/number-theoretic-transform-integer-dft
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
https://www.nayuki.io/page/number-theoretic-transform-integer-dft
https://www.nayuki.io/page/number-theoretic-transform-integer-dft
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.1109/TVLSI.2017.2691727
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT170312
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
http://dx.doi.org/10.11999/JEIT180836
https://www.nayuki.io/page/number-theoretic-transform-integer-dft
https://www.nayuki.io/page/number-theoretic-transform-integer-dft

	1 引言
	2 数论变换和库利&#8211;图基快速变换分解
	3 蝶形运算的操作数合并算法
	3.1 基32运算单元
	3.2 操作数合并算法的提出
	3.3 操作数的分割和合并

	4 取模操作的快速算法
	5 硬件实现
	6 实现结果
	7 结束语

