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Abstract: In cloud computing applications, it is very important to ensure the confidentiality and unforgeability
of messages, while judging the equivalence of different ciphertexts to plaintexts. The signcryption scheme with
equality test can achieve the above security goals. Based on the certificateless public key cryptography
environment, a Certificateless SignCryption scheme with Equality Test (CLSCET) is designed. Firstly, the
framework and security model of the certificateless signcryption with equality test scheme are proposed,
moreover two types of adversaries with different attack capabilities and three types of security targets are
defined. Secondly, a specific certificateless signcryption with equality test scheme is constructed, and the
correctness of the scheme is analyzed. Finally, based on the random oracle model, it is proved that the scheme
satisfies the security properties of One-Way against Chosen Ciphertext Attack(OW-CCA), INDistinguishability
against adaptive Chosen Ciphertext Attack(IND-CCA2) and Existential UnForgeability against adaptive
Chosen Message Attack(EUF-CMA). Compared with the existing approximate schemes, the scheme satisfies
the confidentiality of IND-CCA2, the unforgeability of EUF-CMA and the one-way ciphertext of OW-CCA.
Key words: Ciphertext equivalence test; Certificateless public key cryptography; Signcryption; Computational
Diffie-Hellman(CDH) problem
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19844, Shamir®#¢H 73T 5 43 1) A4 %Y
PRI, R T AR G BH B R A AE () E S A 3 ) R
B2 50 AHEAFAEFHLTE B 20034,
Al-Riyami%s NPHERH T TUE-B A HE S, fiF
T B A B A R A7 AE BB PR . 20084F,
Barbosa% NMEh & To ik 45 2 51 % 5 A 25 % 1 A1
B, PR T RIEREEEE. FE, Wads NP
T iHH Diffie-Hellman R X [ B 25 OGS £ R 7 i)
R T —NIERE%E TSR H2, Barbosa
T7 FAMWTT Z TR R EAK. 20114, R
NS T @ TR B TT %R, %07 RN
SRR I RS, MRS R 1 34 X2k
PEXE, SCATEME, 2T RMAEEN. H
R, Ph BT R R TGN R Wi Tk A% 7
%, RPN EUC. 20174, FHEHS%
NI T 22 45 1) T XUE A % 1 T e F5 28 %6 07 %
B RAAEENE, FAAEE AR,
20184, Mandal§ NFHR W T ATERUER TCUE 25
TR, %77 0] LA Rt ALt Internet %2 4 W 3CH
LR F ) B AR S . A LuofE NPHEH T
— AN T ARER R IR BT R, %07
FHAERME . R 2R m i ReE.

2V BELAE N AN R I T AR R R B
WLEERA T DhiE M, A B I8 7 AT IAS [F) 25 500
LB SR BARE . i, E= s EdR S,
AIPEAN 2 5 B SCTH S RIS, AN [R) A H s (1) 2%
SR REAT ISR M AR EE R DR, TR S
(B R B AR T DLAT RO A R i 1)

20104, Yang® AT Ukl 1 AP 5
fE Il (Public Key Encryption with Equality
Test, PKEET)H AR, ZEAR AT LA/ A [F 2 81m
W SRR XL R AN 3. 20164F, Malt!
Feth 7T B A 91 E Y B S5 E I (Tdentity-
Based Encryption with Equality Test, IBEET)
%, Rk T PKEETAFERIE & B . 2018
., ATHRUIBEETE A LE M8, QuiE Al
P T kR S E I N % (CertificateLess
Public Key Encryption with Equality Test, CLP-
KEET)75 %, 20204, sKE&SEANRE T30
R R R CIE BB S E NN 77 %, 1277
FAT DR S R I RE, HE, AReftft
INIETRE.

AET RUEB AP HLIAEE, =/ 7T 1A
A% SCEENA T e TTIE B E T %, BTGIES

2 S M 25 % (CertificateLess SignCryption
with Equality Test, CLSCET) 5 %. 1, #EiH
T TG B AR I A ) R G HE SRR 2 A
A, o T R B AR RE T T A3 %
HBR. RJEHRH T BARRK ICUE A5 % S I A
TR JE, RIS, IEMATT Zi
FRE B 16 B LI T AN AT X 0 4% (INDistin-
guishability against adaptive Chosen Ciphertext
Attack, IND-CCA2). I& M IEFH BIGE T A
1] P % (Existential UnForgeability against
adaptive Chosen Message Attack, EUF-CMA)H!
LA M (One-Way against Chosen Ciphertext
Attack, OW-CCA).
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2.1 TRARGHER
TEAEA % SO MR A % 7 R T P A
> (Key Generation Center, KGC), ##7 K153
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B o

J

RS
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T &R I WAaRe
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KGC
B 1 RGHERE

() ZHAERF 0 (KGC): Al ASESH. &
gy FwmPINEEE SOk BRI CE R 7 A .
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¢

R

(4) MR 55 4% FEREEUHE ik & b AR 1%,
2RSS 2R AT B ST
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FEH, EATUSRHA A, DU @Bk
HOMIHEA € {Ar, Au}Z (B2 AR AL
S NP 3 A S B e M 2 R

2.2.1 HEZM%

T N ZESH, PEECIZIT RG T
FOERE AR . MA = A, CK RESHL
PPRIEHA, BNCK RFSHPPH EHHs Kik
ZBA

R B MA = Ay, A#REiTHashif o],
B 72 1 L] I/ - = % 1T N 2 = TN = /N 2 v |
LTI 53 o1 L I e o e N T S TP G R [T
RAEZA, 75ABE47Hashifga] . A8 . F40
W) B ) R A I AT A ]

PhEE B B A% A S K BT oo Flma
mo #my HARBA VTR L . H ksl s, H
J* #t, CRENLIEERD € {0,1}, 1R[A]6* + Signcryption
(SKy, PK -, mp ) VENBRER T SR AA

FEMF B Ao € {0,1}, 240" = bif, A
PR -

2.2.2 FAI{AEM

T2 N LESHN, A CIBIT ARG @#T
RS R . HA =AY, CKRRESH
PPRIZEHA, BNCH RESHPPH L% s kKik
ZBA

WM B MA = Ail), A THashifjjl. 2
. AW B AN A% R
Zrg ), CIREIMMESA, 5N A THashif]
TR/ =& 1 I L I VA& %1 1 I o [ U i
1]

it B Bt . A% H R IE R B it (# 6) Rl S
0%, &L # Unsigneryption (PK;«, SKy, 6%), A fmis
UE K o
2.2.3 B[E4%

TES AN L ESHN, PEEECEITRGE T
RSP E L. BA = A, CH RGBS H
PPRIEHA, HBNWCK RESHPPH £ % Hs Kik
A

W IR B Skt ob i 1) i B R

PhERBY B AfarH R B hit, Hit #t.
CPREMLIEHEUm*, iR [A]6* < Signeryption(SK;«, PKj,
m* ) APk SR IELRA

BB B A, W/ =m* | ARRAE
tLgE,

3 BAER=zR
3.1 EXEiiA
CLSCET /7 845 A N & ik:

(1)Setup (A): HNZESHN,

(a) KGCHEFE AN R R EH (g > 2°) i3 Bt
G1, Go2(PRGVETT) IR Z X Te : Gi x G1 — Ga,
BENLIEH s € Z; R E %40, B umlfi Hash pg 44
Hy :{0,1}"xG1—G1, Hy : {0,1}" x Gy x GoxG1—
{0,1}", Hs: Gy x{0,1}" = Z} Hy: Gy x {0,1}" —
Z: Hs - {0,1}" — ZX R He - Gy — 2.

(b) WEEAHPw=5sP, i R4 =%
PP = (G4,Gs,q, P, By, e, Hy, Hy, H3, Hy, Hs, Hg) .

(2)Public key (PP, z;): i N RG S HPP,
P P A S AE i

(a) Hdl AOXE IR BN Eza € ZENECH
MVEE IR EHLAHPKL = 2P,

(b) F¥EE LB S € ZFE A R
W EAEFF R E A HPK = 2P,

(3) Partial private key (PP, s,ID;): i N R4
ZHPP, FEHs FIEAE A 01D, .

(a) FNEHE K IEFE S IDs, KGCiFHQN =
Hy (IDA, PKa), Da = sQa, SRJEH4 380 FAHDA IR
[ 45 B IR

(b) H N EHE 2 & 1D, KGCiHHEQp =
H, (IDg,PKpg), D = sQp, RJG¥ 5545 FA4H Deilk 1]
RN

(4 ) Private key (PP, z;, D;) . Hii N R 5 S 5
PP, il H P RAE B, A1 FAEH D

(a) W EHIR KIEE FAHSKA = (24, Da).

(b) & B EIREEICE IAHSKs = (2B, Ds).

(5 ) Signeryption(PP, M, 1Dy, IDg, SKy, PKg) :
MANRASHPP, WEM, ¥ K%EHEILH
SKa, H#mEUCE K AAPKs . Bl K1k E $AT LA
AR

(a) BEWLIEHFreZ;, It HR=rP, 6 a=
e (rPyw,@Qs) ,T =rPKg ,

(b) i # h=H,(IDy, 1Dy, R,a,T), Cy =
Ma&h ,

(¢) i % w=Hy(R,Cy, 1Dy, Dg) , u=H,
(R,C1,IDy,IDg), V = (wzpa +7r)Qa +uDy, H
Cy = H5 (M) - Hg [e (PKg + Ppub, 7Qn)], % Vo =
(R, C1, Co, V) RIELE BRI

(6) Unsigncryption (IDy, IDg, PKy, SKp, 6): i
N B K38 38 0 PR, W B2 i3 1 FA 81
SKp, #30 . BAmFNE AT DL 4k

(a) ITH a=e(R,Dg), T=xgR | h=H,
(IDa,IDg, R, e, T) M=Cioh,

(b) 11 H w=H3(R,C1,IDy,IDp) , u=H,y
(R,C1,IDy,IDg) . #| Wre(V,P) =e(R+ wPKp+
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UPpuvaA) *H/::J‘E7 %*ﬁk IE]{% QM’ IIIU_“JJ\_ dHs, dpar, dprv, qTiuquc%%U%i—\‘HGi@ IEJ7 % %%L%H
B “L” . WA, AR, 5 1) T AR 25 2 ) m) 1T e K IR
(7) Trapdoor (SKp) : % #f £ i # B8 Ml ik 5 B, e NHIRXMEHIR.,
reZy , i HTi =e[R+1"PagH (IDg, PKpg) JERR: R HECE—/"BDHI IR RE,
+Dg), Ty, = e[’ P, agHy (IDg, PKp) + D], #4811 HIN4TCLHL(P,aP,bP,cP), it 5 H bR Je(P, P)™
Td: (Tdquz)jX_\%éé\{:E&%%o CF;‘E%@}E%%&PP:(P7H1,H2,H3,H4,H5,H6),
(8)Test (Ca, Tu,,Cn, Tuy): 2= R 2% S U 3 %5 ¢ 4Py, = aP | Hy — HeoNBENLTS L, PPRIEL
X . Ty, , FA, REFE%HHs, ¥FXLu,, Lu,, Lu,, L,
G0 (6a, Ta, ) F(08, Ty ) Es = H, o AT ’
AT Fo) Bt T ) TESEE = e () L o AR
Ep = Hg [ 222 ), )i “ = EEBE'Tifa , ()H A . CHEd 5K Ly, HAa& o
AH S H “161?’“, :uU“Jiﬁuﬁ “O” ’ [ID;, PK;, vi, cn, Qe CUL B EL T Aok T Hy i) 1]

3.2 IEfAM
A HMNH U3 AL, CLSCETS
F L IERATE
(1) hm e 1) — 3 ik
M=Cioh=Mohoh=M (1)
(2) Unsignery ption £ 13: 0 45 2 A o7
e(V,P) =e[(wzpy +71)Qx + uDa, P]
=e[(wzp + 1) Qa, Ple(uDy, P)
=e[(wzp + 1) P,Qa] e (usQnp, P)
=e [wPKa + R, Qal € (uPpub, Q)

=e (R + wPKa + 'U/Ppuba QA) (2)
(3) Test FLik o 5 KA
T,
E\ =Hg (le’A> = Hg [e (R, z5QB + Dg)]
da A
—HG [6 (PKB + Ppuba TQB)] (3)
T.
Ep = Hg <T31B) = Hg [6 (R, rpQ@B + DB)]
= H6 [6 (PKB + Ppubv TQB)] (4)
Caa _Hs (My) .Hg [e (PKp + Py, 7@B)]
2N He [e (PKp + Ppup, Q)]
:H5 (MA) 5
02,]3 :H5 (MB) Hg [6 (PKB + Ppub7 TQB)]
FEg Hg [6 (PKB + Pp11b7 T.QB)]
=Hjy (MB)
.Coa  Cap
EEA EB ’ M\ﬁMA_MB
4 REMSH
4.1 HEM

EIBL ERALTNS BB R, AR BT AL DA
e WAL, %77 2l 2 IND-CCA2.

it — AN EVE ORI W2 14 Diffie- Hellman (Bi-
linear Diffie- Hellman, BDH) K A r] @i, A i e

7] il EI’H‘E%KJJ

< € stc >
(qur + dprv +qr + 1) q °

i, A[ID;, PKi, vy en, Q] € L, MEREIQ:; 5 )
CHEMLIEFen € {0,1}, Fen=0, REP, HN
& [a]bv; P

(2)Ha¥fj 0. CYedr 3K Ly,, HpafHod
Dy, Ry, ay, Ty, b o 4CUR B 8 F- A1 6 T Ha 19 1) 7]
I, %5 [ID:, Riy i, Ty, hil € Ly, IR [\, 15 0
C B ML $6hi € {0,1}7, ¥ IN[IDy, Ry, v, Ti, ha] F
Ly, #, &IA Ry o

(3)Hzin]: CHEH 5| KLy, HPaEHoH
[Ri, Ci, 1D, Py, wil o CU BT ArE T Ha )] 1]
i, #[Ri, Ci, ID;, PKy, wi] € Ly, WHR[Awg, 50
CHEbLIEFw; € Z7, WINR;, Ci, 1Dy, PK;, wi] 3| Ly,
W, IR [Ew;

(4)Hsa 8. CHEd 5K Ly, HhaE& i
[Ri, Ci, 1D, ui] o O B EL T Ar e T Hy 1896 7] B
#7[Ri, Ci, 1D, w;] € Ly, , MR Blug, 75 NCHEALZE
Frui € Z;, WHHR:, Ci, 1D, wi B|Lp, H, iRl .

(5)Hsir]: CHEH %KLy, HAMETH
(M, hs] o {CU B & FA & T-Hs 1890 1] B, 4
[M, hs] € Ly, Wik[ERs, 5WCHENLIERERs € Z;,
ININM, hs) B Ly, A, 3R [BlAs

(6)Heifjir]: CHEH %K Ly, HAPAEHTH
[B-m,hele {C B B F-Ar 8 T He (193] 0] B,
[B-m,he] € L, WA, SNCHNLIESR R € Z;,
WG - 0, he[ B L, 1Rl hgo

(T) AW 24 CY B ¢ TID; 1 2 83 1 1]
I, ERAEAR

(a) %7 HFK Liey P AFAE TCAHID;, PK;], IR [A]
PKZ5 8 FAr

(b) 720, Chfifli#fen € {0,1}, 4Prlen=0]=
#ren = 0, CHENLIER 2; € Zy, WHD; = av, P, SK; =
(w4, D;) FIPK; = 2P, ¥ JN[ID;, x4, Dy, SK;, PKj, 0]
B LkeyH, IRFEIPKEATFA, Fen=1, SPK,; =
Tinow Py HeH Ziwow € Z5, W[, *, %, %, PK;] ¢ Lieys

AW, CH %L Frmow, W INID;, PK;, en] ) 71| &
Lg, MLp,H, REIPK45HFAL
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2 %

43 %

(8)F 43 FAEH W 1) = 4 CHig 31 5¢ T-IDs 1) 38 43 FA
R, A AL B R P AR AE ST AID;, Dy,
MR [l D2 FFAre B, CXIIDEAT A 1],
fren =0, NER[EID;, 0], CE& IR,

(9) R ] 4 Cic F 3¢ T-ID; ¥ A £ 11 17
I, R BH A1 3R A7 AE oo LDy, SKG] L, i ]
SKi 25 T FAr. BN, CXHID#EAT A8 MM, #
en =0, MERESK;, 0], CZIbEBH.

(L0)AHE B H] . HTFAREEAE R —
NHAPKE 572 P IDs 1 JR 46 A BHPK

(11) &% i . {CU R R FA L T o4
[IDs, IDR, m]({E & A1 & BEAT 22 BH 1 ) ) 1) 25 %5 41 )
iy, #en=1, CEMINELKey, Lay, Ly, Luy, Ly,
Ly, MLy, e . itHEEHHER=rP, Ci =m® h;,
Cy = hs - he FIV = (w; * Txknow + 1) bv; P + au;bv; P I
W [FIE L0 = (R, C, Co, VTR TFALe. 7, CHE M
ﬂ %% LKcy ‘:F' JG éﬂ[IDi,%‘,Di, SKi,PKi,CH] , Iz ﬁf
Signeryption(PP, m, IDg, IDR, SKs, PKRr), 4= BAH N
)50 = (R, C1, Co, V) IHE HIR [ 25 5 FAs.

(12) 2% M . HCU BB FALKR T ud
[IDs, IDg, O] (AR 2525 ) Al B, AU

(a) HAFTE Hen=0, CHELkey ' 7 D,
x;, D;, SK;, PK;,en] , 18 47 Unsigneryption(PKg,
SKr, 0) ByEIF iR [mlm, 2550 3 SR W Clgr
Fg “L” .

(b) ZHAEfEHen =1, CHEYIKLy,, Lu,, Lu,M
Ly, # % ) ot A[ID;, PK;, Qi] , [IDs, Ry, o, Ti, hil |
[R;, C;,1ID;, PK;, w;] F[R;, Ci,ID;,u;] , 1 Hm =
Ci@h, #% e (V. P) =e(R+wPKa + uByub, Qa)
B, R [Elm, S CHHATS “L” .

(c) # 53 Liey 1 A F£ 1E 70 4H (P A B 4 B
#), WICLEH| KLy, , Lu,, L, MLy, 251 o2
[ID;, PK},Qi] , [IDs, Ry, a;, Ty, by [R;, Cs, 1Dy,
PK}, w;) fl[R;, Ci, 1D, w;], iHEm=C1dh, %
Xe(V,P) =e(R+wPK) + uPpn, Qa) &7, MR
[Elm, HBWCHIERFS “L” .

(13) Rl T . 4 CU B R F A T-F T Al
Ff, FHen=0, CTE ¥ FLkey 7 WID;, x4, Dy,
SK;, PK;, 0]3f 3R [1] Trapdoor (SK;) 1) 45 5 45 B FAu,
B, CLbER,

PRERBY Bt B A S & 3 1Ds, IDg € ID
M ERKIE EmofimT . CRENLESRD € {0,1},
en=0, CZ L. /0, SR =cP, it &
Ci"=m{@h; , C5=Hs;(m})  Hsle(TunowP + aP,
cbvl P)], V* = (w; * Tinow + €) bu; P + au;bv; P, ik
5% = (B, CF, C3, V) A Hh i SO AL

)

BB MFAGIHY € (0,1}, %0 =b, ]
Ciittin™ = e(P, P)™fEABDHHME R A R0

SH: WHLCHE 3Rk P 8 1k, IO
DA e fif e BDELI M i 8. 4 T By B3Ot

1
D gg .L‘: ’ Pr[-E] = H
TJ\ [ 1] € (Qpar + qprv + 97 + 1) % /ﬁ:

By RS 9 W, Pr (B < —q‘;z $ 4k Bs g R
o FE P AL X Hg e (2,0, P + aP, cbvf P)] 1) i 1A ,
PI' [E3] Z 9 _ QdSC

e(Qpar+Qprv+QT + ]-) q ’
1 1

RAESCBR[12] 15 ¢ > — Pr[Es] >
dHg dHg
€ qdsc .
— o El:lﬁ
(e(qpar+qPrv+QT+1) q > HE

EIE2 RN S A, AR HTFAn LARE
Re WHHERL, MHZJT %5 2 IND-CCA2,
M it — Ny CRREEBDH R M ) 55, Horp g vk
N N 1 9 quc)
WM NN— | ——— — o QH,,
b0 (e~ )

qHg

Gprv, qrFqase sy A RN He ) 0], FAEH WA, BT
i) 0 e 25 5865 V) ) PR B KRB, e R EHL AR

JWERR: HEME Se A, Rag v 5ER
AL BT Pouwn = sP, PPHIESEHsH KIETTFAn.

WiR BB Hashiff ] 3  FEHW ] . FAEH )
W] 2 1) F1 e 1) ) 5 BR LA ]

NEHKE: S 1PAEEL, BR T en = 0K,
D; = sv;P;cn = 1K, PK; =aP,

2R N 5P AL BT A
e HIE O o

PREROT B 5 H R HER Y B AR A

B B BT Anf b € {0,1}, #FY =0,
WO 8+ D = (P, P)*™*{f JyBDH W e il 75 i
BRUSE

i SR AL, RYE SCER[12] 7T 15

1 1 SC
SR —
e(Qprv+QT + 1) q
i

e >

4.2 NAMAEM

EIES BT S A R, S AEERT AL
e MR RR2, W% 5 50 2 EUF-CMA .

¥ 1E — AN EECHE Yt H Diffie-Hellman (Com-
putational Diffie-Hellman, CDH) & X [ @,

73 vh Pol B 27 o Gprv ;
i R (1 - 52 ) s o
ar 5 HVF AL R T T B ROR YR, A

LESH
MERR: REIECHE — > CDH PR X ] 73 A i
&, WA3TTAAN(P,aPbP), THHE AR NP .. #
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grdsr, Hashifjj). AR AN A
1] ) RN 2 o) g BRLR AR ] o 2844 B AIE ) 1)
5 58 B A i 2 1) AR ]

PG B it 200 S e, Addn
%40 = (R,V,m), [RIWCHITEH; B #HrAH.
A hEZE LAY, HAFRw=aP, Q" =0bP
u* # w', it He(V*, P) = e(R* + w*PKjp + u* Py,
Q") , e (V*’,P) —e (R* + w*PK]p + 0 Py, Q*) 7
e (Ve -V P)=e (v~ u) B @]. mICHIH

abP = (w —u”) (V= V"' ){E R CDHH 7]
(A R«

ST RCHE Bk B 1k, MICTT
DI B4/ fif ok CDH PRI i B, 4> o B A T A0
oA S AT ALY, PriBy = 1 - T g4t
B A B EECHRZIE, Pr(By] = (1 — )% Har,
kB R D B BT i &1 2 4 R B O
gk, MPr(Bs] = 7. MBHL R b EECAR L L
R A Pr[El/\Eg/\Eg]:(1—q2p;")(1_

1
rymtr g Fre————— A <>
) 1 Gprv +qr + 1
qprv) N
( 22 ) e (Qprv + QT) A

EIB4 FHALIS B, FAAERT Au U
e MRk R2, W% T ik £ EUF-CMA.,
Kyits — A CRE YL CDHE M ) 351, Horp gk

N1 B %7 > dprv 1 =]
(1 - ) e Ml
2 7 A BRI VR D0 1) B KRR, AR A
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