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Abstract: Existing attribute-based deduplication schemes can support neither auditing of cloud storage data nor
revocation of expired users. On the other hand, they are less efficient for deduplication search and users
decryption. In order to solve these problems, this paper proposes an efficient deduplication and auditing
Attribute-Based Encryption (ABE) scheme. A third-party auditor is introduced to verify the integrity of cloud
storage data. Through an agent auxiliary user revocation mechanism, the proposed scheme supports the
revocation of expired users. Effective deduplication search tree is put forward to improve the search efficiency,
and the proxy decryption mechanism is used to assist users to decrypt. Finally, the security analysis shows that
the proposed scheme can achieve IND-CPA security in the public cloud and PRV-CDA security in the private
cloud by resorting to the hybrid cloud architecture. The performance analysis shows that the deduplication

search is more efficient and the computation cost of user encryption is smaller.
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