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Abstract: To solve the problem of data security and privacy preservation brought by the centralization of cloud
storage, a cloud-assisted Ciphertext Policy Attribute Based Eencryption(CP-ABE) data sharing encryption
scheme based on BlockChain(BC) is proposed. In this scheme, the symmetric key of the encrypted file is
encrypted by attribute-based encryption and the encrypted file is uploaded to cloud server for realizing the data
security and fine-grained access control. Searchable encryption technology is adopted to encrypt the keyword,
and the keyword ciphertext is uploaded to the BlockChain. Keyword search is executed by the BlockChain to
ensure the security of keyword ciphertext, which effectively solves the security problems existing in the cloud
storage and sharing system. This scheme can satisfy the indiscernibility, trap indiscernibility and series
resistance under the selective plaintext attack. Finally, the effectiveness of the scheme is verified by

performance evaluation.
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AR B, eV AR GRIER . X BBk fe R
ST PR B S5 4, X PR &5 ) 4 R [ It
FP R EE XCH A O %, FRHR DR IE AN AT Bk
PEFUA AT i LY X e o —Fp 2 vp Ot i 0
A EHE e B DXCEURE 0 28 A i BT T e 3k R4
PHAR, A RIS AR AT & HAE,
LRI LE X B rh S I B8 SR DR DA S i ] S A
B HEBEHRE - A 5e 07 i) £ 2 H AR 21 s 1 —
AR

EEXFCL BT, ARSI — M X BT
A B LR JE 14 2 (Ciphertext Policy Attribute
Based Eencryption, CP-ABE) % #5 L =N 5%,
P T RIS B AR T R INEH AN &, L
BT BRI BRAA R R 2 A EARTT R
S R AR S SRR R SO AT N, K
BRI AR = kg5 b BT E it mas &
TR FREGHBEAT INE, I HARG U7 in) SREmE 5 Qi
TINEL G, WAEMEEX HEE B, o XU 58
MR RIE 7 R S8R P B JE g 2 % S
()7 1) S I HLOCBE VLTS, X BB A Refig iz [a]
PREE R . ARCTT AU 1) SRS A A2 2 1t b %
FL=ZHEREN (Linear Secret Sharing Scheme,
LSSS), AMLAeM SCHLAHRLEE vy i), 1 HEBA
B ERE.

2 EAahEmR

2.1 XiRig

X BB IR T SCHR (9] A R MR 30 CELARE e
—M X B TIERG) . R—MEPO. A
TR, AT A UK AS o AR 95 AN R O S
5, XYEERT o N AR BREEEAAAARE. A
77 FE T R X B A B B, AR iR E A
AN NS SELH), Bz RN I FE TR 2
AT RAEEIRA, AT XER R ARt I e R
Z AN FE A e 7

AL X B R B S5 v e Sk A R G B A
Beo B FEHUR I (Block ID). iy K/ (Block
size)s HI—ANXHIIG A {E (Pre-block hash) IS
)% (Timestamp); A R EIEH 4L 15 1
(Block producer ID). /=43 [{]%5 4 (Block pro-
ducer signature)FI%Z ) #.(Transaction). (451
WRLPTR -

2.2 HIRAH

SERHLHI FIVE P SR B0 TG O (R 40T R 24 3T
B A B SR — S . MU T BT
STEAMRA O PRI L T 1S BT A 28 5 ARS8 77
AT BT, XEUVEETERCR BT T w2
SEHHFE b BE 24 (Practical Byzantine Fault Tolerant,
PBFT)JLRSEE, PBRTH GG R: & i
TSGR 5 LA EN A, EA AN WAL 5 BT
FTEAFE RGN T S PATIRIEEAE, IR
U TR P55 P utys 2 BRSO T R [ ) 4
FHIGAUE IERASE BT f+1, MR EBEAAAE D -
2.3 M E) R

L (G, x)RI(Gr, <) 2 B AN BY ¥ 8 K &R B (176
WHE, gRBGIAERIG.

EX1(FIE M ¢-BDHERRIZM)  JEIRHE Lkt
W A A HA R AR K BT e - G x G — G il
BlikHL, s € Z,, THEQ = (9.9% 9% g%, g°" ",
9% ) o FETEAE — AN BT DLTE 2 T ] P BAAS
] 2L AR H X (g, )" S 5 G BN T
N FR g-BDHEAR B KA

EN2(HEMEDDHIRIE) %4 E9.9%9,
9°€ G, Hrfabce Z,, HkgRE% T,
RAEZ TR RN, B — AW H AR DL—A
ANT] S AR S0k IR AN SR Xy R, e
G AR E Xy Advppa(A) =| PrlA(g%, ¢°, g*°)
=1]| - |Pr[A(g*,¢",9°) = 1]|.

3 ARHEEESREIRE

3.1 RGIRE

AT RN RGEMME LR, FEAQFE LT
5ANSEAR:

(1) B O (Attribute Authority, AA):
AAR—DAMENN, FEERRGESH. R+
HHALL LR DUM 2 RS54 CSHIAAET . & X
JEPEES, HDUMARGN, BT OAAN
HAyBe—ANME— bR iR uid fll— AN g 4R Suid

(2) =4 (Cloud Server, CS): CSf5iA7
fili B 45 416 DO AL I 1 B SCFFBL L
SCAFATF A B Fia K% BIDOTE X SEEIK 7o iR
Bl F P DU 2 V7 0] 50, CSIMIBEAT #7055
K 0 73 Ak B )8 SC A MUAH NN 2 1) Hd s SR B (F)
FRIALFIDULE X Bk K

* 1 XREIELESH

Block Head Payload
Block ID Block size Pre-block hash Timestamp Block producer 1D Block producer signature Transaction
ID size hash t Data Owner g TX
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(3) X8 (BlockChain, BC): X4 I
DO¥ R FRIMENL A7 EBC L, FiigZixX
— X 5 B X B ISR R E6AE . A X B
R PBFTILREA M, 28R WA AT
L/3ME DL R, ORAIE 2 A 37T a5 W0 2% 1) — 2k
DUMZEK] F4£FIBC E, BCHHT 47 %
HWE., JHWRNINE, BCK SR EHEEG KM
LR AIZECS, = RSG AR CSHEATH RS IE 5

(4) B A#E (Data Owner, DO): DOM
A SCAE SR OGBS, 6 R B 2
AR EICE, REESLCE T RG] . DOE L
SCAE U 1) SR, R U 1] SRS T AR R A
AT I DT SRAFAH I 1) %5 SCC LA Bk gt = AN
JEYEINEARECi. f )5, DO N i F 4 S
CpfilE L C _F AL 3| CS I Hof i 7 5% SO AT
fitg Bk Fia ¥4 B 22 5 1A% 22 X e BC L OB 1
X He,

(5) #¥EH P (Data User, DU): ##&H DU
BRI BRI X HsE B, eirmid g, XHEek
I (0 E s SO By (F) 535 50 i 5% 1) %5 SCA IR [8] 3]
DUTE X HEERIK - -, DU E SRR AfR
GBI FR A, T BENE X0 ) E s SOt
ITRRE 19 2E0HE SO 3
3.2 EARA

AILTTE H LA 641828 22 T I 18] B 2H o

ARG Setup(N): BHE —NEESHN,
AAFRA R G F B HMSKHI R 4t 2 3t S 4(Params L),
KgMHES U,

4 i KeyGen(Params, MSK):  LAMSK Jyfi
N> AATFE HSKes SKuia, 28 J5 5 SKia K 1% %5
DU, #SKeskiEZCS. AAEADUSE —N & 1
£Suid ,

=g Bt Encryption(Params, w, U, k, T): X
— BB EHDOBAT o s FH X FR 26 B Ao 5o i SO A i3k AT

e, f A\ Params w, J&MHE-SU LA K7 1) 5 8%
T, HHCT,

Fei 114 i Trapdoor (w’, Suid): X F 4 Fw',
DU% 4 H Gtk sESuid gk, AT, T .

MARBY B Test (CT, T, T;,T3"): DU R (1) <8
Fo' TR A 1 8 PE A Suid 9 2 U5 0] S5 T I, i
" True", FRCT R B EIZCS; SN, 4
H"False",

fif % By Bt Decryption(Params, SKcs, SKuia, B):
CSHHESKes, Bt 5 A HA, HKARFLDU,
DUM A B S AHASK i fl AFS H X R &Rk, SFhnss
(B SO EAT %, T4 B30 SRR S
3.3 ReER
3.3.1 EFRANKE THAATX 57514

EX3  NUERHIE S S T AT X o,
Pl 7 Brat B APk 5 B2 18] 1) 58 H A %
Gamer, WIRAEZ B E N, Bk & Avsigs 3K
(A 2R T 2R ), DUDRR 7 8 2 3 o 1 e 43 ) S 2
A1,

VI Be: BRAE BigAT Rt Eiki A
HZHIE X7 in) ng, B Adn BBk S 1D
&AW TP B PR BEE L0 T e A 1) 1«

Om, (w): B H A N\ HE Fw, $hikEBiR

[A] Hy (w)o
Om, (p(i)): Bk HAMAN @ PEp(i), P8
R IE Ha (p(i))

Wi Bel: Osk (Params): ik # Biz 1T % H
A R R FAEH

PR B M B e e, Mo Ak R
PN B (mo, ma )« B B 4 1D A1 ] 4 1) 56 B
(M, px)— 2 R IELLPRERE B Pk Bl H Pk 2
LR A

WY BE2: Yo Al AT WA, BRBkig 2 S
S HATAEA R A1 A1, FA R ) B 1 — 2

TP B 5 e Bt F AvR [FE 6, Wiie’'=
o, JUPRER T, s ST H0.

3.3.2 PAIIAAX %

EX4 FNUEBH LTI X o, FATE
N7 Bk ANk i B2 (8] A8 Ak Games .
WIS AE 2 W ) Y, B 35 Ao B 15 i 3R [ BE 2R
S R, DR T S A B 1 IAN BT X 431

WITEAC I B $hiE Biz AT R4 v Bk
NI H, B Ak BBk 1D

W Bl Bl Aokl 17 2 Il B AL
EH VR 1A FORE 1T 0 1]

Osk (Params, L) : Ao 3% $5 H 7 (ITD A1 A FE 24
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Params#5 Pk # B. Big 7T %84 s AV

Otrapdoor (w): BT A N R Fw, PhikH
B B RIBS Wi Az

PRI B B R B Bl se e, B Ak B
A A T (wo, wi) FTHE K B A ID+ K IE 45 BRI & B
Pkl B =] NPk R T

WP BL2: B A b4, Bkl e
JATAEAGE W 4, oA [E v A B B L —E

BT B B E R IR [FIRE 07, i Se'=0,
WPk sE %I, frdil; S Ho.

4 BNpR

AL T H R 7 S LR 6 M 2R 22 T =X ]
SRR, FIESERME 2R R, BRI R

ARG (Setup): AABENLEN — ML 2SH
A MIARGZEZHE, it R A LS Params
A FEZAMSK, &GHIGT 7 B AH N 2= g
TEAHE, gRGM—NERUT, e: G x G — Grig—A
WETERLSS . AAE UBMHES U, M EMr e U,
BEALILE M o, B,a € Z,, ¥afE N R 4G F % HMSK;
SRIGIERE MR RS Hy - {01} — G, Hy - {0,1}"
=G JJ5, AAAAParams = {G,Gr,e(g,9) ¢°,
g%, Hy,Hy}o

FEHE K (KeyGen): DUMMA RSN, AARNI
Iy e — S ME— AR IR AT uid M — AN R P S Suid . AAE
WLIEH 1, 0 € Z5 ) ay, i o= (1 + @) mod p,
T SKyia = g™ - 977, SKes = 9°2. SR 5 KSKua X
£45DU, #SKes KIECS.

B Bt (Encryption): £l in% . $dsiE
FHDOBENLIEH — X TR HE, 8 HDESKFR N
FVEXTEE SO P AT N, 45 30 00 R SO
Cr=Ey(F).

KEETFINE: DOMEIRE A Fri$E B T,
SR G € SLLSSSVj i) SR (M, p) 55 FR 2 BH K O gt
FwdbAr e . Hr, MR n I EE, pJy B

6.(uid, T, 7))

2 HAR

SreRdl, RFEREM R4 MR RIS TR T
p(x) LS, A B MEM DA — 1T S
AN . BENLEE A Y = (S,y2, -, Un) € Zg,5 NEE
SRR AL . X THEMERE—ITi e L], &
Ni=M;-v, HAMHEREM KT HE. DO
THHE

CT = {(M,p),C - e(g,g)as . k,C/ = gs,

B=e(g",9")

Vic19..1: Ci = [Hy(w) - Ho(p(i))],

Ci' = (9"}

DO¥(C, C'", Ex(F)) FA£ZICS |, CSiR[FIZDO
SCEAAERNL B Fa o AR5 5 (B,Ci,Ci Fa) i i -
138 5 .TX = (B,C;,Cy' Fa), I35 5 Hdk47 4
ZAFHNS, HRJE M ETT SRR SR . X B R4
T S HATPBE THAR S, 32715 SO — AN [a] B
BN EIRIAL 5 AT )G, RIELS T s AT 50 IE
DO#YCESAE T s I eSS R, 25 50Uk 25 R 16 %
KFf+1, NRHFXEROLNINE X e L. B
X IR 1R

BT T4 i (Trapdoor): X T J& P 42 Suid A (1) &
—ANEMa;, DUMHLIER: € Z5, THHET; = [Hi(w'):
Hy(a;)]"s DUK =708 (wid, T;, T;") FAEFIBC L,

M B (Test): 4% H P DURTE R )%
it 7w T A 1 4 FESuid 55 J2 17 1) 45 #I (M, p)
I, DXHBETT A T DU R G 8T C {1,2, -1},
HE T ={i:p(i) € St, Mo, WHLSSS P,
A] DAFE 22 TN TR Y 46— N U {wi € Zp bier,

@ti?%"z wi- A =S MR

icl
I I B.7. !
i€l e(g T“Clw)_ =B

Hie[ e(T":, C:) 1
R EE AL, W ERTT 5L WA
FSAL,  DXCHVEE T AR 38 E s SO B Fa ¥ BUL K
Bn H P DUAE X B8 b rg ik ok 2] = s
CS.k.
fifr 2 Bt (Decryption): (1) &5 #5CSHIH %é??
SKesTIAMEI L A= o=
THE TG, = RS 28650 7 i 55 1% SCA VLA
W S B (F) RIE s DU
(2) Fdm H P DURH FAH SKuia LA R 8 7 fift 25
()5 SCATHEAS X FR B HE, T n 25 1 5w
AT B (F) AT, SRR X P
e C-A ,
e(C’, SKuid)

Wi

F= Deck(C’F)
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IERHHEERA - (ID,p(i),R®,SK, coin), 75 Mcoin =1, PhhlkH % E
SR J__E 'i Hie[ e(gﬁ ’ Ti’ Ci/)w R(Q)_g -LE;)\ﬁQE.(ID,P( ) R(Q) SK COIH)

(1) IKE B LT — I B 1O (Paremns), Tish 4, 5 FE

Hiel e(T", C2)
[1_,cto” (W) Hafa)]", ("))
I1.., (e [ (w) - Ha(p(i)])”

Hlel ([Hl( ) HQ(ai)]Ti’ga)\iwi)H, e(gﬂvg“*'i“i)

- A (Hy(w) - Ha(p(i))]™)
_Hzel (97, M (gﬁ 9*)
(2) W B I o

e(9:9)* -k-elg.9)""* _
e(g° 9% - 9*%)el(g,9)"*"

i€l
aw
&
HZG, 9

c-A
e(C’, SKyiq)
_elg,9)™" k- elg,9)"
elg*,go1te2)e(g, )"

5 RE2MIERR
5.1 FEIRRASCHE TR X 404

FIP1 S UCHH ASE S 2 T i Py
5 LA BT 2200 (1 P 3e BR A e ke, U SIE W Bk i B
AN LA TT 2205 AR e/ 28 Ve - BDHE I # 17 151

iERR Bk QA%IEE&%B A g- BDHE;&WJ
(gygs,g“,---,g gt g, ) Pik E B H I
RWET = elg.9)™ T ML, Wkt
Yol # BIERE(G, <) F(Gr, <) AM 8 A K B i
TERBE, gRBEGHIEWR T, WALER He : Gx
G — G,

VIR B BIEIBNL S 6 € Z;, it
a=a +a™ fle(g, 9)* = e(g,9)” T = e (g, 9*)
e(9,9)” . By A ISR Params={G, Gr,e (9, g*°)
e(9.9)" 9% g° Hi,Hp}. $hik# B LLSSSVi I %
W(M, p). BJE, Heaha At bk 4D, ik
%‘Buﬁéﬁz?ﬂ(m p(i), R®), SK, coin) g \HI| Listeh,
BB p(i), ROM 224K

A 7 DB B P B ST I T W A Y 1«

Om, (w): Bh#H AN KB T, PiREBN
ﬂﬁhﬁhﬁﬁ@@rm”wm #w, RV A

ZAH, PRI BIREIRD K%L WA H AL B,
Bl # Bik FEREHL R ) € 75, B BRERY =
g geMe g Mg NH i (w, 7, RV, coin),

O, (p(3)) : IﬁﬁE%Al BN Pp(i) . Pei
BMFIZ LI ik 55 341 (ID, p(x), R, SK, coin), #
p(i), RO N ZMH, Pk BIRINRO R %L Wk
Ave T, Pk Bk BB $ze € Z3 3R — 4
M Micoin € {0,1}, #5IEMHI L, Meoin =0, P
# B BRO =g goMir g’ Mia | ga"Min ju ) Hr 4

IDFI A S HParams 25 BR 1 E B . ?JE]EE%ABU\W?%
Listefre & #4H (ID, (i), R, SK, coin), #5p(i), SKA
NEE, PR EBIRNAAKIEA I H A &
W, PeiFEBENLIER o) € Z), i = o’ +atTT,
s =’ =d —a, ﬁﬁ%com{ﬁ Frcoin =1, $k
K Bt SKos = g2 =g, SKyig =g+ - g7 =
g° - g*% . FHllcoin = 0, Pkl B H KM
PR B 2l in B B Le e, Bk Avik
PRAN B S (o, ma) B S 4 ID A1 15 1) 425 1] 5 B
(M, px)— 2 K IEL PR E B Phbk#H BB F L
EPV"E%[QH(ID*,;)( )4, R® %, SKx, com*) Freoink =1,
Pk B th R (ZFEHERR): &k
BB AL & Ry, oy’ € Z, W ) B = (5,42 /sa,
ys'[sa®, -y’ [sa™ TN )EZ,, KTHFEIS—AT € [L,1)
HE N = Mv., Bk #FHBEE AL IE B € {0,1}, 31
B : CTx = {(Mx, px), Cx = e(g,9)** - k=e(g,9)" °
e(g,9)”"* - k=T"e(g,9)*'*-k,C' = g°, Bx = e(g°*, ¢")

Vie12,n : Cix = [Hi(w) - Ha(p(4))]™
PO\ Mgy
= H (g 9 ) :

j=1,
M; Jy]/aﬂ+
%E%Eﬁﬁ%lgiﬁﬁﬂﬁ%ﬁi%i@*vC’*,Ci*,C/*,
Bx, By, (F)) Bt %A
W Fr B 2: B At AT, BRek bk S
S HATHEA R A A1, FHAD R ) Bl — 2
o B s e E B AR [T, iR
o'=0, WIHkERRT, s S HO0.
ot HHEMERA KA, B AR T
%, WK E BREE I q-BDHE [N M jn] & . %7
W% CC = e(g,9)° - k=T -e(g,9)*"* - k &
— Nq-BDHE S, Bifi & A B %5 ye=Pr
[0'=0] — 1/2, HbEBIRIEPIMZEPr [0'=6|8 = 1] =
Pri0'=6]=e+1/2, N, FHHEKRE, Phik#HBIK
JERINEZEPr [6'=0|8 = 0] = Pr [ # ¢] = 1/2. HF4$k
ik 2 BE fif 1 q- BDHE [ 3 [v] 831 ) A 34
Adv =Pr[6'=0] —1/2 =1/2(Pr[§'=4|8 = 1]
+Pr['=6|3=0]) —1/2 =¢/2 EEE
5.2 PEI A X
EE2 W At — N EER 2 T (8]
UTT%B%E’H)‘E%&}%}E%JJHX% T IE BH Bk ik & B
REAS LAAS ] Z0m TR 3 prpm )ﬁfFH%DDHIXEIEﬂ@

2,
C'x = (")

coin =0,
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IERA A PR B— DDHSLBI(9”, o,
9°), BREEBIH KR E = g°P R WAL . i
LR

Phiik 2 Bik 3% (G, x)M(Gr, <)Y 8 K &=
BorIEIRHE, g2 G I AERIG,  XZ %X
e:GxG— Gr, BARBONH - {0,1} = G| Hy:
{0,1}* = G,

W EL: it BIHE o, B € Z;;, Mk
HAFSHParams = {G, Gr,e(g,9)", ¢°, g, Hi,Ha},
Pk # Bie XLSSSVy a) il (M, p). fha, Biti#
A iy tH Bk 5 & 1D, Pk # B % B £ 41 (ID, w, aj,
SK, coin) JA AN FIZRLIS 1, Hhifw, aj, SKOH T

WA BB L Bl A ke 1 22 IR B A
BH ) IE) FOBE T 1 1]

Osk (Params, L'™"): ik # Ao i 3% F P (RITD AN
AIBHParams B PR E B, PRk E B SR Listrh
Pk &2 #2H (ID, w, a;, SK, coin), Fa;, SKA N Z{H,
PRk BRI R IEA B E A e B, PR
B Wl & Bon, a2 € Z; | o, a0 i Ra= (a1 + az)
modp , 5 SKua = g™ - g*? SKes = g2 &

OTrapdoor (0): Wil A N BB, Bkl B
MFFE LIS R EZH (ID, w, aj, SK, coin), #coin = 1,
Pl B R, #rcoin = 0, PhikEWEMIT: =
[Hi(w) - Ha(a:)]*, Ty = (9°)" = g°RIEL T4 Ase

PRERPY B il P B se b, Mol A ik B
PN B (wo, w1 ) AR AR S ID K IX 25 PR E B
Pk 8 5 B I F1) 3 L1t Ak 55 3020 (ID*, w, a3+, SKx,
coink), #ycoink=0, PhikE Bt KM 5 WHkEE
BEEHLEEL {0, 1} RIS 1T = [Hy (w) - Ha(as)]®,
Ti'x=(g")" = ¢°.

WA BE2: Mo & A AT ], BBk 2 S
S HATHEA R IR A1, FHAd R 5] B Bl — 2

R B s e B #F Ak BRGSO, i S
o'=0, MIBRERRT, Hidi1: 5% HO.

aiTs B FEMERA KA, B AdRe B 7
%, NPk # BREME VL DDH I A o] f, #coin = 0,
W% T = (9°) = g — NDDHSEH], Kbk

Az L ye= Pr(6'=0] — 1/2, PhdblE BRI R
HKPr[0'=0|8 =1]=Pr[§'=0]=e+1/2. HN, FHF
ERA, PREBIR I HE FPr[0'=0|8 = 0] = Pr
[0 # 6] =1/2. Pkl BRE AR e DD H P A 7] &
AT 3
Adv =Pr[6'=0] —1/2 =1/2(Pr[§'=6|8 = 1]
+Pr[=0|8=0]) —1/2=¢/2 WEEE

6 MEREDHT
6.1 IEILHTELER

AT IR A B W AR SC 5 %65 5Ck[15,16] 78
THEACR B s . H, EZEEE A N
WizHTr. BB HT:. Sz EHTWE A i H
Tu. nuNRGJEMEECE . ns NEHEH P8 AL
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